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1 Getting Started

1.1 Interfaces

1.1.1 WEB

WEB
This section describes the configuration of cnMatrix using the WEB interface.

The WEB can be used to configure, show the configuration, monitor statistics and troubleshoot the
switch. You can access the WEB interface by typing the user name and password in the authentica-
tion window.

The following tabs are available in the WEB interface:

System Tab

The following options are available in the System tab:

System Information

General information about the switch is available in this tab, such as Hardware Version, Software
Version and System Name. Here you can configure global information such as the System Name,
System Time, as well as the System Time and Telnet Server Status.

Field Description

Hardware Version . .
Displays the hardware version number of the system.

Firmware Version Displays the firmware version number of the system.
CNS Software Version Displays the Cambium networking switch version.
Hardware Part Number Displays the hardware part number of the system.
Software Serial Number Displays the software serial number of the system.
System Description Displays the model name.

System Name The name for identifying the device.

System Contact The contact person details for this managed node.
System Location The physical location of this node.

Device Up Time Displays the time from which the device is up.
System Time The current date and time

Login Authentication Mode |[The login authentication mode.

Configuration Save Status Displays the configuration save status.

Remote Save Status Displays the remote save status.

Configuration Restore Status |Displays the configuration restoration status.
Telnet Status The status of TELNET in the system.

System Resources
System Temperature, CPU and RAM and Flash Memory Usage are available in this tab.

Thresholds can be configured for these values, so that SYSLOG messages can be generated when
they are reached.

The following fields are available in the System Resources window:

Field Description

urrentTemperatur elsius
Curre empe e(c ) The current temperature of the switch in Celsius.
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CPU Threshold(%) The maximum CPU usage of the switch in percentage

Current CPUUsage(%) Displays the current CPU usage of the switch in percent-
age.

RAM Threshold(%) The maximum RAM usage of the switch in percentage.

Current RAMUsage(%) Displays the current RAM usage of the switch in percent-
age.

Flash Treshold(%) The maximum Flash usage of the switch in percentage

Current Flash Usage(%) Displays the current Flash usage of Switch in percentage.

The following fields are available in the Fan Details window:

Field Description
Fan No Displays the Fan number in the Switch.
Fan Status Displays the Fan status in the Switch.

o)
) The EX2028-P switch is the only model that has a fan included.

Save and Restore

The configuration files can be uploaded or downloaded to/from the switch’s Flash memory. Files can
also be erased form the Flash using this tab, including the startup config file, or even the entire con-
tents of the Flash memory.

The following fields are available in the Save Configuration window:

Field Description

Save Option Specifies the save option to be used for the Switch.

Transfer Mode

Specifies the transfer mechanism to save the Switch configura-
tions in the remotesystem.

Address Type The IP Address type of the remote system in which the
Switch configurationsare to be saved.

IP Address The IP Address of the remote system in which the Switch
configurations are tobe saved.

SFTP User Name The user name required for saving the Switch configura-
tions to the remotesystem in SFTP mode.

SFTP Password The password required for saving the Switch configurations on to
the remotesystem in SFTP mode.

File Name The name of the file in which the Switch configurations are
to be saved.

The following fields are available in the Restore Configuration window:

Field Description
Restore Option Specifies whether the Switch configurations have to be re-
stored.

The following fields are available in the Erase Configuration window:

Field Description
Erase Option Specifies the erase or delete configuration or file.
File Name The configuration file name to be erased.
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Image Download

A software image upgrade can be performed via this tab. The switch will connect toa TFTP or SFTP
server, will download the specified upgrade file and will program it on the box. A reboot is needed to

run the new software.

Field

Description

Upgrade From

The type of server from which the image is to be down-
loaded.

Address Type

The IP Address type of the machine from which the image
is to be downloaded.

Server |IP Address

The IP address of the machine from which the image is to
be downloaded.

SFTP User Name

The user name required for downloading the image from
SFTP server.

SFTP Password

The password required for downloading the image from SFTP
server.

File Name

The name of the image to be downloaded from the remote

system.

File Transfer

The custom files can be uploaded or downloaded to/from the switch’s Flash memory.

The following fields are available in the File Upload window:

Field

Description

Transfer Protocol

The transfer mode for uploading file to the remote system.

Address Type

The transfer mode for uploading file to the remote system.

Server |IP Address

IP Address Enter the IP address of the machine to which
the file is to be uploaded.

SFTP User Name

The user name required for uploading file in SFTP mode.

Remote File Name

The filename or filename with path to which the local file need to
be copied in the remote system.

Source File Name

The filename or filename with path from which the local file

need to be copied in the remote.

The following fields are available in the File Download window:

Field

Description

Transfer Protocol

The transfer mode for downloading file from the remote
system.

Address Type

The IP Address of machine to which the log file is to be
downloaded.

Server |IP Address

The IP address of the machine to which the file is to be
downloaded.

SFTP User Name

The user name required for downloading file in SFTP mode.

SFTP Password

The password, required for downloading the file in SFTP mode

File Name

The name of the file to be downloaded from the remote
system.

For more information, see

SNTP
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Simple Network Time Protocol can be configured using this tab. SNTP is disabled by default. Con-
figuration options are available for:

m SNTP Scalars Configuration

m SNTP Unicast Table Configuration

m SNTP Broadcast Configuration

m  SNTP Multicast Configuration

m  SNTP Manycast Configuration

For more information, see

SSH

Secure Shell can be enabled or disabled via this page. Supported ciphers and HMAC types can be
configured. SSH server is enabled by default.

The following fields are available in the SSH Global Settings window:
Field
SSH Status

Description

The status of the SSH module

The version of the SSH..

The Cipher-List. The cipher list takes values as bit mask.

SSH Version Compatibility
SSH Cipher List
SSH HMAC List

Max Packet size

The hash message authentication code.

The maximum number of bytes allowed in an SSH transport con-
nection.

SSL

The HTTP Secure Server can be enabled and configured. A SSL certificate can be uploaded, or one
can be generated on request.

The following fields are available in the SSL Global Settings window:

Field Description

HTTP Secure Server The status of the HTTP secure server.

SSL Version The protocols to configure the SSL version.

HTTP Secure Ciphersuite The cipher suite from the list for providing the input.

The following fields are available

in the SSL Digital Certificate window:

Field

Description

Generate CertificateSigning
Request

Used to generate certificate based on the RSA key size and
common name.

RSA Key Size

The desired Key size.

Common Name

The details of the user requesting for the Digital Certificate.

SNMP

The Simple Network Management Protocol can be configured. The protocol is enabled by de-
fault. Configuration options are available for:

m  SNMP Community Settings

m  SNMP GROUP Settings

m  SNMP Group Access Settings

m SNMP Target Address Settings

m  SNMP Target Parameter Settings
m  SNMP Security Settings
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m  SNMP Trap Settings
m  SNMP Filter Settings
m  SNMP Basic Settings

For more information, see SNMP Tab Fields.

Layer2 Management Tab

The following options are available in the Layer 2 Management tab:

Port Manager

The Port Interfaces can be administratively enabled or disabled. Port settings such as speed, duplex,
auto-negotiation mode can be viewed and configured here.

The following fields are available in the Port Basic Settings window:

Field Description

Select The port for which the configuration needs to be done.

Port Displays the port, which is a combination of interface type
and interface ID.

Link Status Displays the status of the link using graphics.

Administrative State The desired state of the port.

Default User Priority The default ingress user priority for the port.

Switch Port Mode The mode of operation for the switch port.

MTU The maximum transmission unit frame size MTU for the in-
terface.

Link Up/Down Trap Select whether the linkUp / linkDown trap should be gen-
erated for the interface.

Port Type The port type to operate the port as an L2 port or as an L3
port.

MAC Address The unicast MAC address of the interface.

Description Free flow text entry box to store port description.

Starting with version 2.0.5

The following fields are available in the Port Control window:

Field Description

Select Port The port for which the configuration needs to be done.
Port Displays the port, which is a combination of interface
type and interface ID.

Mode The mode of negotiation for the port.

Duplex The duplex mode that represents the flow of data through
the port.

Speed The speed of the interface.

FlowControl Admin Status The default administrative PAUSE mode for the interface.

FlowControl Oper Status Displays the PAUSE mode currently used in the interface.

HOL-Block Prevention Select whether the Head-Of-Line (HOL) blocking should be

prevented on a port.

Pause High Water Mark The ingress rate equal to or above which PAUSE frames are
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(kbps) transmitted.

Pause Low Water Mark The ingress rate below which transmission of PAUSE
(kbps) frames are stopped.

Auto MDI/MDIX Capability The Auto - MDIX mode for the interface.

Description Displays port description.

Starting with version 2.0.5

VLAN

The VLAN interfaces can be created and removed. Per-port VLAN settings such as PVIDm In-
gress/Egress VLAN TPIDs can also be configured. You can decide on a per-port basis which frame
type the port should accept: All, Tagged or UnTagged, depending on the role the port has in the
network. VLAN Port configurations include:

m VLAN Basic Settings

m VLAN Port Settings

m Static VLAN Configuration

m  VLAN Protocol Group Settings
m Port VLAN Protocol Settings
m FDB Flush

For more information, see

D)
LT protocol VLANS are also supported in the Layer2 Management Tab.

MSTP, PVRST and RSTP

The respective spanning tree protocols can be configured. RSTP is enabled by default. To enable a
different spanning tree protocol, configure “System Control” for the other two as “Shutdown”, and
for the desired one as “Start”. MSTP, PVRST and RSTP configuration options include:

m Global Configuration
m Instance Bridge Configuration
m Instance Port Configurations
m Instance Port Status
For more information see s ,

Link Aggregation

The LACP protocol on the switch can be configured: you can create or destroy Aggregators and
configure LACP-related settings on a per-port or per-LAG basis. Load balancing mode can also be
configured here.

To configure an aggregator, first configure a “Port Channel ID” as UP, then assign ports to it in the
“Port Channels Settings” page (giO/1, gi0/2, etc.) and choose a mode (LACP or manual). In the port
group page you can configure the per-port LACP settings such as Timeout and LACP mode (Active
or Passive). Link Aggregation configuration options include:

m LA Basic Settings

m PortChannel Interface Basic Settings
m LA Port Channel Settings

m LA Port Settings

m LA Port StateMachine Information

For more information ,see
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LLDP

Link-Layer Discovery protocol is globally enabled by default and set to transmit/receive frames on
all ports. Various global timers can be configured. Transmitting and receiving LLDPDUs are configu-
rable on a per-port basis. LLDP Configuration options include:

m LLDP Global Configuration
m Interface Settings
m  Neighbor Information

For more information, see

Layer3 Management Tab

The following options are available in the Layer 3 Management tab:

1P

IP interfaces can be configured on VLANSs. The “Get IP Address Mode” can be configured either as
“manual” or “DHCP” for each interface.

The following fields are available in the VLAN Interface Basic Settings window:

Field Description

VLAN Interface The VLAN/VFI Id for the Interface to be created. The value
ranges from 1to 65535.

Admin State The Admin Status of the VLAN interface. The default op-
tion is Down.

IPv4 Enabled State The status of IPv4 on the interface. The default option is
UP.

Proxy ARP The Proxy ARP admin status for the interface. The default
option is Disabled.

MTU The Maximum Transmission Unit (MTU). The MTU for the

interface as shown to the higher interface sub-layer (this
value should not include the encapsulation or header add-
ed by the interface).

LLDP additiona configuration options include:
m |IPv4 Interface Settings
m |IP Route Configuration
m |IP Information
m  ARPENTRY

For more information, see

IPv6

The IPv6 Interface can be configured using this option. Before configuring the IPv6 interface, first
you have to create a VLAN IP interface in the VLAN Interface Basic Settings window.

The following fields are available in the Address Settings window:

Field Description

Interface The index, which uniquely identifies the IPv6 interface on
which the IPv6 address entry exists from the list already
configured in the system.

Address The IPv6 address to which the entry’s addressing infor-
mation pertains.

Prefix Length The length of the prefix (in bits) associated with the entry’s
IPv6 address.

Address Type The type of address. The default option is Unicast.
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Address Profile ID The index for the IPv6 Address Profile Table.

DHCP Server
The switch can run a DHCP server application that will offer IP addresses to DHCP clients.

To offer this service to a network, first create an IP interface on a VLAN by using the VLAN Interface
Basic Settings window, then create a DHCP pool on the same subnet as the configured VLAN IP in-
terface.

The following fields are available in the DHCP Basic Settings window:

Field Description
DHCP Server The DHCP server status in the router. The default option is
Disabled.

Blocked IP Address Reuse The reuse timeout value used by DHCP in seconds.
Timer (seconds)

ICMP Echo The status of ICMP (Internet Control Message Protocol)
Echo feature for the DHCP server.

Various DHCP options can be configured for each pool in the DHCP Pool Option Settings window or
for any particular host in the DHCP Host Option window. A specific hosts identified by its MAC ad-
dress can be associated to a specific IP address in a pool in the DHCP Host IP Settings window.

For more on these additional options, see

DHCP Relay

DHCP Relay agent is used to forward the DHCP packets between client and server when they are not
in the same subnets. The relay receives packets from the client and inserts certain information like
the network in which the packet is removed and then forwards it to the server. The server identifies
the client’s network from this information and allocates IP accordingly, then sends the reply to the
relay. The relay strips the information inserted and broadcasts the packets into the client’s network.

The following fields are available in the DHCP Relay Configuration window:

Field Description

DHCP Relay Service The Service DHCP relay status in the switch. The default
option is Disabled.

IP DHCP Relay Information |The controlling status of the processing related to the Re-
Option lay Agent Information options.

DHCP Server Address The IP address of the DHCP Server to which the Relay
Agent needs to forward the packets from the client. A
maximum of 5 servers can be configured.

For more on additional options, see

DHCP Client

DHCP client uses DHCP to temporarily receive a unique IP address for it from the DHCP server. It
also receives other network configuration information such as default gateway, from the DHCP serv-
er.

The following fields are available in the DHCP Option Type Settings window:

Field Description

Interface Name Used to select an interface for which DHCP option type
settings to be configured from the list of vlan interfaces
already created in the system.

Option Type The DHCP Client Option Type for the specified interface
created in the system.

Option Code Displays the Option code for the specified interface creat-
ed in the system.
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Option Value Enter a value to identify the octets of data, of length speci-
fied by length for that entry. This value will be taken from
DHCP ACK message which is sent from server to client.

The following fields are available in the DHCP Client Identifier Settings window:

Field Description

Interface Name Used to select an interface for which DHCP option type
settings to be configured from the list of vlan interfaces
already created in the system.

Client Identifier The unique identifier of DHCP client for the specified inter-
face created in the system

DHCPv6-Client

DHCPV6 client is a node that initiates requests on a link to obtain configuration parameters, such as
the list of available DNS (Domain Name Server) servers, from DHCPV6 servers. It transmits and re-
ceives DHCP messages using link-local address or addresses determined through other mechanisms.

The following fields are available in the DHCPv6 Client Basic Settings window:

Field Description

Trap Administrative Control [Specifies the transmission status of SNMP TRAP notifica-
tion messages for the DHCPvV6 client. The default option is
None.

Source Port The UDP (User Datagram Protocol) listen port number to
be provided in UDP header of the information-request
message. The default value is 546.

Destination Port Specifies the UDP destination port number to be provided
in UDP header of the information-request message. The
default value is 547.

The following fields are available in the DHCPv6 Client Interface Configuration window:

Field Description

Interface Used to select the interface index of the entry in DHCPv6
Client Counter Interface table from the list which are al-
ready configured.

Multicast Tab

The following options are available in the Multicast tab:

IGMP Snooping

You can enable IGMP snooping globally, and then you can enable it on any existing VLAN. Per-VLAN
settings include “Operating Version”, “Querier Status”, and various timers. Router Ports can also be
configured in this tab including:

m IGMP Snooping Configuration

m IGMP Snooping Timer Configuration

m IGMP Snooping Vlan Configuration

m IGMP Snooping Interface Configuration

m IGMP Snooping Vlan Router Port Configuration
m IGMP Snooping VLAN Router Ports

m [P Based Multicast Forwarding Table

For more information, see
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TAC

Transmission and Admission Control module allows the network administrator to filter IGMP reports
based on their group or source |IP addresses. Filtered groups are not registered on the switch.

The following fields are available in the TAC Profile Configuration window:

Field Description

Profile ID The unique identifier for a multicast profile entry.

The following fields are available in the TAC Profile Filter Configuration window:

Field Description
Profile ID The unique identifier for each multicast profile entry.
Group Start Address The multicast group address, which is the start of multicast

group address range.

Group End Address The multicast group address, which is the end of multicast
group address range.

Source Start Address The multicast source address, which is the start of mul-
ticast group address range.

Source End Address The multicast source address, which is the end of multicast
group address.

RMON Tab
The following options are available in the RMON tab:

RMON

You can configure various alarms that are triggered when certain SNMP object values reach a
threshold.

The following fields are available in the RMON Basic Settings window:

Field Description
RMON Status The status of RMON on the switch.

Additional configuration options include:
m RMON Alarm Configuration.
m Ethernet Statistics Configuration.
m Event Configuration.

m History Control Configuration.

For more information, see

WEB

Policy Based Automation Tab

The following options are available in the Policy Based Automation tab:

In the Auto Attach Basic Settings window, you can control global Auto-Attach settings, such as:
m Enabling/disabling the feature in the Auto Attach Global Status field.

m Setting the string comparison mode in the String Comparison field .

In the Auto Attach Interface Settings window, the current state of the Auto Attach feature on all

system ports is displayed.

page 10 of 176



In the Auto Attach Rule Settings

Web GUI Configuration

window, you can define new Auto Attach rules or delete rules that

are not referenced by an Auto Attach policy.

In the Auto Attach Action Settings window, you can define Auto Attach Actions or delete existing

actions.

In the Auto Attach Policy Settings window, you can define Auto Attach policies or delete existing

policies that are not currently active.

In the Auto Attach Script Settings window, you can define Auto Attach scripts or delete existing

scripts that are not currently active

The following fields are available

in the Auto Attach Basic Settings window:

Field

Description

Auto Attach Global Status

The global status of the Auto Attach feature.

String Comparison

The string comparison method used fior device identifica-
tion.

The following fields are displayed

in the Auto Attach Interface Settings window:

Field

Description

Select Select the port for which the Auto Attach parameters will
be configured.
Port Displays the port, which is a combination of interface type

and interface ID.

Administrative State

Enables/Disables the administrative state of the port.

Message Authentication Sta-
tus

Controls the current Auto Attach message authentication status
for the associated interface.

Policies Applied

Displays the number of times a policy has been applied to
the port.

Policies Expired

Displays the number of times a policy has expired on the
port.

Policy Errors

Displays the number of times an error has been detected
during application/expiration on the port.

Starting with version 2.0.5

Active Policy The name of the policy specification that is currently ap-
plied to the port.
Description Displays port description.

The following fields are displayed

in the Auto Attach Rule Settings window:

Field

Description

Rule Name

The name for the rule specification.

Rule Type

The Auto Attach rule type to determine how a device is
identified using data associated with the device.

Device Data

The Auto Attach device data to specify the data that is
used to identify a device.

The following fields are displayed

in the Auto Attach Action Settings window:

Field

Description

Action Name

The name for the action specification.

VLAN Data

VLAN IDs to be associated with an interface.
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Native VLAN

The native VLAN ID for an interface.

Switch Port Mode

The port mode for an interface.

The following fields are displayed

in the Auto Attach Policy Settings window:

Field

Description

Policy Name

The name for the policy specification.

Status Select the status of the policy to be applied.

Precedence Enter the precedence value.
Note: A policy with a lower precendence value is applied
before a policy with a higher value.

Rule Name The name of the rule specification that is referenced by the
policy.

Rule Type Select he rule type to determine how a device is associated

with the device (e.g. using exported LLDP TLV data).

Rule Device Data

Specifies the data used to identify a device (depends on
the associated rule type).

Action Name

The name of the action specification that is referenced by
the policy.

Action VLAN Data

Specifies the VLAN IDs (maximum 20) to be associated
with an interface.

Action Native VLAN

The native VLAN ID for an interface.

Action Switch Port Mode

The switch port mode for an interface.

The following fields are displayed

in the Auto Attach Script Settings window:

Field

Description

Cambium Device Name

The Cambium product name used by Auto Attach feature
to set up automatic device detection rules.

Note: Only cnPilot Cambium product is currently support-
ed.

VLAN Data VLAN IDs to be associated with an interface.
Native VLAN The native VLAN ID for an interface.
Clock Tab

The following options are available in the Clock tab:

Clock Interactions

This option enables you to set the time source of the system clock and maintains the information
about the clock quality such as clock accuracy, class, and variance.

The following fields are available in the Clock Interaction Settings window:

Field

Description

Clock Variance

The variance of the primary clock. This object reflects the
value provisioned by the external source (NTP/SNTP/GPS)
that synchronizes the system clock.

Clock Class

The class of the primary clock. This object reflects the val-
ue provisioned by the external source (NTP/SNTP/GPS)
that synchronizes the system clock.

Clock Accuracy

The accuracy of the primary clock. Clock accuracy is the
mean of the time or frequency error between the clock un-
der test and a perfect reference clock, over an ensemble of
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measurements.

Clock Time Source The time source of the primary clock. The system clock is
synchronized only through the specified source. The de-
fault option is PTP.

Clock UTC Offset The current UTC (Coordinated Universal Time) offset in
scaled nanoseconds with respect to the system time.

Hold Over Mode The option to specify whether the system clock is in Hold
Over Mode.

Statistics Tab

The statistics for various applications are displayed.

1.1.2 cnMaestro

cnMaestro is a cloud-based or on-premises platform specialized for secure, end-to-end network
lifecycle management: inventory management, device onboarding, daily operations, and mainte-
nance and is recommended for managing cnMatrix switches based networks.

The cnMaestro network manager simplifies device management by offering full network visbility.
Network operators can have a real-time view of their complete end-to-end network and perform a
full suite of network management functions to optimize system availability, maximize throughput
and meet emerging needs of business and residential customers.

Starting with 2.0.3, cnMaestro Cloud supports cnMatrix devices with minimum 2.0.3-r4 build.
You should manually upgrade your cnMatrix switch to version 2.0.3-r4.

For more information about cnMaestro, please visit cnMaestro Online Help.
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1.2 Configuring Web and cnMaestro

1.2.1 Accessing chMaestro WEB
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