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Safety

This manual contains information on limitations regarding product use and function and
information on the limitations as to liability of the manufacturer. Read the manual carefully before
you use the product.

» Important: The equipment is fixed, wall-mounted and must be installed in the position that is
specified in these instructions. The equipment enclosure must be fully assembled and closed,
with all the necessary screws or tabs and secured to a wall before operation. Internal wiring
must be routed in a manner that prevents:

« Excessive strain on the wire and on terminal connections
+ Loosening of terminal connections

+ Damage of conductor insulation

A WARNING: Never install this equipment during a lightning storm!
Follow these guidelines when using this equipment:

+ The end user must not service this product. Opening or removing covers may expose the user to
dangerous voltages or other risks. Any servicing is to be referred to trained service persons only.

+ Use authorized accessories only with this equipment.

A WARNING: Do not dispose of the battery in fire or water. Disposing of the battery in a fire
will cause rupture and explosion. Do not dispose of the waste battery as unsorted municipal
waste. Consult your local regulations and /or laws regarding recycling with regard to this
NiMH battery pack. Doing so will help protect the environment. Some of the materials that are
found within the battery could become toxic if not disposed of properly and may affect the
environment.

Follow these guidelines when using this equipment:

+ The end user must not service this product. Opening or removing covers may expose the user to
dangerous voltages or other risks. Any servicing is to be referred to trained service persons only.

+ Use authorized accessories only with this equipment.

A WARNING: Do not dispose of the battery in fire or water. Disposing of the battery in a fire
will cause rupture and explosion. Do not dispose of the waste battery as unsorted municipal
waste. Consult your local regulations and /or laws regarding recycling with regard to this
NiMH battery pack. Doing so will help protect the environment. Some of the materials that are
found within the battery could become toxic if not disposed of properly and may affect the
environment.

Introduction

The 3G4000W is a wireless communicator that sends alarm system information to a SurGard
SG-System I-IP, II, III, IV or 5 Receiver through a 3G (HSPA) or 2G (GPRS) wireless network. This
wireless communicator can be used with UL/ULC Listed compatible control units, as indicated in the
manufacturer's installation instructions.
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® Note: The 3G4000W is designed to work with the Contact ID communication format as
described in the SIA DC-05 Standard and the SIA DC-03 standard for 300 baud. Before
completing the field installation of the alarm monitoring system, ensure that communication
with the supervising central station is successful by sending several events and getting
confirmation that they have been received.

Features

« Compatible with 4-digit or 10-digit Contact ID communication format as described in SIA DC-05
Standard and the SIA DC-03 standard for 300 baud. Examples of suitable compatible alarm
panels include DSC Models: PC1864, PC1832, PC1616, PC4020, HS3032, HS3128, HS3248, HS2016,
HS2032, HS2064, HS2128.

* Simulates landline

+ Switches automatically to the 3G (HSPA) or 2G (GPRS) network in the event of landline trouble.
For example, if the landline is down.

* Wireless signal strength indicator

* Programmable output

+ Case and wall tamper

+ Landline overvoltage protection

+ Quad-Band GSM/EDGE radio

* Programmable inputs

+ 3G (HSPA) or 2G (GPRS) Internet communication with SurGard SG-System I-IP /11 /IIL / IV / 5
+ Panel transmission monitoring for up to four phone numbers

+ Local or remote firmware upgrade

+ DLS support for status, firmware updates, and event history retrieval
+ Advanced carrier selection

+ Panel format detection

* Remote diagnostics
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Technical specifications

The input voltage to the 3G4000W can be drawn from the UL/ULC Listed control panel or provided
by an external UL/ULC Listed power supply (with battery back-up) rated for the application

(external power-limited source).
Table 1: 3G4000W Technical specifications

3G4000W Technical specifications

Product Input Voltage and Current Draw

3G4000W Input Voltage / Input Current
(Nominal)

13.8 VDC/700 mA (when supplied by compatible
external power adapter)

9-14 VDC/500 mA (use listed, compatible control
panel or power supply)

Average Current 40 mA*
Peak Current (no battery) 180 mA*
Peak Current (with battery) 350 mA*

* Plus any current draw from the 3G4000W +ve terminal if outputs are used

Battery (Sold Separately)

Battery Type NiMH, rated 7.2V, 2.2 AH
Battery Charging Voltage (maximum) 9.1 VDC
Battery Charging Current 160 mA

Battery Standby Time

Greater than 24 hours

® Note: The battery must be replaced every three to five years

Radio and Antenna

Supported Cellular Bands

2G Bands - GSM 850, GSM 900, DCS 1800, PCS

1900
3G Bands - FDD Band 1 (2100 MHz), Band 2

(1900PCS), Band 5 (850MHz), Band 8 (900 GSM)

® Note: While the radio module in the
product supports all bands listed, the
regional cellular carrier may not support
them all. Please check with your local
cellular carrier to see which band(s) they
support to determine compatibility.

Cellular Antenna Gain

WCDMA B5, WCDMA B8, GMS 850, GSM 900

2.5 dBi

WCDMA B1 (Tx), WCDMA B2, DCS 1800, PCS 1900

6.2 dBi

WCDMA B1 (Rx)

2.8 dBi

Environmental Specifications

Operating Temperature

0°C - 49°C (32°F - 120°F)

Humidity

93%RH Maximum (non-condensing)

Mechanical Specifications

Dimensions, Plastic Enclosure (painted)

125 mm (W) x 220mm (H) x 31mm (D) / 8.7" x
49" x1.2"

Weight (without battery)

4009 / 14 oz
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Table 1: 3G4000W Technical specifications

3G4000W Technical specifications
Simulated Telco Loop Specifications (TIP/RING)
On-Hook Voltage 12 VDC
Off-Hook Current 24 mA
Loop Resistance 600 Ohms
Loop Current 25 mA

Description

This equipment (3G4000W) is fixed and is to be installed by Service Persons only (Service Person

is defined as a person having the appropriate technical training and experience necessary to be
aware of hazards to which that person may be exposed in performing a task, and of measures
available to minimize the risks to that person or other persons). It is to be installed and used
within an environment that provides the pollution degree max 2, over voltages category II, in non-
hazardous, indoor locations only. This manual is to be used with the Installation Manual of the
relevant alarm control panel. All instructions specified within that manual must be observed.

This 3G4000W manages transmissions to a central station and can simulate the landline in the
event of trouble (e.g., landline down) or even substitute the landline completely in areas where the
3G or 2G wireless service is provided and a landline is not available. The 3G4000W can communicate
alarm signals using the cellular data network. This capability ensures a fast, reliable path to

central stations equipped with a SurGard SG-System I-IP / II / III / IV / 5 Receiver. By connecting a
3G4000W to a control panel's standard PSTN interface, telephone based Contact ID or SIA signals
are decoded and seamlessly routed through the cellular network to any of the compatible receiver
options.

Performance

The performance of the 3G4000W depends greatly on wireless network coverage. Therefore, it is
not to be permanently mounted without first performing placement tests to determine the best
location for reception. The minimum status LED indication for signal strength is one green or yellow
LED being on. Activate the SIM card prior to performing a placement test to ensure results are
specific to the home network determined by the SIM card.

Optional antenna extension kits - LTE-15/25/50ANT (15ft/4.6m, 25ft/7.6m or 50ft/15.2m) - are
available.

Power the 3G4000W using a compatible listed control unit or compatible listed power supply that
complies with the specified ratings. The power supply is to be listed for burglary applications

and provide a minimum of 4 hours standby power capabilities. An example of a suitable listed
compatible control unit is the DSC Model PC1864 with an AUX output rated 11.1 - 12.6VDC. An
example of a suitable, listed power supply is DSC Model PC5204 with an AUX output rated 11.6 -
12.6VDC.

Installing the 3G4000W

To install the 3G4000W, complete the following procedures:

1. Activating the SIM card.

2. Creating a new account within the downloading software.
3. Initializing the receiver.

4. Mounting the 3G4000W.
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Activating the SIM card

The 3G4000W cellular alarm communicator requires a data only SIM card in 3FF Micro size. Activate
the SIM card with an appropriate data and billing plan prior to installing the communicator.

To activate the SIM card, ensure you have the best signal strength by completing the following
steps:

1.

2.

Remove the front cover by inserting a screwdriver into each of the slots at the bottom of the
enclosure and pushing down.

Apply power (DC and/or battery).

- If the signal strength is adequate, the SIM card activates. The red LED is on solid, the blue
LED is off and the signal strength LEDs display the average signal strength. In this state, the
3G4000W is registered to the cellular network. If the signal strength is too low or the bottom
signal LED is off or flashing, the 3G4000W scans for carriers with sufficient signal strength.
For more information, see Carrier scanning due to insufficient signal strength.

- If the signal strength is too low, the SIM Card does not activate. The red LED flashes, the
blue LED is off and the signal strength LEDs display the average signal strength. In this state,
the 3G4000W is unable to register to the cellular network because it is inactive. The signal
strength indicated is from any nearby cell tower, including cellular towers belonging to
non-roaming partners, and does not necessarily reflect the signal strength of the intended
network. The 3G4000W remains in this state until the SIM activates.

After successfully registering on the 2G or 3G cellular network, the 3G4000W indicates signal
strength. When the 3G4000W connects to a carrier with sufficient signal strength, the minimum
of bottom signal strength LED is on solid to indicate that the SIM card is activated.

After the SIM card activates, the 3G4000W prompts you to create an account within the DLS
software. For more information, see Creating a new account within the DLS software.

Carrier scanning due to insufficient signal strength

The 3G4000W scans the surrounding cellular network and connects to the carrier. When this action
is being performed, all four LEDs activate to show a scanning sequence. The LEDs cycle from

top to bottom and then bottom to top. This cycle continues until the 3G4000W is connected to a
carrier with sufficient signal strength. This process can take several minutes. The carrier scanning
sequence repeats until complete.

Creating a new account within the DLS software

To create a new account within the downloading software:

1.

2.

Open the downloading software.

On the DLS software start page, click New Account.
Enter a name for the account.

From the Panel Type list, select 3G4000W V5.0.
Select SMS as the connection type.

Enter the phone number of the SIM card.
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7. Optional:Use the account template feature to quickly load cellular APN, log on and password
information for the SIM card, and receiver IPs and Ports so that you do not have to enter this
data manually for each installation. For more information on templates, search for Template
Maintenance in the DLS Help menu.

8. Remove the cover to the enclosure.

9. Connect a 4 PIN PC-Link adaptor and cable to the PCLINK header on the 3G4000W circuit
board.

Initializing the receiver

To begin with, the red LED and the blue LED are both solid and the signal strength LEDs are off.

When the 3G4000W sends a request to communicate with the receiver, the top signal strength LED
begins flashing.

When the central station communicates back with the 3G4000W, the top signal strength LED turns
on solid.

When the 3G4000W sends a request to communicate with the next receiver, if programmed, the
bottom signal strength LED begins flashing.

When a signal is received from the central station, the bottom signal strength LED turns on solid.

If at least one receiver could not be initialized, the signal strength LED corresponding to that
receiver turns off.

Mounting the 3G4000W

Before you begin: If using a 3G4000W trim plate, snap the 3G4000W back plate onto the trim plate
before mounting to the wall. If flush mounting or using with an extension antenna, remove the pro-
vided breakaway from the trim plate prior to mounting.

1. Using the mounting holes on the 3G4000W backplate, mark the four screw locations.
® Note: Check for cable conduits and water pipes before drilling.

2. Drill the anchor screw holes.

3. Inspect the mounting surface. Ensure that the surface is flat and can hold the wall tamper
closed when mounted.

4. Mount the enclosure to the wall using anchor screws. Anchor screws are not provided with the
3G4000W. If the tamper cannot be secured it can be disabled using a programmable option.
For more information, see the wall tamper section [140] - [13] in the setup and troubleshooting
guide.

5. Run the cables through the cable entry, [13] in Figure 1, or through the cabinet cable run
knockout, [15] in Figure 1. See Identifying the parts of the 3G4000W communicator.

6. Complete the connections on the terminal blocks, [12] in Figure 1. See Identifying the parts of
the 3G4000W communicator.

7. Reattach the front cover securely to the enclosure.
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Identifying the parts of the 3G4000W
communicator

Figure 1 and Table 1 identify the parts of the 3G4000W communicator. Refer to Figure 1 and Table 1
when connecting the 3G4000W. For more information, see Connecting the 3G4000W.

Figure 1: Identifying the parts of the 3G4000W communicator

\—r—ﬂv—\—rﬂ'—\_)

Table 2: Identifying the parts of the

Number Parts

1 Plastic casing

Anchor screw holes (3 mm)

SIM card holder

2G or 3G (HSPA) radio module

2G/3G external antenna

Antenna mounting hardware

Wall tamper switch

Cover tamper switch

O 0 J| o Bl W N

Status LEDs
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Table 2: Identifying the parts of the 3G4000W communicator

Number Parts
10 PC-Link connector
11 Battery connector
12 Terminal blocks
13 Cable entry
14 7.2V - 2.2 Ah battery (optional)
15 Cable run knockout

® Note: Use only DSC provided antenna.

Connecting the 3G4000W

TIP (1) / RNG (2) External Telephone Line: If the 3G4000W is being used as a back-up
communicator, connect the terminals directly to the incoming telephone line.

T1 (3) / R1 (4) Internal Telephone Line: These terminals must be connected to the TIP and RING of
the control panel.

Zone 2 (7) Programmable Input: Set up this terminal to trigger events. For more information, see
3G4000W inputs.

PGM2 (8) Programmable Open-collector Output: This output can be activated by programmed
events. For more information, see . The maximum current sink of each output must not exceed 50
maA.

DCin +(9), DCin - (10) Device Power Supply: Connect the terminals to a rated power supply. After
the connections are completed, connect the battery, [12] in Figure 1 to a 7.2 V, 2.2 Ah battery.

® Note: When disposing of batteries, follow the instructions and precautions printed on the
batteries, and contact your municipal offices for information on the disposal of used batteries.

3G4000W operating modes

The 3G4000W has two operating modes:

* Normal mode: The 3G4000W communicator is in normal mode when both the cover and the wall
tamper are in a restored state.

+ Service mode: If a cover tamper is present, the 3G4000W communicator is in service mode.

Status LEDs

The 3G4000W interface has four status LEDs.
® Note: The top two LEDs blink during the initializing and programming phases.

Red LED in normal mode

In Normal mode, the red LED indicates a trouble condition. The following table describes the type
of trouble condition that the number of flashes represent.
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Table 3: Red LEDs in Normal mode

Number of flashes Trouble condition
1 Wireless network trouble
2 Battery trouble
3 Input power trouble
Solid Other

LEDs in service mode

The following table indicates the trouble conditions that the LEDs represent when the 3G4000W is in
service mode.

Table 4: LEDs in Service mode

Number of red LED flashes Status of blue LED Trouble conditions
1 Off Wireless network trouble
2 Off Battery trouble
3 Off Input power trouble

Insufficient signal strength

! Flashing registered on cell network

1 On Radio or SIM unresponsive

2 On Receiver not available

3 On Supervision trouble

4 On Wall or cover tamper trouble
Off No trouble conditions

Bottom LED in normal mode

The bottom LED in normal mode indicates the signal strength and network technology. If the LED
is on, the 3G4000W can communicate with the 3G (HSPA) or 2G (GPRS) network. If the LED is off
and the red LED is on, the wireless network sevice is unavailable. If the LED flashes, there is poor
wireless network reception. The following table describes the status that each color represents.

Table 5: Bottom LED in Normal mode

Color Status
Yellow The 3G4000W is utilizing a 2G channel.
Green The 3G4000W is utilizing a 3G channel.

Top LED in normal mode

The top LED in normal mode indicates the signal strength and network technology. When the LED
is on, the reception is optimal. The LED switches on only when the bottom LED is on. The following
table describes the status that each color represents.

Table 6: Top LED in Normal mode

Color Status
Yellow The 3G4000W is utilizing a 2G channel.
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Table 6: Top LED in Normal mode

Color Status
Green The 3G4000W is utilizing a 3G channel.

Blue LED in normal mode

In normal mode, the blue LED indicates cellular radio activity. The blue LED turns on when the
interface switches to the wireless network. The following table describes the statuses that the
number of flashes represent.

Table 7: Blue LEDs in normal mode

Number of flashes Status
1 The 3G4000W transmits a signal
) The'3G4000W receives a kissoff from the central
station.
Solid A phone line trouble condition exists.

® Note: If you program the 3G4000W to be the primary communicator, the blue LED remains off
but flashes during the signal transmission above.

Operating Principles

Simulated landline mode

The simulated landline provides the alarm control panel with a back-up if there is PSTN line trouble.
Depending on the device that connects to the T1/R1 terminals, if the voltage on the TIP/RNG
landline terminals drop below 2.8V for a period of between 10 and 45 seconds, the 3G4000W
switches the connected telephone device to the wireless network. After 30 to 40 seconds, the
system checks the landline for one of the following conditions:

* Landline restored: If the landline is restored, the 3G4000W switches the connected device back to
the landline.

* Landline not restored: If the landline is not restored, the 3G4000W continues the simulation until
the landline is restored

® Note: The 3G4000W does not switch the connected telephone device to the wireless
network during ongoing calls.
When the landline is down, the 3G4000W provides a dial tone to any device that is connected to the

T1 and R1 terminals. This includes any phones on the premises. The phones on the premises cannot
dial out over the 3G4000W.

Panel transmission monitoring

The 3G4000W uses panel transmission monitoring (PTM) to monitor the panel's attempts to
communicate with the central station. If the panel cannot communicate over the landline, the
3G4000W switches to the wireless network.

® Note: PTM is an addition to the regular line voltage detection, and is active only when you
configure the 3G4000W as a back-up communicator.

The 3G4000W monitors the phone line for four consecutive failed attempts within a 12 minute
timeframe. The dialed panel phone number must include five or more digits for the 3G4000W to
detect the dialing attempt. The system assumes that a failed dialing attempt occurs if a line seizure
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takes place when dialing on the alarm panel or on a customer phone, and no 1499 Hz tone (Contact
ID kissoff) or 2025 tone Hz tone (SIA kissoff) is received from the receiver.

After the conditions for a failed attempt are met, the 3G4000W connects the panel to the wireless
network to communicate the events. When the 3G4000W switches the line, it stays in this mode
until the panel has successfully communicated its events. If the panel communications are
unsuccessful and the panel has hung up, the 3G4000W exits takeover mode after 3 minutes.

On the next event, the 3G4000W restarts the error detection sequence before switching. The
3G4000W performs this sequence on any phone number that it detects on the line.

If necessarry, you can programme specific central station phone numbers into the 3G4000W. The
phone number programmed in the 3G4000W must exactly match the number dialed by the panel.
You can also programme the 3G4000W to look for a Contact ID or SIA kissoff after the system dials
these numbers. A telephone line monitoring trouble also activates when the PTM activates. At the
send of the call, the system sends a restoral.

Wireless communication sequence

When an alarm or other signal is triggered, the control panel goes off-hook and the following
actions occur:

1. The 3G4000W asserts a dial tone.

2. The control panel dials the number of the central station.

® Note: Ensure that the alarm panel inserts a minimum one second pause, or that the dial
tone search feature is active before the control panel dials the number of the central
station. For more information, see checking for a delay in the alarm panel. The panel also
checks for a dial tone. For more information, see checking for a dial tone.

3. The 3G4000W detects the DTMF dialing and stops the dial tone.

® Note: The 3G4000W cannot decode pulse dialing and does not support pulse
communication formats.

Checking for a delay in the alarm panel

About this task: To check that the alarm panel has a minimum one second pause in the dialed
phone, complete the following step:

+ In the control panel's Phone Number Programming section, enter hex E and then enter the
dialed phone number. For more information on the Phone Number Programming section
and to ensure that a delay is present in the alarm panel, refer to the control panel's Installation
Manual.

Checking for a dial tone
About this task: To check for a dial tone on the control panel, complete the following step:

+ Inthe control panel's Phone Number Programming section, enter hex D and then enter the
dialed phone number. For more information on the Phone Number Programming section, refer
to the control panel’s Installation Manual.

Contact ID format

About this task:
If the panel is programmed for Contact ID format, the system completes the following steps:

1. The 3G4000W sends the required Contact ID dual-tone handshake to the panel.
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2. After the control panel receives the handshake, the panel transmits an alarm message in
Contact ID format.

3. The 3G4000W decodes and transforms the Contact ID digits into an IP packet and sends it to
the central station receiver over the cellular network.

4. The central station receiver acknowledges the alarm and sends a command to the 3G4000W to
generate the corresponding 1400 Hz kissoff signal for a minimum of 800 msec.

5. After the 3G4000W generates a kissoff signal, the system completes one of the following steps:
- Sends the next alarm
- If no more alarms need to be sent, the control panel goes on-hook.

SIA format

About this task:
If the panel is programmed for SIA format, the system completes the following steps:

1.  The 3G4000W sends the required SIA handshake to the panel.

2. After the control panel receives the handshake, the panel transmits an alarm message in the
SIA format.

3. The 3G4000W decodes and transforms the SIA events into an IP packet that it sends to the
central station receiver over the cellular network.

4. The central station receiver acknowledges the alarm and sends a command to the 3G4000W to
generate the corresponding 2025 Hz kissoff signal for a minimum of 1 second.

5. After the 3G4000W generates a kissoff signal, the system completes one of the following steps:
- Sends the next alarm.

- If no more alarms need to be sent, the control panels goes on-hook.

® Note: The 3G4000W automatically adjusts the order of the handshakes based on the last
format that the control panel uses to transmit an event.

3G4000W inputs

The 3G4000W can use two inputs to trigger specific communications. These events transmit using
Contact ID or SIA formats with input 2. By default, the inputs are Normally Open (NO) and activate
when the system detects a short condition between the terminal and the COM. You can configure
the inputs in the following ways:

+ Normally Open (NO)
+ Normally Closed (NC)
* To support a single end of line 5.6k ohm resistor.

For more information, see the 3G4000W wiring diagram (Figure 2).
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3G4000W outputs

The 3G4000W can use two programmable outputs to activate in response to the associated events.
For more information, see the 3G4000W wiring diagram (Figure 2).

Activating the outputs
About this task: The 3G4000W has two open collector outputs capable of a maximum of 50 mA.

Internal events on the 3G4000W can trigger the output to turn on an LED or activate an input on the
host panel. You can also configure the outputs to activate for a programmable duration.

1. Connect a programmable output to the control panel as Figure 4 illustrates.

2. Define the control panel input zone or point as 24 hr Supervisory with a keypad-only
notification when activated. Local keypads sound when the 3G4000W detects a trouble
condition.

Qutput ]

Output 1 is normally low and switches to high when the system detects one of the following
conditions:

* Wireless network trouble

+ Failure to communicate trouble (FTC)

+ Insufficient signal strenght or radio

« SIM trouble

The output switches back to low when all the trouble conditions are restored.

Qutput 2

By default Output 2 is not active. The system uses Output 2 for general use and you can configure it
to activate for a number of trouble conditions.

Reporting codes

The following table displays the reporting codes for the 3G4000W.

Table 8: Reporting codes

Reporting code Contact ID SIA Notes

PSTN Line Down E351-000 LT-000 Telco fault

PSTN Line Restoral R251-000 LR-000 Telco fault restore

Input Power Loss E337-000 YP-000 Power supply trouble

Input Power Loss R337-000 YQ-000 Power supply trouble

Restoral restore

Low Battery Trouble E338-000 YT-000 Communicator battery
trouble

Low Battery Restoral R338-000 YR-000 Commuicator battery

trouble restore
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Table 8: Reporting codes

Reporting code Contact ID SIA Notes

Periodic Test E603-XXX RP-XXX Test transmission
<Receiver Path>

Periodic Test with Test translation

Trouble E608-XXX RY-XXX <Receiver Path>

Radio Activation R552-000 RS-000 Remote programming
successful

Internal Buffer Full E624-000 JL-000

Failure to Communications

Communicate Restore | 24000 YK-000 trouble restored

Firmware Update R901-000 1S-000

Successful

Firmware Update Fail | E902-000 LU-000

Firmware Update E901-000 LB-000

Begin

Tamper Trouble E145-000 ES-000 Case or wall tamper

Tamper Trouble R145-000 E}-000 Case or wall tamper

Restore restore

Swinger shutdown

The swinger shutdown feature protects against runaway signals to the central station by limiting
certain trouble or alarm events to a maximum of three reports every 24 hours. The system restores
the condition at midnight and may report the signals again. The swinger shutdown feature limits

the number of events that the system logs to the cummunicator's event history. The event history
also creates a log entry when the swinger shutdown feature occurs or clears for each event.

You can apply the swinger shutdown feature to the following conditions:

+ System tamper and restore

+ Battery trouble and restore

* PSTN line down and restore

+ Input power trouble and restore
+ FTCrestore

* Zone input alarm and restore

Hardware default

The hardware default feature erases any programme information and restores the product to the
default settings. After the system performs a hardware default, you must reprogramme the system
using the DLS software. The DLS software fully programs all the options that the product contains.

® Note: The hardware default feature is optional for the 3G4000W.
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You can perform a hardware default in the following circumstances:

+ Replacing a SIM card
* Moving an installed 3G4000W communicator to a different location or site
« Reprogramming an incorrectly programmed 3G4000W communicator

Performing a hardware default

About this task: To perform a hardware default, complete the following steps:

1. Turn off the power to the 3G4000W communicator.

2. Optional:If the 3G4000W communicator uses the backup battery, disconnect it before
proceeding to Step 3.

3. Connect the Zone 2 terminal and the PGM2 terminal using a wire.
4. Reconnect the backup battery if included and apply DC power to 12V terminals.
5. Wait for 20 seconds, and then turn off the power.

6. Remove or disconnect the wire between Zone 2 and the PGM 2 terminal.

SMS command and control

You can use the SMS command and control feature to send SMS text messages to the 3G4000W to
control a limited number of panel commands. The SMS command and control feature supports the
following commands:

+ Arming the security panel

+ Disarming the security panel

+ Activating programmable outputs

+ Deactivating programmable outputs

+ Status request

« Help

A user sends a text message that contains the command and an access code to the 3G4000W SIM

phone number. The communicator then sends an SMS message back to the user's phone that
indicates if the function is successful or unsuccessful.

® Note: To use the SMS command and control feature, you must programme the 3G4000W with
the user's mobile phone number. You can add up to six different user mobile phone numbers.
For more information on programming mobile phone numbers, see sections [332] - [337] in
the Communicator options tab.

The SMS command and control feature supports the following languages:
+ English

* French
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* Spanish
® Note: The messages are not case-sensitive.

SMS commands

The following table provides the commands for the 3G4000W in French and Spanish.

Table 9: SMS commands

English French Spanish

Arm Armement Armado

Disarm Desarmement Desarmado
Activate Activation Activar

Deactivate Desactivation Desactivar

Status request Etat démandé Peticion de estado
Help Aide Avuda

Arming the security panel using the SMS command and
control feature

About this task:
To arm the security panel using the SMS command and control feature, complete the following

steps:

1. Ensure that the control panel meets the following conditions:

- The control panel supports a zone input that is programmed as a keyswitch zone type, or
programmed with a similar function.

- The zone input connects to one of the programmable outputs on the 3G4000W.

2. Use a mobile phone to send an SMS text message to the panel. Enter arm and your user code.
For example, arm 1234.

The 3G4000W communicator responds by sending a message to the end user's mobile phone
that states Function Successful Or Function Unsuccessful.

Disarming the security panel using the SMS command and
control feature

About this task:
To disarm the security panel using the SMS command and control feature, complete the following

steps:

1. Ensure that the control panel meets the following conditions:

- The control panel supports a zone input that is programmed as a keyswitch zone type, or
programmed with a similar function.

- The zone input connects to one of the programmable outputs on the 3G4000W.
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2. Use a mobile phone to send an SMS text message to the panel. Enter disarm and your user
code. For example, disarm 1234,

The 3G4000W communicator responds by sending a message to the end user's mobile phone
that states Function Successful Or Function Unsuccessful.

Activating a programmable output using the SMS command
and control feature

About this task:

The 3G4000W supports two outputs that you can connect to the input of many different products.
These outputs can remotely activate a variety of functions, such as a door strike or a light. To acti-
vate a programmable output, complete the followings steps:

1. Ensure that the control panel meets the following conditions:

- The control panel supports a zone input that is programmed as a keyswitch zone type, or
programmed with a similar function.

- The zone input connects to one of the programmable outputs on the 3G4000W.

2. Use a mobile phone to send an SMS text message to the panel. Enter activate, the output
number and your user code. For example, activate 1 1234.

The 3G4000W responds by sending an SMS message to the end user's mobile phone that
states Function Successful Or Function Unsuccessful.

Deactivating a programmable output using the SMS
command and control feature

About this task:
To deactive a programmable output, complete the following steps:

1. Ensure that the control panel meets the following conditions:

- The control panel supports a zone input that is programmed as a keyswitch zone type, or
programmed with a similar function.

- The zone input connects to one of the programmable outputs on the 3G4000W.

2. Use a mobile phone to send an SMS text message to the panel. Enter deactivate, the output
number and your user code. For example, deactivate 1 1234.

The 3G4000W responds by sending an SMS message to the end user's mobile phone that
states Function Successful or Function Unsuccessful.

Requesting a status request using the SMS command and
control feature

About this task:
To request a status request, complete the following steps:
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1. Ensure that the 3G4000W meets the following requirements:

- Designate a zone input as a panel arm state. For more information, see the control panel's
Reference Manual.

- The zone input connects to an output on the security panel that follows the system's armed
status.

® Note: The output indicates the current status of the defined 3G4000W zone input and
represents the arm or disarm status of the system.

2. Use a mobile phone to send an SMS text message to the panel. Enter status request and
your user code. For example, status request 1234.

The 3G4000W responds by sending an SMS message to the end user's mobile phone that
states that the system is Armed or Disarmed.

Requesting help using the SMS command and control feature

About this task:
You can request help if you do not know what SMS commands to send to perform various func-
tions. To request help, complete the following step:

1. Use a mobile phone to send an SMS text message to the panel. Enter help. For example, help.

® Note: You do not need to include an access code in the SMS text message.

Programmable options and configuration

Signature Graphic Tab: Status Green

The DLS account for 3G4000W supports a continuous upload of the communicator's status. When
the DLS has an open connection, select this option to view real-time status updates.

The following statuses are available for upload:

Communicator ID (SIM Number): The 19-21 digit SIM number displays.

IMEIL: The IMEI (International Mobile Equipment Identity) is a 15 digit identifier for the radio
module that is used with the device.

Radio Type: The radio type that is always used with 3G4000W is UE910-GL.

Radio Reset Codes: The product tracks a number of 2 digit values that can be used by Technical
Support to determine why a radio reset has occurred.

Current Receiver Number: This field indicates which of the 4 receivers the communicator is
currently using for alarm communications.

Radio Manufacturer ID: The radio manufacturer for 3G4000W indicates as Telit.

Cellular Tower ID: This is an identifier used by Telecom companies to determine which cellular
tower on the network the communicator is attached to.

Firmware Version: This is the firmware version of the application software. For example: v5.05.
Radio Firmware Version: This is the firmware version of the radio module. For example: 12.00.459.

Receiver 1 Initialization Status: This status shows if the product is programmed to communicate
to Receiver 1 and if the product is in the process of initializing the central station receiver for the
account, if the initialization step has failed, or if the receiver was successfully initialized.
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Receiver 1 Encrypted: All central station data packets are encrypted if the central station receiver
has encryption enabled for the communicator’s account. This status indicates if the receiver 1
communications path is using encryption or not.

Receiver 2 Initialization Status: This status shows if the product is programmed to communicate
to Receiver 2 and if the product is in the process of initializing the central station receiver for the
account, if the initialization step has failed, or if the receiver was successfully initialized.

Receiver 2 Encrypted: All central station data packets are encrypted if the central station receiver
has encryption enabled for the communicator’s account. This status indicates if the receiver 2
communications path is using encryption or not.

Receiver 3 Initialization Status: If the product is programmed to communicate to Receiver 3,
this status shows if the product is in the process of initializing the central station receiver for the
account, if the initialization step has failed, or if the receiver was successfully initialized.

Receiver 3 Encrypted: All central station data packets are encrypted if the central station receiver
has encryption enabled for the communicator’s account. This status indicates if the receiver 3
communications path is using encryption or not.

Receiver 4 Initialization Status: If the product is programmed to communicate to Receiver 4,
this status shows if the product is in the process of initializing the central station receiver for the
account, if the initialization step has failed, or if the receiver was successfully initialized.

Receiver 4 Encrypted: All central station data packets are encrypted if the central station receiver
has encryption enabled for the communicator’s account. This status indicates if the receiver 4
communications path is using encryption or not.

Zone Input 1 Status: This status shows whether the zone 1 input is in a violated or alarm state or is
restored.

Zone Input 2 Status: This status shows whether the zone 2 input is in a violated or alarm state or is
restored.

PGM Output 1 Status: This status shows whether the PGM 1 output is on or off.
PGM Output 2 Status: This status shows whether the PGM 2 output is on or off.

Communications Format: The communicator supports communications using Contact ID or SIA
formats. There is a setting to specify which format the communicator uses for reporting its trouble
or test transmission events. The security panel communication format is automatically detected by
the communicator and identified.

Cellular Network Provider: This field indicates if the network provider can be detected. For
example: Movistar, Entel.

Cellular Network Type: This status indicates whether 2G or 3G technology is being utilized to
connect to the cellular network.

Cellular Network CSQ: The CSQ relates to the product’s effective signal strength, ranging from 0
(no signal) to 31.

FTC Trouble: This status indicates if a failure to communicate trouble is present.
Low Battery Trouble: This status indicates that the battery voltage is low and requires a charge.

Battery Absent Trouble: This status indicates that the battery is not connected. If no battery is
used, a programmable option exists to disable battery monitoring.

Insufficient Signal Strength Trouble: This status indicates that the radio’s signal strength has
fallen below 4 CSQ (-105 dBm).

Radio Initialization Trouble: This status indicates that the radio could not be activated properly
and has failed to initialize.

Cellular Service Not Available Trouble: This condition is not supported in 3G4000W
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Cellular Network Trouble: This status indicates if there is no cellular service available. The
3G4000W communicator either cannot connect to the cellular network or is unable to establish a
data session (failure to activate a PDP context).

Telephone Line Trouble: This status is only supported when the product is operating as a backup
communicator, and the trouble is indicated if the incoming phone line is no longer operational.

Zone Input AC Trouble: This status is only generated when a communicator zone input is
configured for AC trouble monitoring. The zone is activated only when an AC trouble output from
the control panel activates, tripping the zone input on the communicator.

Receiver Supervision Trouble: This status is present when a heartbeat signal has been sent to the
central station receiver, but no acknowledgement for the heartbeat was received within 75 seconds.

Receiver Unavailable Trouble: This status is present when the communicator is not able to
initialize a central station receiver following a power up of the device.

PTM Take Over Active: This status indicates that the panel transmission monitoring feature has
taken effect when the product is configured as a backup for the phone line.

Input Power Trouble: This status indicates the 12V DC input voltage is not present.

Cellular Trouble Since Last Test: This status indicates a trouble condition was detected since the
last test transmission was successfully sent to the central station receiver.

Receiver Initialization Roll Back Completed: This status indicates that the 3G4000W has not been
able to initialize the central station receiver for an extended period of time, following a product
reboot. It indicates that the 3G4000W will only attempt to initialize the receiver once per day. This
status is reset after rebooting the communicator.

Tamper Trouble: This status indicates that either the case or wall tamper is open and needs to be
secured.

PTM Error Count: This status shows the number of failed communication attempts that have
occurred on the control panel when the PTM feature is used and the communicator is configured
for backup. When the PTM error count reaches the programmed value, the communicator will
disconnect the outside phone line and will instead simulate the phone line to the control panel.

Battery Voltage: This status provides a reading of the battery’s current voltage. Note that when
the battery is disconnected this value reads 9.2 - 9.5VDc.

Communicator options tab

[112] System Account Code: Default (FFFFFF)

The account code is included when transmitting any events generated by the communicator, such
as a communicator trouble condition. Program the account code with the same value as the control
panel’s account number so all events are reported to the same central station account. The valid
range for this section is 000001-FFFFFE. If a 4-digit account code is needed, program the two lowest
digits as FF. For example, an account code of 1234 is programmed as 1234FF.

[113] GS / IP Installer's Code: Default (CAFE)

Program the installer code for the communicator module using this section. Use the installer code
when validating DLS programming sessions. If the installer’s code is lost and it is no longer possible
to program the communicator using DLS, use the hardware default feature to restore the installer’s
code to default. The valid range of programming entries is 0000-FFFF.

[705] SIM Phone Number:

This section indicates the phone number associated with the SIM card. If no phone number is
indicated ensure the SIM has been provisioned correctly by the cellular provider. The SIM phone
number is not programmable using DLS.

[706] IMEI:
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The IMEI, or International Mobile Equipment Identity, is an identifier for the cellular radio module.
This value is typically used when troubleshooting a device with a wireless network provider. The
IMEI is not programmable using DLS.

[709] Firmware Version:

This field indicates the current software version of the 3G4000W communicator.

[140] - [5] Heartbeat Type: Default (Residential)

The 3G4000W sends supervision heartbeats at a specified interval to monitor whether the
communications path to the central station receiver is operational. You can select one of two
heartbeat types: Residential or Commercial. If the central station is using a SurGard System 5
receiver and you intend to use DNIS, enable Commercial Heartbeats. Residential heartbeats
require less cellular data and do not support the DNIS feature.

Use Commercial heartbeats if the installation requires swap detection. The receiver can detect if a
different device has been configured to report to the same receiver using the same account code.
Residential heartbeats do not support swap detection.

[140] - [6] Backup or Primary Communicator: Default (Primary)

Select Primary if the 3G4000W is replacing a phone line connection to the control panel. If the
panel uses the phone line for reqular communications and the 3G4000W only provides a simulated
phone line when a phone line trouble is present then select Backup.

[140] - [7] Alternate Test Transmissions: Default (Disabled)

If a backup cellular receiver has been programmed, the product can be configured to send test
transmission signals to both the primary and backup receivers. The 3G4000W alternates between
sending test transmissions to the primary and backup paths, based on the interval programmed
for test transmissions. For example, if sending daily test transmissions, on the first day the signal
reports to the primary receiver and on the next day the signal reports to the backup receiver.

[140] - [9] Battery Enable or Disable: Default (Disabled)

This option enables or disables the battery backup feature. If there is no battery connected to the
product, disable battery monitoring by turning off this option to prevent a battery related trouble
conditions from being indicated by the trouble LED.

[140] - [10] Test Transmission Alternate Reporting Codes: Default (Disabled)

This setting modifies the SIA and Contact ID reporting code identifiers used when communicating
test transmission and test transmission with trouble signals to each receiver. Check with your
monitoring station if the standard or modified identifiers are desired.

Table 10: Test transmission reporting codes

Event Contact ID Reporting Codes |SIA Reporting Codes
Receiver 1 Test Transmission E6A3-001 E6A3-955 RP-001 RP-955
Receiver 2 Test Transmission E6A3-002 E6A3-956 RP-002 RP-956
Receiver 3 Test Transmission E6A3-003 E6A3-957 RP-003 RP-957
Receiver 4 Test Transmission E6A3-004 E6A3-958 RP-004 RP-958
Receiver 1 Test Transmission With E6AB-001 E6A8-955 RY-001 RY-955
Trouble

Receiver 2 Test Transmission With E6A8-002 E6A8-956 RY-002 RY-956
Trouble

Receiver 3 Test Transmission With E6A8-003 EGAB-957 RY-003 RY-957

Trouble
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Table 10: Test transmission reporting codes

Event Contact ID Reporting Codes |SIA Reporting Codes
1|'\_’rec§:§g/|2r 4 Test Transmission With E6AS-004 EEAB.058 Y004 -

[140] - [11] - Internal Events: Default (Contact ID)

This setting configures the 3G4000W to report internally generated signals, such as trouble
conditions, using the SIA or Contact ID reporting format. The communicator automatically adjusts
the option to match the format that is used by the control panel after successfully communicating a
signal.

[140] - [12] - SIA Handshake: Default (Disabled)

This setting determines if the 3G4000W communicator provides signals when the control panel
has been programmed to report using the SIA communications format. If it is disabled, the
communicator only provides Contact ID handshake and kissoff frequencies to the control panel.
When it is enabled, the 3G4000W provides SIA handshake and kissoff frequencies to the control
panel.

[140] - [13] - Wall Tamper: Default (Enabled)

Use this option to disable the wall tamper on the rear housing. You can also use this option to
disable the local trouble indication if the 3G4000W communicator is mounted in a location where it
is not possible to restore the tamper switch.

[170] - Cellular Trouble Delay: Default (0 minutes)

This feature provides a delay, programmable in minutes, before cellular network related trouble
conditions are communicated to the central station. You can use this option to suppress short
duration troubles that may occur due to cellular network congestion. The trouble condition must
persist for the duration of the delay value without restoring before it can be communicated. A
trouble restore condition also needs to be restored for the duration of the delay value before the
trouble restore reporting code is generated.

[171] - Cellular Inactivity Timeout: (Default 65 Minutes)

When the 3G4000W communicator sends signals using cellular, it must first request an IP address
from the cellular network. The cellular inactivity timeout value determines how long the radio waits
before releasing the IP and closing the data session. If no signals are sent for the duration of the
cellular inactivity timeout, the radio releases the IP and when a new signal is communicated a new
IP request occurs.

[174] - Receiver Supervision Interval: Default (135 seconds)

The supervision interval is only valid when supervision is enabled for one of the monitoring paths.
The receiver supervision interval determines the delay, in seconds, between each heartbeat signal
sent to the central station receiver. The valid range is 10 to 65535 seconds.

[175] - Outgoing SMS Retry Delay: Default (15 seconds)

In the event of a failure to deliver an SMS when using the Command and Control feature, this value
determines the delay, in seconds, between each attempt to deliver the SMS. For best practice do
not change this value from default.

[176] - Outgoing SMS Retry Attempts: Default (25 attempts)

In the event of a failure to deliver an SMS, this value determines the number of times the 3G4000W
attempts to deliver the SMS.

[311] - Cellular Public Access Point Name (APN): Default ()
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The public access point name identifies the public cellular network that the communicator connects
to when data sessions for DLS or remote firmware upgrading are required. Often the APN is the
same as those used for receiver programming, however enter the appropriate APN required for
your private or public SIM card.

® Note: Use the same APN for the public APN and the Receiver 1-4 APNs.

[312] - Cellular Login User Name: Default ()

Some network providers require login credentials when connecting to an APN. Program the login
user name in this section. The cellular login user name can be up to 32 ASCII characters.

[313] - Cellular Login Password: Default ()

Some network providers require login credentials when connecting to an APN. Program the login
password in this section. The cellular login password can be up to 32 ASCII characters.

[314] - Receiver Group 1 Test Transmission Time of Day: Default (Disabled)

To test the transmission signals of receiver group 1 (receivers 1 and 2), select the Receiver Group
1 Test Transmission Time Od Day checkbox. When you enable the feature, you can program

the test transmission time of day. Select 24 hour or 12 hour time (am/pm). To program the test
transmission time of day as the current time of the DLS computer, select Now. Leave the checkbox
disabled if you do not need to test the transmission signals.

[315] - Receiver Group 1 Test Transmission Interval: Default (000000)

This programmable option determines the delay between test transmissions, programmable in
minutes. For daily test transmissions enter 001440 in the Receiver Group 1 Test Transmission
Interval field. For weekly test transmissions, enter 010080 in the Receiver Group 1 Test
Transmission Interval field. For monthly test transmissions (3 days) enter 043200 in the Receiver
Group 1 Test Transmission Interval field.

The first test transmission that the 3G4000W communicator sends is determined by the Test
Transmission Time of Day value. Each receiver can be programmed with a different test
transmission cycle and time of day.

[316] - Receiver Group 2 Test Transmission Time of Day: Default (Disabled)

To test the transmission signals of receiver group 2 (receivers 3 and 4), select the Receiver Group
2 Test Transmission Time Of Day checkbox. When you enable the feature, you can program

the test transmission time of day. Select 24 hour or 12 hour time (am/pm). To program the test
transmission time of day as the current time of the DLS computer, select Now. Leave the checkbox
disabled if you do not need to test the transmission signals.

[317] - Receiver Group 2 Test Transmission Interval: Default (000000)

This programmable option determines the delay between test transmissions, programmable in
minutes. For daily test transmissions enter 001440 in the Receiver Group 2 Test Transmission
Interval field. For weekly test transmissions, enter 010080 minutes in the Receiver Group 2 Test
Transmission Interval field. For monthly test transmissions (3 days) enter 043200 in the Receiver
Group 2 Test Transmission Interval field.

The first test transmission that the 3G4000W communicator sends is determined by the Test
Transmission Time of Day value. Each receiver can be programmed with a different test
transmission cycle and time of day.

[325] - Receiver Dialing Attempts: Default (2 attempts)

This setting controls how many communication attempts occur to a central station receiver before
the 3G4000W communicator gives up and moves on to the next programmed backup receiver.

[331] - Command and Control Access Code: Default (disabled)
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To use the SMS command and control feature, in the Command and Control Access Code field,
enter up to 8 digits to create an access code. You need to include the access code in the SMS you
send to the 3G4000W communicator when performing various functions.

[332] - SMS Phone Number 1: Default (Blank)

The 3G4000W communicator only processes command and control SMS messages when they are
sent from a known cell phone number. Program the user’s cell phone number into this field to
provide the phone access to execute command and control functions.

[333] - SMS Phone Number 2: Default (Blank)

The 3G4000W communicator only processes command and control SMS messages when they are
sent from a known cell phone number. Program the user’s cell phone number into this field to
provide the phone access to execute command and control functions.

[334] - SMS Phone Number 3: Default (Blank)

The 3G4000W communicator only processes command and control SMS messages when they are
sent from a known cell phone number. Program the user’s cell phone number into this field to
provide the phone access to execute command and control functions.

[335] - SMS Phone Number 4: Default (Blank)

The 3G4000W communicator only processes command and control SMS messages when they are
sent from a known cell phone number. Program the user’s cell phone number into this field to
provide the phone access to execute command and control functions.

[336] - SMS Phone Number 5: Default (Blank)

The 3G4000W communicator only processes command and control SMS messages when they are
sent from a known cell phone number. Program the user’s cell phone number into this field to
provide the phone access to execute command and control functions.

[337] - SMS Phone Number 6: Default (Blank)

The 3G4000W communicator only processes command and control SMS messages when they are
sent from a known cell phone number. Program the user’s cell phone number into this field to
provide the phone access to execute command and control functions.

[345] - [5] - PTM Force Dial Enabled: Default (Disabled)

If the 3G4000W communicator is being used in backup mode, and panel transmission monitoring
is desired, enable this option if the control panel is configured for force dialing. Force dialing is

an option in many security panels that causes the system to dial out even if there is no dial tone
present. The 3G4000W counts a number of failed panel communication attempts and determines
if the maximum error count has been reached. In order to maintain an accurate count, this option
needs to be enabled so any failed communication attempt made by the control panel registers as
an error and increases the PTM error count by 1.

[364] - PTM Call Duration: Default (3 minutes)

This setting determines how long the 3G4000W communciator seizes control of the phone line
and provides dialtone, handshake and kissoff frequencies to the control panel for SIA or Contact
ID communications. This setting only applies when the 3G4000W communciator is configured as a
backup communicator and the PTM error count has been reached.

[347] - PTM Max Errors Before Takeover: Default (4)

This section determines how many failed panel PSTN communication attempts must occur before
the 3G4000W communciator seizes the phone line connection and provides the required dial

28 3G4000W 3G (HSPA) WIRELESS ALARM COMMUNICATOR INSTALLATION MANUAL 5.0



tone, handshake and kissoff frequencies to the control panel. This feature only applies when the
3G4000W is configured as a backup communicator.

® Note: If the control panel performs a maximum of 5 dialing attempts, and a backup cellular
receiver is used, best practice requires that the maximum PTM errors before takeover value be
programmed with 2 to ensure signals can be routed to the backup receiver before the panel
generates a failure to communicate a trouble condition.

[422] - [1] - Radio Activation Restore Reporting: Default (Enabled)

This option determines whether the Radio Activation Restore reporting code is communicated or
suppressed.

[422] - [2] - FTC Restore Reporting: Default (Enabled)

This option determines whether the FTC (Failure to Communicate) Restore reporting code is
communicated or suppressed.

[422] - [3] - Low Battery Trouble Reporting: Default (Enabled)

This option determines whether the Low Battery Trouble reporting code is communicated or
suppressed.

® Note: If no battery is used the battery can be disabled using a programmable option.

[422] - [4] - Low Battery Trouble Restore Reporting: Default (Enabled)

This option determines whether the Low Battery Trouble Restore reporting code is communicated
or suppressed.

® Note: If no battery is used the battery can be disabled using a programmable option.

[422] - [5] - TLM Trouble Reporting: Default (Enabled)

This option determines whether the TLM (Telephone Line Monitoring) Trouble reporting code is
communicated or suppressed.

[422] - [6] - TLM Trouble Restore Reporting: Default (Enabled)

This option determines whether the TLM (Telephone Line Monitoring) Trouble Restore reporting
code is communicated or suppressed.

[422] - [7] - Input Power Trouble Reporting: Default (Enabled)

This option determines whether the Input Power Trouble reporting code is communicated or
suppressed.

[422] - [8] - Input Power Trouble Restore Reporting: Default (Enabled)

This option determines whether the Input Power Trouble Restore reporting code is communicated
or suppressed.

[422] - [9] - System Tamper Trouble Reporting: Default (Enabled)

This option determines whether the System Tamper Trouble reporting code is communicated or
suppressed.

[422] - [10] - System Tamper Trouble Restore Reporting: Default (Enabled)

This option determines whether the System Tamper Trouble Restore reporting code is
communicated or suppressed.
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[422] - [11] - Supervision Trouble Reporting: Default (Enabled)

This option determines whether the Supervision Trouble reporting code is communicated or
suppressed.

[422] - [12] - Supervision Trouble Restore Reporting: Default (Enabled)

This option determines whether the Supervision Trouble Restore reporting code is communicated
or suppressed.

[422] - [13] - Firmware Update Start Reporting: Default (Enabled)

This option determines whether the Firmware Update Start reporting code is communicated or
suppressed.

[422] - [14] - Firmware Update Fail Reporting: Default (Enabled)

This option determines whether the Firmware Update Fail reporting code is communicated or
suppressed.

[422] - [15] - Firmware Update Successful Reporting: Default (Enabled)

This option determines whether the Firmware Update Successful reporting code is communicated
or suppressed.

[702] - Communications Format: Default (Unknown)

This status indicates whether the 3G4000W communicator has detected if the control panel is using
the SIA or Contact ID reporting formats to communicate signals.

[906] - Radio Reset Codes:

This status field contains a history of radio resets and the reasons why they occurred. This field
may be used by JCI Technical Support to diagnose network connectivity issues. This is a read-only
section.

[907] - Current Receiver:

This status shows which of the central station receivers the product is presently using for
communications. This is a read-only section.

[908] - Cellular Network Provider:

The network provider name is derived by the Mobile Country Code (MCC) and Mobile Network Code
(MNC). The 3G4000W DLS software will attempt to show the cellular network provider’'s name, if
available. For example, Movistar, Claro or Entel.

[909] - Cellular Network Type:

This status indicates whether the 3G4000W is currently attached to a 2G or 3G network.

[910] - Cellular Network CSQ:

This status indicates the signal strength of the device, where 00 is no connectivity or measurable
signal strength, and 31 is the maximum measured received signal strength.

[911] - Radio Manufacturer ID:

This status indicates the manufacturer of the radio module. The 3G4000W communicator indicates
Telit in this field.

[912] - Radio Type:
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This status indicates the name of the cellular radio model. The 3G4000W communicator indicates
UE910-GL in this field.
[913] - Radio Firmware Version:

This status indicates the current firmware version of the cellular radio module.

[915] - Tower ID:

This status indicates a 7 digit hexadecimal ID that can be used to locate the cellular tower, or cell ID,
that the radio is currently attached to. This may be used for troubleshooting purposes.

[918] - PTM Count:

This status shows the current panel transmission monitoring error count. This feature is only active
when the 3G4000W is configured as a backup communicator.

[921] - Battery Voltage:

This status shows the voltage measured from the battery the last time it was tested. The nominal
battery voltage is 7.2V.

Zones tab

Use the two onboard zone inputs to monitor various functions. Each zone has its own set of
configurable options. Typically, the zone inputs are wired to programmable outputs from the
security panel to allow central station communication of various states and trouble conditions using
the cellular channel.

Zone Definitions: There are 5 zone definitions that are available for selection. Reporting code
identifiers denote which zone input has been tripped when delayed 24 hour fire, 24 hour panic, 24
hour burglary, system trouble or AC power trouble are defined as zone types. Contact ID events
may include an identifier of 991 for zone 1 and 992 for zone 2. SIA events may include an identifier
of 001 for zone 1 and 002 for zone 2.

Table 11: Zone definitions and reporting codes

Zone Type Definition Zone Type Reporting Codes
01 Delayed 24 Hour Fire ContactID: E11A / R11ASIA: FA / FH
02 24 Hour Panic ContactID: E11A / R11A SIA: FA/ FH
03 24 Hour Burglary Contact ID: E13A / R13A SIA: BA / BH
04 System Trouble Contact ID: E13A / R13A SIA: BA / BH
13 AC Power Trouble Contact ID: E13A / R13A SIA: BA / BH

Alarm / Alarm Restore Options: These settings determine whether the communicator sends
alarm or alarm restore reporting codes when the zone changes state. In some cases it may be
desirable to only communicate the alarm conditions but not the restore conditions.

Alarm / Restore Contact ID Reporting Code: This option is dependent on whether SIA or Contact
ID has been selected for the communicator’s reporting format. If Contact ID is selected, the
reporting code used for the zone alarm and restore condition can be modified using this entry.
Zones use default reporting codes, so this entry doesn’t typically need to be programmed.

Alarm SIA Reporting Code: This option is dependent on whether SIA or Contact ID has been
selected for the communicator’s reporting format. If SIA is selected, the reporting code used for the
zone alarm condition can be modified using this entry. Zones use default reporting codes, so this
entry doesn't typically need to be programmed.
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Alarm Restore SIA Reporting Code: This option is dependent on whether SIA or Contact ID has
been selected for the communicator’s reporting format. If SIA is selected, the reporting code used
for the zone alarm restore condition can be modified using this entry. Zones use default reporting
codes, so this entry doesn’t typically need to be programmed.

End of Line: This option determines whether the zone input is configured as Normally Open,
Normally Close, or Single End of Line:

* Anormally open setting creates an alarm condition when the input is shorted and restores when
the circuit is open.

* A normally closed setting creates an alarm condition when the input is open and restores when
the circuit is shorted.

+ Asingle end of line setting creates an alarm condition when the input is open or shorted, and
restores when the loop resistance is 5.6K ohms. Use a 5.6k resistor in this configuration.

Configure this setting as Not Used if the zone input is not required.

Zone Follows Delay Timer Enabled: There are 2 settings available for this option, No Delay or
Follows Delay Time. This timer only applies to zones that are configured as AC Power Trouble. An
AC power trouble is generated only if it persists for the full duration of the timer, at which time it is
communicated to the central station. If the zone input restores before the delay timer has expired
then the signal is not communicated to the central station. After the 3G4000W communicates the
AC Failure reporting code, the zone must restore for the full duration of the delay timer before an
AC Restore signal is communicated to the central station.

Zone Delay Timer: Default (0 minutes)

This setting is used in conjunction with the Zone Follows Delay Timer function and determines the
time, in minutes, that the zone must be violated or restored before an AC Power Trouble or AC
Power Trouble restore reporting code is communicated to the central station. Typically a value of
2 minutes is sufficient to eliminate transmissions of temporary power failures. If the power failure
continues longer than the programmed duration the AC Power Trouble reporting code is sent. The
power failure must also be restored for the programmed duration before the AC Power Trouble
Restore reporting code is sent.

Send on Violation Enabled: Default (Enabled)

When this option is disabled, reporting codes are not sent to the central monitoring station when
the zone is in an open or violated state. Zone alarm signals are reported to the central station when
this option is enabled.

Send on Restore Enabled: Default (Enabled)

When this option is disabled, reporting codes are be sent to the central monitoring station when
the zone is in a closed or restored state following an alarm condition. Zone alarm restore signals
are reported to the central station when this option is enabled.

Zone Monitors Panel Arm Status: This option is used in conjunction with the SMS command and
control feature. An output of the control panel must be programmed as Armed Status and wired
to this zone input. SMS messages can then be sent to the communicator to determine whether the
zone is open or closed, which represents whether the alarm system is armed or disarmed.

This feature overrides the zone type settings.

Zone Input 1 or 2 Status: This entry reflects the current status of the zone inputs the last time a
DLS upload was performed. Zone status is indicated as opened or closed.
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PGM options tab

The product supports 2 programmable outputs that activate for a number of different conditions
on the communicator. Typically these outputs are wired to zone inputs on the control panel being
monitored.

There are 11 trouble conditions that can be monitored using the programmable outputs. If multiple
trouble conditions are selected for the same output, it activates when any of the troubles are
present and deactivates when all of the troubles have restored. The output can also be configured
to provide a pulse with a programmable duration instead.

TLM Trouble - The communicator has detected a problem with the incoming phone line to the site
when the communicator is configured as backup. If the communicator always simulates the phone
line, as it does when configured as primary, this output does not activate. A problem is registered
when Tip/Ring have been disconnected, or the line voltage has dropped below 2.8V for 15 seconds.
If the communicator has detected that the panel is having problems communicating with the
central station and the panel transmission monitoring feature has resulted in the product seizing
control of the phone line, this also causes the output to activate. The output deactivates when these
conditions have all been restored.

Input Power Trouble - The input power on the +12V terminals is interrupted.

Battery Trouble - The backup battery voltage has reached a low voltage threshold or the battery is
not connected.

Wireless Network Trouble - This output activates when a cellular network trouble condition is
detected and deactivates when the condition is restored.

Insufficient Signal Strength - The averaged cellular signal strength is below 4 CSQ and the
communicator is locally indicating a low signal strength trouble. The output deactivates when this
condition is restored.

FTC Trouble - The output activates after a number of cellular communication attempts are
unsuccessful and restores after successful transmission to the central station receiver.

Radio SIM Failure - This output activates when the SIM is not inserted properly or is
not operational. The output restores with there is no longer a SIM trouble present in the
communicator.

Tamper Trouble - A case or wall tamper trouble is present. This is normal when the enclosure is
open. The trouble restores when the wall and case tampers are secured.

Zone Input AC Trouble - A communicator zone input was defined for AC monitoring, and is
currently in an alarm state. When the zone input restores the output will deactivate.

PGM Follows - There are 3 selections available to allow configuration of the PGM. At default the
PGM is configured to follow the trouble assignments described above. The PGM can be configured
to activate or deactivate upon sending an output activate or deactivate SMS message to the
communicator. The PGM can also be configured to activate or deactivate upon sending an Arm or
Disarm SMS to the communicator. In this case, the PGM output should be wired to a keyswitch or
similar arming or disarming type zone on the control panel.

PGM Output Polarity - The output can be changed from the default, normally low (off) state to a
normally high (on) state. When configured as normally high, the output deactivates when trouble
conditions are detected and activate when trouble conditions are restored.

PGM Pulse Timer - The default setting of 0 seconds determines that the output only activates
when trouble conditions are detected and deactivates when trouble conditions are cleared. An
activation or pulse time can be programmed in this section which causes the output to only activate
for the duration of the timer before it turns off automatically.

PGM Output Status - This section reflects whether the output was active or not when the last DLS
upload was performed.
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Receiver options tab

Up to 4 cellular receivers can be programmed for central station communications. Each can have
a unique, panel-dialed phone number associated with them for use with the panel transmission
monitoring feature.

Cellular Receiver Supervision - This option determines if the communicator sends supervision
heartbeat signals to the receiver to monitor whether the path is functional. Supervision troubles are
detected and indicated if the path is not functional. If supervision is not required, this option should
be disabled.

Account Code - The system account code identifies the communicator to the central station
receiver, so the monitoring station can determine the account and address of the system. Up to 10
digits can be programmed for the receiver account code, and different account codes may be used
for each of the 4 receivers.

DNIS - A DNIS value can be used in conjunction with the account code to access different profiles in
a SurGard System 5 receiver. Up to 5 digits can be programmed for the DNIS and each receiver can
have a different DNIS value.

Receiver IP - Program an IPv4 IP address for the central station receiver in this section, using the
format XXX XXX.XXX.XXX. If the receiver domain name feature is used, the IP address programmed
in this section is ignored.

APN - The access point name required for the communicator must match the SIM card being used
in order to allow data sessions to be used with the product.

® Note: For best practice use the same APN for the public APN and the Receiver 1-4 APNs.

Remote Port - Program the port associated with the central station receiver in this section.

Receiver Test Transmission Reporting Code - This entry is used to enable or disable the test
transmission reporting code. Enter 00 to disable or FF to allow the automatic test transmission
reporting codes to be used.

Receiver Initialization Status - When the 3G4000W communicator is reprogrammed or boots
up, it initializes with the central station receiver. The status of this operation is displayed here.
The cell in DLS shows Failed if the 3G4000W communicator could not reach the programmed
receiver or Initialized when successful. This field shows Initialization Not Started if the receiver is
not programmed or if the 3G4000W communicator has not attempted to connect to the receiver
yet.

Receiver Encrypted - The 3G4000W communicator can be configured for encrypted central station
communications using 128 bit AES encryption. This operation requires a central station receiver
that supports encryption. This field indicates whether the receiver communications are presently
encrypted or not.

PTM options tab

Up to 4 phone numbers can be programmed for use with the 3G4000W's panel transmission
monitoring feature. Enter each phone number that should be monitored and enable it in each of
these sections. The phone number dialed by the panel must be 5 digits or more. Refer to the panel
transmission monitoring feature description for more information.

® Note: If the control panel is configured to communicate signals to more than one central
station receiver, best practice requires that every receiver phone number dialed by the panel
be included in the PTM phone number programming sections.
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Event buffer tab

The 3G4000W supports a 50 event buffer that records zone input alarm and restore conditions
and communicator trouble and restore conditions. Each event is recorded along with a UNIX time
stamp. The time reflected in the event buffer is determined by the cellular network.

The 3G4000W communicator tracks and logs the following events:
Table 12: 3G4000W Event Buffer

Low Battery Trouble Low Battery Trouble Restore

TLM (Telephone Line Monitoring) Trouble TLM Trouble Restore

Battery Absent Trouble Battery Absent Trouble Restore

Input Power Trouble Input Power Trouble Restore

Wall Tamper Trouble Wall Tamper Trouble Restore

Case Tamper Trouble Case Tamper Trouble Restore

Low Signal Strength Trouble Low Signal Strength Trouble Restore
Radio / SIM Trouble Radio / SIM Trouble Restore

Receiver 1 Absent Trouble Receiver 1 Absent Trouble Restore
Receiver 2 Absent Trouble Receiver 2 Absent Trouble Restore
Receiver 3 Absent Trouble Receiver 3 Absent Trouble Restore
Receiver 4 Absent Trouble Receiver 4 Absent Trouble Restore
Receiver 1 Supervision Trouble Receiver 1 Supervision Trouble Restore
Receiver 2 Supervision Trouble Receiver 2 Supervision Trouble Restore
Receiver 3 Supervision Trouble Receiver 3 Supervision Trouble Restore
Receiver 4 Supervision Trouble Receiver 4 Supervision Trouble Restore
Cellular Network Trouble Cellular Network Trouble Restore

Receiver 1 FTC (Failure to Communicate) Trouble | Receiver 1 FTC Restore

Trouble | Receiver 3 FTC Restore

)
Receiver 2 FTC (Failure to Communicate) Trouble | Receiver 2 FTC Restore
Receiver 3 FTC (Failure to Communicate)
Receiver 4 FTC (Failure to Communicate) Trouble | Receiver 4 FTC Restore

Receiver 1 Test Transmission Receiver 1 Test Transmission with Trouble
Receiver 2 Test Transmission Receiver 2 Test Transmission with Trouble
Receiver 3 Test Transmission Receiver 3 Test Transmission with Trouble
Receiver 4 Test Transmission Receiver 4 Test Transmission with Trouble
Zone 1 Alarm Zone 1 Alarm Restore

Zone 2 Alarm Zone 2 Alarm Restore

Zone 3 Alarm Zone 3 Alarm Restore

Zone 4 Alarm Zone 4 Alarm Restore

PTM Active Radio Activation Restore

Firmware Update Begin Firmware Update Fail

Firmware Update Successful 128 Bit Encryption Enabled

Swinger Shutdown Swinger Shutdown Restore
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Upgrading the 3G4000W firmware remotely

About this task: Only DLS operators can update the 3G4000W firmware. To perform a remote
upgrade of the 3G4000W firmware, complete the following steps:

1. Click Retrieve List of Available Firmware Files. This retrieves a list of any available firmware
files from the server.

2. Click the Download button to download the options for communication to the module.
3. Select the Allow Firmware Update Over Cellular check box.

4. Review and accept the remote firmware upgrade terms and conditions.

Setup and troubleshooting

Powering up the 3G4000W - When powering up the 3G4000W cellular communicator, always
connect the battery first before connecting primary DC power using the transformer if a battery is
intended to be used.

Primary Communicator Wiring - R-1 or T-1 of the 3G4000W should be connected to the Ring or
Tip terminals on the control panel. If using a battery, plug the battery into the terminal labelled
BAT, and connect the DC transformer to the DC + and - input terminals.

Backup Communicator Wiring - Connect the incoming phone line to the Ring or Tip terminals on
the 3G4000W, the Ring or Tip terminals on the control panel to R-1 or T-1 on the 3G4000W, and R-1
or T-1 of the control panel to the phones installed in the location. If using a battery, plug the battery
into the terminal labelled BAT, and connect the DC transformer to the DC + and - input terminals.

SIM Card - For best practice, activate the SIM card 24 hours before arriving on site to ensure it has
been fully provisioned by the SIM card provider before attempting to complete the installation. The
3G4000W communicator shows signal strength with an inactive SIM card, however it indicates the
signal strength of any 3G network, regardless of whether or not the network is compatible with the
SIM. The SIM must be active to ensure the displayed signal strength relates to the wireless network
provider that the SIM belongs to.

Panel Programming - The control panel must be programmed to communicate using Contact ID
or SIA reporting formats, with appropriate call directions and reporting codes selected for the site.
The panel must also be configured for DTMF dialing.

Testing Communications - When the 3G4000W communicator transmits a signal for the control
panel, or for an internal transmission such as a trouble or zone input violation, the blue light will
flash once when the signal is t