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Before reading this manual

This operation manual contains basic instructions on installing and using DirectIP™ Network Video Recorder, an

IDIS product. Users who are using this product for the first time, as well as users with experience using comparable
products, must read this operation manual carefully before use and heed to the warnings and precautions contained
herein while using the product. Safety warnings and precautions contained in this operation manual are intended to
promote proper use of the product and thereby prevent accidents and property damage and must be followed at all
times. Once you have read this operation manual, keep it at an easily accessible location for future reference.

+ The manufacturer will not be held responsible for any product damage resulting from the use of unauthorized parts and
‘/ accessories or from the user's failure to comply with the instructions contained in this operation manual.

+ Itis recommended that first-time users of DirectlP™ Network Video Recorder and individuals who are not familiar with its
use seek technical assistance from their retailer regarding product installation and use.

- If you need to disassemble the product for functionality expansion or repair purposes, you must contact your retailer and
seek professional assistance.

- Both retailers and users should be aware that this product has been certified as being electromagnetically compatible for
commercial use. If you have sold or purchased this product unintentionally, please replace with a consumer version.

Safety Precautions

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

CAUTION: TO REDUCE THE RISK OF ELECTRIC SHOCK,
DO NOT REMOVE COVER (OR BACK).
NO USER-SERVICEABLE PARTS INSIDE.

REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.

The lightning flash with arrowhead symbol, within an equilateral triangle, is intended to alert the user to the
presence of uninsulated "dangerous voltage" within the product’s enclosure that may be of sufficient magnitude to
constitute a risk of electric shock.

The exclamation point within an equilateral triangle is intended to alert the user to the presence of important
operating and maintenance (servicing) instructions in the literature accompanying the appliance.

>

Symbol Publication Description
’\/ IEC60417, No.5032 Alternating current
|
mmn IEC60417, No.5031 Direct current
WARNING

Hazardous moving parts
Keep away from moving fan blades

AVERTISSEMENT
Piéces mobiles dangereuses
Se tenir éloigné des pales de ventilateurs mobiles




1. Read Instructions

All the safety and operating instructions should be read before the appliance
is operated.

2. Retain Instructions

The safety and operating instructions should be retained for future reference.
3. Cleaning

Unplug this equipment from the wall outlet before cleaning it. Do not use
liquid aerosol cleaners. Use a damp soft cloth for cleaning.

4. Attachments

Never add any attachments and/or equipment without the approval of the
manufacturer as such additions may result in the risk of fire, electric shock or
other personal injury.

5. Water and/or Moisture

Do not use this equipment near water or in contact with water.

6. Ventilation

Place this equipment only in an upright position. This equipment has an
open-frame Switching Mode Power Supply (SMPS), which can cause a fire or
electric shock if anything is inserted through the ventilation holes on the side
of the equipment.

7. Accessories

Do not place this equipment on an unstable cart, stand or table. The
equipment may fall, causing serious injury to a child or adult, and serious
damage to the equipment. Wall or shelf mounting should follow the
manufacturer's instructions, and should use a mounting kit approved by the
manufacturer.

This equipment and cart combination should be moved with care. Quick
stops, excessive force, and uneven surfaces may cause the equipment and cart
combination to overturn.

8. Power Sources

This equipment should be operated only from the type of power source
indicated on the marking label. If you are not sure of the type of power, please
consult your equipment dealer or local power company. You may want to
install a UPS (Uninterruptible Power Supply) system for safe operation in order
to prevent damage caused by an unexpected power stoppage. Any questions
concerning UPS, consult your UPS retailer.

This equipment should be remain readily operable.

9. Power Cords

Operator or installer must remove power and TNT connections before
handling the equipment.

10. Lightning

For added protection for this equipment during a lightning storm, or when it
is left unattended and unused for long periods of time, unplug it from the wall
outlet and disconnect the antenna or cable system. This will prevent damage
to the equipment due to lightning and power-line surges.

11. Overloading

Do not overload wall outlets and extension cords as this can result in the risk
of fire or electric shock.

12. Objects and Liquids

Never push objects of any kind through openings of this equipment as they
may touch dangerous voltage points or short out parts that could resultin a
fire or electric shock. Never spill liquid of any kind on the equipment.

13. Servicing

Do not attempt to service this equipment yourself. Refer all servicing to
qualified service personnel.

14. Damage requiring Service

Unplug this equipment from the wall outlet and refer servicing to qualified
service personnel under the following conditions:

A. When the power-supply cord or the plug has been damaged.

B. Ifliquid is spilled, or objects have fallen into the equipment.

C. Ifthe equipment has been exposed to rain or water.

Before reading this manual

D. If the equipment does not operate normally by following the operating
instructions, adjust only those controls that are covered by the operating
instructions as an improper adjustment of other controls may result in
damage and will often require extensive work by a qualified technician to
restore the equipment to its normal operation.

E. If the equipment has been dropped, or the cabinet damaged.

F. When the equipment exhibits a distinct change in performance — this
indicates a need for service.

15. Replacement Parts

When replacement parts are required, be sure the service technician has

used replacement parts specified by the manufacturer or that have the same

characteristics as the original part. Unauthorized substitutions may result in
fire, electric shock or other hazards.

16. Safety Check

Upon completion of any service or repairs to this equipment, ask the service

technician to perform safety checks to determine that the equipment is in

proper operating condition.

17. Field Installation

This installation should be made by a qualified service person and should

conform to all local codes.

18. Correct Batteries

Warning: Risk of explosion if battery is replaced by an incorrect type. Replace

only with the same or equivalent type. Dispose of used batteries according to

the instructions. The battery shall not be exposed to excessive heat such as
sunshine, fire or the like.

Avertissement: risque d'explosion en cas d'utilisation d'une batterie de type

incorrect. Le remplacer uniquement par un type identique ou équivalent.

Mettre les batteries usées au rebut conformément aux instructions. La batterie

ne doit pas étre exposée a une source de chaleur excessive, telle que le soleil,

le feu, ou analogue.

19.Tmra

A manufacturer’s maximum recommended ambient temperature (Tmra)

for the equipment must be specified so that the customer and installer may

determine a suitable maximum operating environment for the equipment.

20. Elevated Operating Ambient Temperature

If installed in a closed or multi-unit rack assembly, the operating ambient

temperature of the rack environment may be greater than room ambient.

Therefore, consideration should be given to installing the equipment in an

environment compatible with the manufacturer’s maximum rated ambient

temperature (Tmra).

21. Reduced Air Flow

Installation of the equipment in the rack should be such that the amount of

airflow required for safe operation of the equipment is not compromised.

22. Mechanical Loading

Mounting of the equipment in the rack should be such that a hazardous

condition is not caused by uneven mechanical loading.

23. Circuit Overloading

Consideration should be given to connection of the equipment to supply

circuit and the effect that overloading of circuits might have on over current

protection and supply wiring. Appropriate consideration of equipment
nameplate ratings should be used when addressing this concern.

24, Reliable Earthing (Grounding)

Reliable grounding of rack mounted equipment should be maintained.

Particular attention should be given to supply connections other than direct

connections to the branch circuit (e.g., use of power strips).

HDMI Port Precautions

e Use a certified cable marked with an HDMI logo when using HDMI.
The screen may not display or a connection error may occur if you do
not use a certified HDMI cable.

e |tis recommended that you use the following HDMI cable type.
— High-speed HDMI Cable

— High-speed HDMI Cable with Ethernet
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Important Safeguards

In-Text

Symbol | Type Description
A Caution | Important information concerning a specific function.
Note Useful information concerning a specific function.

User’s Caution Statement

Caution: Any changes or modifications to the equipment not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

FCC Compliance Statement

THIS EQUIPMENT HAS BEEN TESTED AND FOUND TO COMPLY WITH THE LIMITS FOR A CLASS A DIGITAL DEVICE, PURSUANT TO PART
15 OF THE FCC RULES. THESE LIMITS ARE DESIGNED TO PROVIDE REASONABLE PROTECTION AGAINST HARMFUL INTERFERENCE
WHEN THE EQUIPMENT IS OPERATED IN A COMMERCIAL ENVIRONMENT. THIS EQUIPMENT GENERATES, USES, AND CAN RADIATE
RADIO FREQUENCY ENERGY AND IF NOT INSTALLED AND USED IN ACCORDANCE WITH THE INSTRUCTION MANUAL, MAY CAUSE
HARMFUL INTERFERENCE TO RADIO COMMUNICATIONS. OPERATION OF THIS EQUIPMENT IN A RESIDENTIAL AREA IS LIKELY TO
CAUSE HARMFUL INTERFERENCE, IN WHICH CASE USERS WILL BE REQUIRED TO CORRECT THE INTERFERENCE AT THEIR OWN EXPENSE.
WARNING: CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE FOR COMPLIANCE COULD VOID
THE USER’S AUTHORITY TO OPERATE THE EQUIPMENT.

THIS CLASS OF DIGITAL APPARATUS MEETS ALL REQUIREMENTS OF THE CANADIAN INTERFERENCE CAUSING EQUIPMENT
REGULATIONS.

WEEE (Waste Electrical & Electronic Equipment)

Correct Disposal of This Product
(Applicable in the European Union and other European countries with separate collection systems)

This marking shown on the product or its literature, indicates that it should not be disposed with other household
wastes at the end of its working life. To prevent possible harm to the environment or human health from
uncontrolled waste disposal, please separate this from other types of wastes and recycle it responsibly to promote
the sustainable reuse of material resources.

. Household users should contact either the retailer where they purchased this product, or their local government
office, for details of where and how they can take this item for environmentally safe recycling.
Business users should contact their supplier and check the terms and conditions of the purchase contract. This
product should not be mixed with other commercial wastes for disposal.
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Copyright

© 2018 IDIS Co., Ltd.
IDIS Co., Ltd. reserves all rights concerning this operation manual.

Use or duplication of this operation manual in part or whole without the prior consent of IDIS Co., Ltd. is strictly
prohibited.

Contents of this operation manual are subject to change without prior notice.

Registered Trademarks

IDIS is a registered trademark of IDIS Co., Ltd.
Other company and product names are registered trademarks of their respective owners.

The information in this manual is believed to be accurate as of the date of publication even though explanations of some
functions may not be included. We are not responsible for any problems resulting from the use thereof. The information
contained herein is subject to change without notice. Revisions or new editions to this publication may be issued to incorporate
such changes.

The software included in this product contains some Open Sources. You may obtain the complete corresponding source code
depending on whether or not the source is publicly available under a license policy. Go to System Setup - About page for

more information. This product includes software developed by the University of California, Berkeley and its contributors, and
software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.oepnssl.org/). Also, this product includes
cryptographic software written by Eric Young (eay@cryptsoft.com), and software written by Tim Hudson (tjh@cryptsoft.com).
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Part 1 - Getting Started

This document covers the 4- and 8- channel
V network video recorders. The NVRs are identical

except for the number of cameras and alarms
that can be connected and the number of
cameras that can be displayed. For simplicity, the
illustrations and descriptions in this document
refer to the 4-channel model.

Setting Password

The users must first run the system and then be
required to set the password for the admin user
account.

User - admin

You must set the administrator's password for using the system

Email address are required to find the Password.
UPR File are required to find the Password.
User Password

User

Confirm

Notification

E-mall

]
*

® |t does not allow a user to run the system
¢ without a password.
e (Click the question mark button on the bottom

left corner and refer to the instruction on
setting up a password.

® An email address and UPR files are required to
find the password. Otherwise, you may not be
able to find your password when you enter the
incorrect information.

Setup Wizard

Setup Wizard lets you configure basic settings required
for operating the system.

When you login as an administrator account after
initial booting, you can use Wizard to go to Live menu
and select Wizard.

. Setup Wizard only appears during initial booting.

Select a system language.

Language

Please select a language.
@ English
French
German
Italian
Spanish
Dutch
Danish
Russian
Polish
Hungarian
Czech
Portuguese
Croatian
Finnish
Swedish
Turkish

0K

cancel the setup process and return to the main
setup menu.

E Select Cancel from any of the Wizard screen to
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Quick Wizard

Select Quick Wizard.

Quick Setup Wizard (Step 1/6)
You are about to start the Quick Setup Wizard.

This Wizard will guide you through:
- Date/Time Setup

-Recording Method Setup

- Recording Video Quality Setup

- H.265 Camera Codec Setup

- Network Setup (Optional)

Click the Next button to start the wizard,

carel [ |

Specify the current date and time and then click
Next.

Quick Setup Wizard (Step 2/6)
DatefTime Setup
Date 09292016 = Format
Time AM 10:30:48 = Format .
Cancel [ Back T

® The new date and time settings will only be

\/ applied after clicking Next.

¢ For more information on date and time
settings, refer to the Date/Time section under
System Setup on page 30.

Choose the desired Recording Method and click
Next.

Quick Setup Wizard (Step 3/6)
Record Method Setup

‘Which recording method would you prefer to use?
Motion Event Record
# Conlinuous B Molion Event Record (Recommended)
‘Continuous Record

Mation Event Record means that the system will record when a Motion Event is detected. Generally, video
quality is more important for Motion Event Recording than it is for Continuous Recording, so the system
records at a higher quality for Motion Events.

Choose the desired Recording Quality and click
Next.

Quick Setup Wizard (Step 4/6)
Record Video Quality Setup

Which video quality profile would you prefer to use?
High Video Quality Priarity Profile (HVQPF)
Standard Recording Profile (SRP)

* Longer Recording Time Priority Profile (LRTPP)

The HVQPP provides the highest video quality recording at that highest frame rate but requires more hard
disk space than the LRTPP. Please see the User's Manual for details.

e Higher recording quality uses up more disk

\/ space.

e Recording resolution is determined based on
the selected recording quality.

- High Video Quality Priority Profile: Very
high
- Standard Recording Profile: High

- Longer Recording Time Priority Profile:
Standard
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— Recording resolutions used under each recording method Network Wizard
and record video quality setting are as follows: _—
High Video Quality | Standard Longer Recording After exiting from Quick Wizard, the network with
Priority Profile Recording Time Priority ) . .
Profile Profile Network Wizard will start automatically.
Motion
Event Very high High Standard .
Record Select Network Wizard.
Contir!uous . . Standard X Network Setup Wizard (Step 1/5)
&Motion High (Continuous) / (Continuous) / Low (Continuous) / Network Wizard will help configure the Device for your Network,
Event Very high (Motion) " N Standard (Motion)
ngh (Motlon) Please make sure to connect an Ethernet cable between
Record your device and router or cable modem.
) . i The wizard includes:
Continuous | Very high High Low - LAN Setup
- UPnP (Port forwarding) Setup
- FEN Setup

Click the 'Next' button to start the wizard.

Choose the desired codec and click Next.

Quick Setup Wizard (Step 5/6)
H.265 Camera Codec Setup

Select default codec for H.265 camera

» H.265 only mode {Optimal mode for storage space and network bandwidth)
H.265 | H.264 Hybrid mode (Optimal mode for storage space and remote monitoring)

H.265 only mode reduces both storage space and network bandwidth.Be aware that H.265 does increase Garles) m
processor load on remate monitoring PCs or Mobile devices.

H.265 | H.264 hybrid mode reduces both storage space and processor load for remote monitoring PCs or
mobile devices.Recorded video is stored using the higher compression ratio of H.265, however, video
streams to remote monitoring devices are compressed using H.284 which requires less processor power on

remte monioring PCs of mbie devices. Specify whether the system is connected to the
Internet and click Next.

Network Setup Wizard (Step 2/5)
Internet Connection

Cancel Back m Is your Device connected to the Internet?

@ Yes (I will use an Internet connection)
No (I will Not use an Internet connection)

Click Finish to exit Quick Wizard.

Quick Setup Wizard (Step 6/6)

Now vou have completed setup for basic operation.

Click the 'Finish® button to finish the wizard,
or click the 'Go to Network Setup’ button to start the Network Setup.

Cancel Back m

If you have chosen No, wait for the test to finish
and then click Finish to exit Network Wizard.

Cancel Goto NetworkSetwp [T
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Select Network Configuration and then click

Next. Select either Auto Configuration or Manual
Configuration and then click Test to test the system’s
current network configuration.

Network Setup Wizard (Step 3/5)
LAN Setup

Auto Configuration - Test

Get IP, Gateway, Subnet Mask
Search DNS Server

Check Internet connectivity
Search UPnP/PortForwarding

Cancel Back

e This test must be performed before proceeding
v to the next step.

e If the NVR is on a network connected to a
network that has a DHCP server, selecting Auto
Configuration retrieves LAN settings such as
IP and DNS addresses automatically. Selecting
Manual Configuration, on the other hand, lets
you specify the settings manually.

¢ UPnP support device not found. If this error
message is displayed, check to see if the IP
router (or NAT) supports UPnP and if UPnP has
been enabled. For more information about the
router's UPnP function, refer to the router's
operation manual.

Enter in the Device Name field the NVR name to be
registered on the FEN server and then click Check to
check its availability.

Network Setup Wizard (Step 4/5)

FEN Setup

¥ Use FEN

Device Name ~ 0045-083-161 A m

FEN Server fen.idisglobal.com
Port 10088 - [E (1024 ~ 65535)

You may register your device name and use it instead of the IP address when accessing the device through internet.
Type in your preferred device name and check its availability.

Cancel Back

e The device name you register on the FEN server
j will be a unique name used to identify the
NVR. Once registered, the name can be used
to access the NVR directly from clients such as
the IDIS Center. Check the name's availability
to complete the registration process. The Finish
button will then become activated.

e You will be prompted with an error message if
you do not enter a name for the NVR or enter a
name already registered on the FEN server.

e Depending on the network environment,
FEN services may not be active and therefore
prevent the NVR from connecting to the
network. In this case, you will need to manually
configure the ports. For more information on
port configuration, refer to Network Setup on
page 58.
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Click Finish to exit Network Wizard. Camera Registration
Network Setup Wizard (Step 5/5)
You have now completed your network setup. Once Network Setup Wizard is Comp|ete, live mode
CHEKCEINSh Mo complate the Setip wirard screen appears. While in live mode, right-click on the

mouse and select Camera Registration to run the
Camera Registration mode. It allows you to scan for the
cameras connected to the NVR.

Cancel E=R

Camera Scan Button

Camera View Menus

Camera List Area

Video Display Area

000 |0

Apply/Cancel Buttons

You can also register cameras on the remote
program. For more information on the remote camera

registration, refer to Registration on page 13.

<
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Camera Scan Button

You can scan and search and register cameras that were
not detected automatically or third party cameras.

Pressing the Scan button displays the following sub-
menu.

Rescan
Third Party Scan
Go To Camera

Search Scope

Screen Auto. Assign  »

Camera List

Scan Refresh Interval »

Rescan

Scans for DirectlP™ cameras that were not scanned
automatically.

Third Party Scan

Scans for IDIS Open cameras that do not support
automatic scan feature.

Third Party Scan

Protocol IS
Mode  Auto Scan(LAN)

Advanced Setup...

Status

san | KT

e Protocol: Select the protocol used by the camera (or
video encoder) you wish to search for.

® Some functions may not be supported for the
\/ third-party cameras depending on their protocol

and model.

o Mode: Select the scan mode.

— Auto Scan (LAN): Lists cameras in a LAN
environment. If Auto Scan (LAN) fails to recognize
a camera, try using IP Address Scan instead.

- IP Address Scan: Enter the IP address of a
camera. The NVR scans for the camera matching
the specified address. If you enter IP address’s
range, the NVR scans for cameras falling under
the specified address’s range. By specifying an IP
address, you can also specify which port to use with
the Remote Admin feature. It is recommended that
the camera not be networked via DHCP (Dynamic
Host Configuration Protocol). If the camera is
networked via DHCP, connection to the camera may
not be made properly depending on changes in the
external network environment.

o Advanced Setup: If the camera is networked but
not scanned, use this setup. This setup allows you to
change the network setting of the NVR's VIDEO IN
port which is camera’s network environment. Check
the camera’s network setting first before you use this
setup.

Make sure that this setting does not conflict with
\/ the WAN setting. For more information on the

WAN setting, refer to WLDLWAN on page 58.

Third Party Scan : Advanced Setup

Type [ELUSCIEIEGGICERY v

DHCP Server Duplication Check...

OK Cancel

- Link-local address: Indicates the default IP
address.



Third Party Scan : Advanced Setup

e [

IP Address 10.10.254.254 s
MAC Address 00:00:00:00:00:00

Gateway 10.10.02 =l |

Subnet Mask 255.255.0.0 E

DHCP Server Duplication Check...

OK Cancel

— Manual: Allows you to enter the IP address and
other network settings manually.

Third Party Scan : Advanced Setup

R orceient

DHCP Server Duplication Check...

OK Cancel

— DHCP Client: Retrieves an IP address and other

network settings automatically from a DHCP server.

Third Party Scan : Advanced Setup

O cpsover ]

DHCP Server Duplication Check...

OK Cancel

— DHCP Server: It makes the NVR run as a DHCP
server. Check if there is another DHCP server on
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the same network. If there is no DHCP server,
this option is enabled. The NVR allocates an IP

address automatically in the range of 10.10.0.128

to 10.10.254.254 by using DHCP to the camera
connected to the NVR’s VIDEO IN port. On DHCP
Server, Video In Network is connected between
NVR and network cameras only, so Gateway
does not have any meaning. Subnet Mask is
255.255.0.0(Class B).

o When several NVRs exist in the same network,
only one of NVRs has to be run as a DHCP
server. If several DHCP servers are running, the
redundant IP may be allocated to the camera.
e Therange of 10.10.0.1 to 10.10.0.127 is not
recommened because NVR system already has
the IP address.
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Select Scan to commence scanning.

Only cameras that are connected to the NVR via VIDEO
IN ports can be scanned and registered.

Select a camera from the scan list and then select
Add Camera. The device login window will appear.

Enter a User ID and a Password for the selected
camera.

Login

Index 1/2
Model DC-83283WHX
MAC Address 00:03:22:36:2B:D5
IP Address  169.254.170.106
User
Password

[ Apply to All Devices

Go To Camera

Moves the focus automatically to the camera using the
MAC addressa and model of camera in the camera list.

Go To Camera

Mode MAC .

Value

Search Scope

Filters the cameras in the camera list depending on the
search scope such as specified IP address range.

Search Scope

LT IP Address -

1001 a8 - 10000 ‘@

Screen Auto. Assign

Assigns the detected cameras on the video display area.

Camera list

By using the camera information file, .csv, the user can
register the cameras easily.

Camera List
i) 00:03:22:2F:2D:3A J
V2 00:03:22:36:24:5D o
3 00:03:22:2F:87:92 J
V4 00:03:22:23:2C:17 o
Import... Export...

e Export: Button : Exports the list of camera
information on USB as a .csv file

e Import: Button : Imports a camera information file,
.csv file. The user can edit a csv file directly.

e A column indicates camera number, B

column the camera MAC address, C column
the Video In port of the video encoder in the
.csv file. C column indicates only for video
encoders. If camera information displays
as follows: 5,00:11:22:18:30:20,3, 5= CAM 5,
5,00:11:22:18:30:20 = MAC address, 3 means video
encoder.

o Before using this feature, the cameras must be
scanned first. If the cameras to be registered
do not exist in the list, the camera cannot be
registered.

e This feature is not supported for the third-party
cameras.

Scan Refresh Interval

Configures the refresh interval to scan the camera. If
the interval is short, camera scan results are refreshed
more frequently. However, if the interval is long, it is
advantageous to scan cameras on a wide network.



Camera View Buttons

e ALIGNMENT & Button: Realigns camera screens
displayed on the video display area in the order of
Video In port connections.

e RESET G Button: Refreshes the video display area
and the camera list.

Selecting RESET clears all scanned devices from the

list.

e Bitrate © Button: Displays the following window to
change the bitrate allocation for each channel.

Bitrate Allocation

1. 5Mbps 2| 2. 5Mbps 2| 3. 5Mbps > 4 5Mbps
Total Bitrate :  20M (Max 20M)

When registering the camera, you can set the stream
as much as the performance (bitrate) assigned to the
channel. If high performance (bitrate) is not allocated,
Quailty, IPS and Resolution can be low. If a channel
has a camera already registered, bitrates may not be
lower than current stream settings. When selecting
default, performance is evenly assigned to each
channel. If a channel has a camera already registered,
the minimum value is assigned.

e Tool 4 Button: Displays network camera tool
window to run a camera-related actions. There are
Authentication, Screen Assignment and Camera
Protocol Change for actions.

Select an Action to execute.

Select a camera from the list and press the Apply
button.

Network Camera Tools

Action  Authentication

Filter | All *x

T S S T N T
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IDIS cameras can be detected automatically but
IDIS protocol cannot be detected automatically.
We recommend you use the DirectIP protocol

to detect the cameras automatically. When you
change the protocol, the camera reboots and then
you can register the camera on the NVR. For more
information on the settings, please refer to the
network camera manual.
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Camera List Area

Camera Registration

Q span

Model MAC Title

Result: 14 o) 3

DC-E3212WRX  00:03:22:2F:2D:3A CAM1

DC-53283X 00:03:22:36:24:5D CAM2
DC-Y1514 00:03:22:2F:87:92 CAM3
DC-D2233WHX  00:03:22:23:2C:17 CAM4

DC-D1022VR/WI 00:03:22:16:22:D2

Model MAC
Registered DC-E3212WRX  00:03:22:2F:2D:3A
Registered DC-S3283X  00:03:22:36:24'5D
Registered DC-Y1514  00.03:22:2F:87:92

Initial registration DC-D2233WHX  00:03:22:23:2C:17

other NVRs
(Registration X)

DC-D1022VRIWI  00:03:22:16:22:D2

@ Screen Position/Registration Status: Identifies the
camera’s position in the video display area. A blue
background indicates a camera that is available for
registration. A gray background indicates an already
registered camera. Other registered cameras are
shown in black background.

(@ Model: Indicates the camera’s model.

(® MAC: Displays the 12 digits of the camera’s MAC
address.

@ Title: Indicates the camera’s name. Changing a
camera’s name in the video display area updates the
camera list as well.

Following options can be accessed by right-clicking on a

camera list entry:

o Add/Remove Camera: Adds or removes the selected
camera. The Add Camera option is inactive if the
camera has already been added to the screen.

o Authentication: Enter the necessary camera login
info. This option is inactive for DirectlP™ / IDIS cameras
because they do not require logins. This option is
inactive for IDIS protocol only if the password is set.
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Video Display Area

Left-click on the video display area to toggle between
split screen and single screen modes.

Drag the camera screens around to rearrange them.

3 DC02Z3WHX [2320:17)

T G

Camera Screen

@
DC-Y1513 [26:13:DC]

@ CameraTitle
Indicates the camera’s title. Left-click on the title to
edit the camera’s title.

Title

He=X Cancel

(® MAC Address
Camera’'s model and MAC address are shown if the
camera has not been registered to the NVR.

(® Screen Position/Registration Info

Flashes in orange if the camera has not been
registered to the NVR.



¢ Information is not indicated on the bottom of the
screen for cameras already registered to the NVR,
and the Screen Position/Registration Info icon is
shown with a black background.
e Screen Position/Registration Info icon for cameras

registered to another NVR is shown with a steady
orange background on top of a gray screen.

@ Bitrate Allocation
Indicates the performance (bitrate) allocated to the
channel. Left-click on the upper right corner of the
screen to change the bitrate.

Bitrate Allocation 1

5 Mbps -
(Range : 5M ~ 5M)

Camera Menu

Right-click on the video display area to bring up the
camera menu.

Remove Camera
Remove Device
Color Control
Information

Title
Bitrates
Remave All Cameras

o Remove Camera: Removes the registered camera.

e Remove Device: Removes the registered encoder.

e Color Control: Adjusts the camera’s color settings.

o Information: Displays the camera’s basic information.
o Title: Edits the camera’s title.

e Bitrates: Changes the bitrate allocated to the channel.

e Remove All Cameras: Removes all registered
cameras.

You can drag & drop to add or remove cameras.

Part 1 - Getting Started

Apply/Cancel Buttons

While in Camera Registration mode, select Apply

to register all changes. When selecting Apply, the
following message will be displayed. You can activate or
deactivate Self-diagnosis.

E Do you really want to register cameras?

~ Run self-diagnosis

ok N

Select Cancel to exit Camera Registration mode without
applying the changes.

Itis not possible to register a camera that has already
been registered to a different NVR.
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Diagnosis Process Camera Registration Mode
When the camera is registered to the NVR, Self- While in Live mode, right-click and select Camera
diagnosis runs automatically for the new registered Registration.

and changed cameras. If Self-diagnosis is processing,
Diagnosis Processing message will be displayed.

If Self-diagnosis is failed, Diagnosis Requirement
message will be displayed. In this case, you can run Self-
diagnosis manually.
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Login Find Password

If you do not know the password, select FIND PW . You

Configuring the NVR’s settings and accessing its can set a new password.

searching and other functions require an authorized
user login.
Enter a user, registered email and then select Get

Verification Code.
Bring up the Live menu and click on & (Login) using eriication toce

the mouse. Find Password
LOgI n After E-mail/UPR Verification,
You can change the password.
User admin v
Verification Method  E-mail o
Find PW OK Cancel E-mail _ GetVerification Code
z
Select a user, enter the password, and then select
OK.

e There is no default password for the admin Enter Verification Code and select OK.

account. Select admin and then OK without Find Password
entering a password to log in.

e Leaving the admin account unassigned with o ar chaneib paasuntd,
a password poses a security risk. Please assign
a password at your earliest convenience. A
warning message will continue to be displayed Verification Method
until a password is assigned. ol

e Click on the E button next to the password

field using the mouse. This will bring up a virtual g 0K Gancel
keyboard you can use to assign a password. For

more information on using the virtual keyboard, e Select the question mark button at the bottom
refer to the Text Input via Virtual Keyboard on left corner of the screen to refer to the password
page 29. settings instructions.
® The password must be entered only with the
To log out, bring up the Live menu and click on § virtual keyboard.
(Log out) using the mouse. ¢ To use find password function via e-mail, set

the mail server supporting SSL/TLS. For more
information on e-mail, refer to Mail on page
62 and SMTP Setup on page 63.

E Are you sure you want to log out?

admin

togout | TN
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Enter an UPR(User Password Reset) verification and
then click on UPR Verification button.

Find Password

After E-mail/UPR Verification,
YYou can change the password.

User  admin -
Verification Method ~ UPR(User Password Reset) File e

UPR Verification

? [ cacal |

Select the UPR file and then click on Import button.

Find Password - "UPR(User Password Reset) File"...

File not found

e To use UPR funetion, the UPR file must be saved
in advance. For more information on saving the
UPR file, refer to User on page 33.

e You can reset the password using an encrypted
UPR (User Password Reset; filename extension *
.upr) file.

e |t can be used as USB flash driver on local pc,
but not remotely.

e Only files exported from the same device are
available.

e If you lose the UPR file and change the password
of the NVR, the UPR file may not be used.



Live Mode

Live Menu

Placing the mouse pointer near the top portion of the screen displays the Live menu.

Part 1 - Getting Started

© | Login/Logout

Layout

Previous Group,

Display

Next Group
© | Freeze Panic Recording Sequence Select Camera
© | Search Mode Setup Wizard Status Indication

@ Login/Logout
Log into and out from accounts. If in the logged in state, the account ID is shown. If in the logged out state, the
login icon is shown.

@ Layout
Used to change the screen layout to single screen, 1x2, corridor format(1x3), 2x2,1+5, 1+7 or 3x3.

® Corridor Format: Divides the screen into 3 panes. This format displays vertically and is set to display the
optimized video of the camera when using the camera’s pivot feature. This is particularly effective when
monitoring hallways, passages, and other confined spaces.

® 145, 1+7 and 3x3 screen format are supported only on 8-channel model.

® Previous/Next Group
Loads the previous/next screen group.

@ Display
e OSD (On Screen Display): Enables/disables the OSD feature.
e Full: Displays the video in full screen mode.
e Aspect Ratio: Select whether to enable the original aspect ratio of video transmitted from the camera.

® Freeze
Freezes the screen. Select Freeze again to unfreeze.

(® Panic Recording
Activates/deactivates Panic Recording.

@ Sequence
Selecting the Sequence icon [ while in Live mode changes to the sequence mode. To exit, select Sequence icon
Blonce more. The 5 icon is displayed on the upper right part of the screen while Sequence is in progress.
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Full Sequence

Displays all channels in sequence while in Live mode
(single and split screen settings). In order to use the Full
Sequence feature, Full Sequence (Display Setup - Main
Monitor > Sequence) must first be enabled.

e.g.) Full Sequence in 2x2 split screen mode

12:>56:>910 1314E>12

3|4 78 1112 15/16 3|4

Cameo Sequence

In Cameo Sequence mode, only the bottom right
screen in a split screen setup changes sequence. In order
to use the Cameo Sequence feature, Cameo Sequence
(Display Setup - Main Monitor > Sequence) must first be
enabled.

e.g.) Cameo Sequence in 2x2 split screen mode

12 (2] [1]2]. L[1]2] ]2 [1]2

3|4 3|5 3|6 315 316 34

e [f using the Full Sequence setting, page numbers
\/ appear on the system status area on the upper right

part of the screen, next to the Sequence icon.

e Pages are skipped under the following
circumstances:
- If all cameras included in the page are
deactivated.
- If there are no video signals.
- If the page contains "covert" cameras.

- If the user does not have permission to view
feeds from the cameras.
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Select Camera

Displays the selected camera in a single screen
format.

® Search Mode
o Time-Lapse Search: Select Search Mode > Time-
Lapse Search to search for and play back saved
data directly from the record table.

e Event Log Search: Select Search Mode > Event
Log Search to search for event logs and play back
associated event recordings.

Setup

Used to access the Setup menu.

@ Wizard
Launches the Setup Wizard.

Running the Wizard lets you configure basic settings
required for operating the system.

@ Status Indication
Displays system status icons.



Status Indication

Indicates connection to the NVR from a
remote program.

Indicates a zoomed in state.

Indicates Freeze is in use.

Indicates Sequence is in use.

1/4

Indicates the current screen's group.

Indicates an event monitoring.

Indicates dewarping is in use.

Indicates HDD use. The icon to the left

is shown if using the overwrite setting.
Otherwise, remaining HDD space is shown as
a percentage value.

Part 1 - Getting Started

Zoom

While in Live mode, right-click and select Zoom.

When a zoom frame appears on the selected channel,
right-click on the mouse to zoom in. Use the arrow
buttons to position the frame. When Zoom is activated,
@® icon is on the status bar located on the upper right
corner of the system.

e In Full Screen mode, activating Zoom automatically

selects the current channel.

e To restore the channel to normal size, press the
Zoom button again.

PTZ Control

While in Live mode, right-click and select PTZ from the
context menu.

The icon will begin to flash on the selected camera’s
OSD window.

You can change the direction by dragging on the
mouse.

Also, it's possible to use the mouse wheel to zoom in/
out.

You can change the direction by dragging on the mouse.

Also, it's possible to use the mouse wheel to zoom in/
out.

e Logging in with an account that has PTZ Control

Authority is necessary in order to control PTZ
cameras.

* A message will prompt if there is no PTZ camera
displayed on the Live screen.

® To exit PTZ mode, press the PTZ button again.

25



Part 1 - Getting Started

Setting Up a PTZ Preset Advanced Settings

In PTZ mode, selecting a camera and then right-clicking
on the mouse loads the Advanced PTZ screen as shown
below. This menu lists Speed, Auto Pan, and other
advanced PTZ camera control options available for the
camera. Also selecting Point Move button moves PTZ
camera to the point that the user clicks. Options that
are not available for the selected PTZ camera remain
inactive.

While in PTZ mode, select the & icon to display the
Set Preset window and assign the current position as a
desired preset number.

Speed
Auto Pan
Scan
Tour

ak,
7,
3
4,
5
6.
7
8.
9

Pattern

Move to Origin
One Push
Point Move
Exit PTZ

bbb ek e b
R

[
o o

You can use the mouse to control PTZ cameras. Left-
While in PTZ mode, select the icon to display the click on the mouse and drag to move the camera in the
desired direction and use the mouse wheel to zoom

Move to Preset window.

in/out.
Select a preset number to move the current PTZ camera et
to the selected preset’s position_ While in PTZ mode, place the mouse pointer close to
the bottom edge of the screen to display the PTZ Tools
window.
X
B4R DO [
e 0 mn
eV QD o

AR E@) @ ¥ & |PTZCameraPanandTilt

OXC) Zoom In/Out

@ @ Focus Near / Far

® D IRIS Open / Close
Ak One Push
Bho Set / Move to Preset

Device Menu supported
by the camera
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e The exact PTZ protocol supported by the camera
V must be specified in order to use the NVR's PTZ
controls.

e Drag and drop to reposition the PTZ Tools window.

e Select the [ icon to hide the PTZ Tools window.

Dewarping Control (Camera)

While in Live mode, right-click on the mouse to select
Dewarping(camera) from the context menu. The @
icon will begin to flash on the selected camera’s OSD
window. You can change the direction by dragging on
the mouse. In order to select dewarping type and mode,
Video (Camera - Advanced Setup) must first be enabled.

e This feature is supported only with Fisheye camera
connected on the DirectIP protocol.
e Original mode does not support dewarping control
feature.

e Configuring this feature requires an authorized user
login.

Event Monitoring

When an event occurs, the NVR automatically changes to
the camera screen linking event monitoring and shows
the @ icon on the system status area on the upper

right portion of the screen. To use the Event Monitoring
feature, navigate to Display Setup > Main Monitor and
enable Event Monitoring. Event Monitoring remains

in effect throughout the entire Linked Time. After that,
the NVR will return to the previous screen if a new event
does not take place. Pressing the Layout or a Camera
button before the end of the Linked Time reverts the

system to Live mode.

Part 1 - Getting Started

Covert Camera

Use this feature to assign Covert Camera View
permissions.

Navigate to Camera Setup > General and designate

cameras as Covert 1 or Covert 2.

e Covert 1: Hides images from the camera in Live mode
but does indicate the camera’s title and status via
icons.

e Covert 2: The camera is indicated as being inactive.
Images from the camera are not shown. Camera title
and status icons are not shown.

Users that have a cover Covert Camera View are
able to view both images from and status icons
for all Covert 1 and Covert 2 cameras.

Context Menu Access

While in Live mode, right-click on the mouse to display
the Context Menu window.

® PTZ: Access PTZ controls.
e Zoom: Zoom in.
[ )

e Color Control: Select a channel to display its Color
Control window. Adjust the selected camera’s
brightness, contrast, saturation, and hue settings.

e Self-Adjusting Video Mode : Select the image preset
(Natural, Vivid, Noise Reduction) and you can control it
directly.

o Information: Select a network channel to display
information about the selected channel’s device.

e Edit Group: Rearrange the split screen layout.

e Camera Registration: Activate Camera Registration
mode.

e Login/Logout: Log into the account or log out of the
account.
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Edit Group

Edit Group lets you customize split screen pages in both
Live and Search modes.

While displaying a split screen page, select the Edit
Group option from the context menu. A yellow
border is drawn around the page. Use the mouse to
select a different page.

Right-click on the mouse to select a camera on the
screen with yellow lines. Selected camera is then
loaded on to the selected page. Repeat to assign
other channels to the page.

Right-click on the mouse to exit Edit Group.
Alternatively, press the Menu button and then select
Exit Group Edit to exit.

Edit Group will terminate automatically after 15
seconds of inactivity.

Video Recording

Video recording will only take place if all the connections
are made correctly as per information contained in Part
2 of this operation manual.

For more information on video recording settings, refer
to the Record Setup on page 48.

Panic Recording

Select Live or Search menu's Panic Recording [Hll icon to

commence panic recording on all registered cameras.
To stop Panic Recording, select the Panic Recording [

icon again. If the Panic Recording Duration option
under Record Setup > General has been configured,
Panic Recording will automatically terminate after
the specified duration of time has elapsed. For more
information, refer to the Record Setup on page 48.
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¢ Panic Recording takes place irrespective of any
\/ recording schedule set up by the user.
¢ Panic Recording video profile from Record Setup -
General applies to all Panic Recording videos.

Panic Recording will not take place if recording mode
is not set to Recycle and the HDD has reached 100% of

its capacity.

Video Recording Playback

You can play back video recordings by using mouse.

e Login with an account that has search permission is
v needed to playback video recordings.
e The initial video playback point in Search mode is

the recording's last playback point or the end of the
recording data.

e Covert protection on cameras also applies to video
recording playback.

All Channel Playback

Place the mouse pointer near the top portion of the
screen.

Select the Search Mode p icon and then select
Time-Lapse Search or Event Log Search.

The selected search mode will be initiated.

For more information on data search, refer to the Part 3 -
Search on page 69.
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Menu Use

Information contained in this section (Menu Use)
applies to all other instructions found throughout Part

3 - Configuration.

Login with an ID that has permission to access the setup
menu is needed to access and make changes to the
Setup menu.

When using Use 2FA feature, registered mobile device
must be authenticated before entering the setup
menu. For more information on 2FA function, refer to

Use 2FA on page 35.

Left-click on the option using the mouse.

Change the setting and then select Apply or OK to
save the change.

. To apply default settings, select the Default button
located on the left bottom corner of the setup window.

Text Input via Virtual Keyboard

Click on the key using the mouse.

While in Live mode, select Live menu > Setup using Site
the mouse.
o — “l1]2|afa|s|e|7|8]a|0]-[=]}
g ——— — q U g L
= setup import.. Exort. a/s|d|f| g h j|lk 1]|;]|"
- St e z/x|c|v|b/n/m , /
—— space
EE ol Cancel
x o {>  Toggle case.
© | System Setup - Deletes the character to the left of the cursor.
@ | Camera Setup % Deletes the character to the right of the
cursor.
© | Record Setup Converts keyboard.
O | Event Setup
© | Network Setup
© | Notification Setup
@ | Display Setup
© | Status Setup

29



Part 2 - Configuration

Batch Assignment

Certain table-format menus such as the shown in the
Camera Setup on page 38 allow you to change

the title value. In this case, changing the title value
simultaneously changes all other entry values on the
same row.

Mouse

Using a mouse makes it easier to configure the settings.
A mouse lets you make selections faster and use its
wheel to scroll through long menus. You can also use
the mouse wheel to increase/decrease numerical values.
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System Setup

Refer to the Menu Use on page 29 for basic
information on using the Setup menus.

General

This Setup menu contains general system options.

site
System ID 0lE
DatefTime Language  English
Version 580 Upgrade...
user
Satup Import... Export...
Security

Show System Log...

Storage
Clear All Data

Self-Diagnosis

System Shutdown

About Troubleshooting Reporting..

oK Cancel

e Site: Used to enter a description about the system’s
installation site (no description by default). You can
edit the information using the virtual keyboard.

e System ID: Used to identify the NVR apart from other
NVRs.

The default System ID is 0 and can be changed to a
\/ value between 0 and 99. The System ID can also be
entered using the virtual keyboard.

e Language: Choose a language.
e Version: Indicates the software version.

e Upgrade: Upgrade the system. Selecting the USB
port displays the USB search window. You will then be
able to select an upgrade package and upgrade the
system. Once the upgrade is completed, the NVR will
reboot automatically.

Upgrade

Package not found

- When using Use 2FA feature, registered mobile device
V must be authenticated to upgrade the system. For
more information on 2FA function, refer to Use 2FA

on page 35.

e Setup: Exports current NVR settings or imports
existing settings.



o Import: Decide whether to import network settings
as well. If you do not wish to change the current
network settings, do not select Include Network
Setup.

- Selecting Setup Import does not change the settings
below.
® Time-related settings (Date/Time, Time Zone, and
Use Daylight Saving Time)
® Camera-related Advanced Settings settings

e Camera-related Stream settings (Only if the
resolution is different from the camera in exporting)

e Export: Exports the current system settings to a
storage device connected to the system’s USB port.
You can designate a File Name for the export file.

A For USB flash memory devices, the NVR supports the
FAT32 file format only.

e Show System Log: Displays a searchable list of 5,000
most recent system log entries. For more information
on types of system log entries, refer to the System
Log Types in the installation manual. The &% icon
appears next to log entries originating from a remote
source. To export the system log, select the Export
at the bottom of the screen and then designate a file
name.
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Time | Type |

2013-03-05 20:04:41 Setup Begin

2013-03-05 20:03:09 ‘Camera Registration is succeeded

2013-03-05 20:01:24 Camera Registration mode is on

2013-03-05 20:01:17 Login : admin

2013-03-05 20:01:05 ‘Camera Registration is canceled

2013-03-05 20:01:01 Camera Registration mode is on

2013-03-05 20:00:52 Boot Up

11 S Export.. .~
[ cose ]

In order to display the system_log.txt file, you must
\/ use the correct character encoding settings and use a
fixed-width font.

o Clear All Data: Erases all recording data. Selecting
Clear All Data displays a confirmation window. Select
Clear to proceed.

o Before you perform Clear All Data, make sure you
V are not accidentally deleting important data. Erased
data cannot be recovered.
e Clear All Data does not affect the system log.

Instead, the Clear All Data event will be added to
the log.

o System Shutdown: Shuts down the system. When
prompted, select System Shutdown.

o Trubleshotting Reporting: When there is a
problem with NVR system, generate reports for
troubleshooting.

Troubleshooting Reporting

T . S T
LT 2017-09-19 05:42:16 NVR_4CCCBABDBFCE...20170919_134157.dmp (377.8 KB) ‘ x =

\

\

\

\

|

\

i

:

[ o ]

31



Part 2 - Configuration

Date/Time

Date 0282018 S Fomat
giners Time PMe2s2 1 Fomat

St Time Time Zone | GMT Groonwich Nean Tim : Dublin, Edinburgh,Lisbo, London
user
Socurity

Storage

Self-Diagnosis

About

 Use Daylight Saving Time

Time Syne...

Holiday...

oK Cancel

e Date: Used to change the system’s date setting.
e Time: Used to change the system’s time setting.

o Date Format/Time Format: Used to change the
system'’s date and time formats.

o Time Zone: Used to designate the system’s time zone.

- Refer to the map displayed on the screen and change
the time zone using the mouse or the arrow buttons.

e Use Daylight Saving Time: Enables DST correction.

e Time Sync.: Select a time server for the system to
synchronize with.

Time Sync.

W Automatic Sync.

Time Server w

Interval  1hr. v

Last Sync-Time

|

Select Automatic Sync.

Enter the Time Server’s IP address or domain name
or select|# and then choose a server from the list of
registered time servers.

Specify the server synchronization Interval.
Select OK to apply and exit.

¢ If you have configured the DNS Server setting under
V Network - WAN, you can enter the time server's

domain name instead of its IP address.
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e Holiday: Designate holidays. On specified holidays,
recording takes place according to the holiday
recording schedule specified under Record Schedule.

Select the + button at the bottom of the window.

Select a date.

Select OK to apply and exit.

Holiday

Select the [X]icon to delete the existing holiday date.
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User Select the Export button to create the UPR(User
Password Reset) file. The UPR file can be used to
finding a password offline. Select the location to

Use this option to register users and assign permissions. save the UPR file and enter the file name.

- [ aowouse | |

General - Administrator SER" Export - "UPR(User Password Reset) File'
Date/Time CE
user File name J
‘Security
. ool ]
‘Self-Diagnosis
About

ot Select OK.

P

Configure Auto Login and Auto Logout settings.
ok cane

Select + Group and enter a group name. A group
name can be up to 15 characters in length.

Specify the group’s permission settings. For more
information on permission settings, refer to the
Group Permissions on page 34.

New Group
Authority
' Authority (All)

i Shutdown i
Uogads I
¥ Color Control

i System Check

¥ PTZ(Dewarping) Control

v Covert Camera View

I Factory Reset (NVR)

Cancel

Select + User and then enter a user name.

New User

Email address are required to find the Password.

User
Group  Administrator
Password
Confirm
E-mail @ -

Select a group for the user and then enter a
password. The password can be up to 16 characters
in length and may include letters, symbols, and
numbers. The e-mail address will be used as
information on password verification.

Select Apply or OK to exit.

® Group names, user names, passwords and email
can be entered using the virtual keyboard. For more

information on using the virtual keyboard, refer to
the Text Input via Virtual Keyboard on page 29

* To delete a registered user or group, select the | X
icon on the right of the corresponding user/group.
Group Administrator and User admin cannot be
deleted.

o Select the B icon next to Group & User on the
top of the screen to delete all groups and users
except Group Administrator and User admin
simultaneously.

® A password entry is required to edit existing groups
and users.

* Group Administrator's permissions cannot be
changed.

® With the User admin account, only the password
can be changed.

® When the system starts up, it will automatically log
into the account designated under Auto Login.

® The system will automatically log out of the account
if the duration of inactivity specified under Auto
Logout.
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Group Permissions

34

May shutdown the
System Shutdown system from the

system menu.

May upgrade the
Upgrade system from the

system menu (System
Setup).

Color Control

May adjust each
camera's brightness,
contrast, saturation,
and hue settings.

System Check

May view System
Check results.

PTZ(Dewarping)
Control

May control PTZ and
Dewarping cameras.

Covert Camera View

May access covert
cameras in Live and
Search modes.

Factory Reset

May reset the NVR to
all its initial factory
settings.

Setup

Camera Setup

May configure camera
settings.

System Time

May change the
system's date and time

Change )
settings.

Data Clear May clear data stored
in the system.

PTZ Setup May. configure PTZ
settings.

Covert May configure convert

Camera Setup

camera settings.

Record Setup May cgnﬁgurg
recording settings.
Self- May conﬁgure the'
. . NVR self-diagnostic
Diagnosis

settings.

Setup Import

May import previously
saved NVR settings.

Setup Export

May export current
NVR settings.

Search | Clip Copy

The user who has
permission for Clip
Copy can perform

Clip Copy. If the

user does not have
permission, Clip Copy
is not allowed but only
search is allowed.




Security

Use this option to configure security settings.

General
Use 2FA

Date/Time

Security

Storage
Self-Diagnosis

About

oK Cancel

Use 2FA

Two-factor authentication (2FA) is a method of
confirming a user's claimed identity by utilizing a
combination of two different components.

In other words, it is a method of authenticating the
registered mobile devices such as mobile phones and
smartphones on NVR for security when proceeding
settings, search and upgrade.

When you click Register, the following message will
appear.

New 2FA device

User Name  admin .

Mobile
Hardware ID

Information

Status

If you click the 'Register’ button,
2FA registration will be started.

® 2FA device registration is supported only via IDIS
Mobile app.

e Only the administrator account user can configure
this option.

® The maximum number of device that can be
registrated is 16.

Part 2 - Configuration

When the mobile device registration is complete, the
following message will appear. Click Disable 2FA at
the bottom left corner of the screen to deactivate 2FA
function via the email of an administrator user account.

2FA
User Name admin
Status
You can verify device by using IDIS Mobile.
Please wait while verifying device,
Disable 2FA

To use email authentication, the SMTP setup must be
configured. To use UPR funtion, the UPR file must be
saved in advance.

Disable 2FA
How to disable the 2FA feature(s) :
- (Online) Use E-mail verification
- (Offline) Use UPR verification
Verification Method ~ UPR(User Password Reset) File .
UPR Verification
;

- For more information on saving the UPR file, refer to
User on page 33.
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Storage Self-Diagnosis
Use this option to configure storage settings. Use this option to configure self-diagnostic settings.
s.. T ] This feature is also supported when connected to the
oatine NVR from a remote program.
User
Security
‘Storage. Syste Reports
prr— T S 7 S
2018-06-28 12:00:50 Bad - 4 error(s) -8

ousne 2 ey - o)

sty

e

Self-Diagnosis

B + Auto Generating Interval  Never

Error Recovery
oy ok S p———
Channels
e Type: Indicates the type of the installed disk. ctin
. . N ' . Run the Action...
e Capacity: Indicates the disk’s capacity.
Apply. oK Cancel

e Format: If the disk has been formatted, indicates
either Record or Not Using. If you have connected an ® Reports
unformatted storage device, the Use As value will be
indicated as Not Formatted.

- No.: Selects which reports to export.

- Time: Displays when you started the self-diagnosis.

- View a Report: Briefly displays whether the report
is“Good" or “Bad".

- + :Click the + icon at the bottom left corner of
the screen to run the self-diagnosi.

- Export: Saves the Saves the reports to a storage

o Information: Indicates if the disk is being used for
recording purposes. Disks that were used in different
systems will show up as Other. Select Information
to check the saved data’s time information or select
Delete to erase the data.

® Select Format to prepare the disk as a storage for device (USB port), by converting them to HTML
data recording. format. You can export more than one report at a
o Disks formatted with Use As set to Not Using will time by selecting multiple reports.

not be used for data recording. - Auto Generating Interval: Select any time period

e This NVR supports SATA2 HDDs. between 6 hours and 7 day5.

® The reports are stored in up to 24 files. If you have
‘/ configured Auto Generating Interval as one-day
period, only the the reports from the last 24 days

can be viewed.

o If the NVR is turned off, the reports will
automatically turn off.

® The reports are organized by recent date and time.

o FailOver: Whene a problem is detected on the target
device, click the Run the failover button to resolve
the problem.

- Target Device.: Selects which device to run the
failover.

- Channels: Select the camera channel if a camera is
set to the target device.

— Action: Select the type of action to run the failover.

— Run the failover: Click the Run the failover
button when a fail is detected on the target device
to resolve the problem.
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camera will reboot automatically.

Self-Diagnosis Report - 2018-06-28 12:00:50 enerdl

Date/Time

LSystem

User

2. Network{1]-WAN
System Information: 3. Network(2]- Video-n
A" 4. Network3) - FENIDDNS

el A7 5. Device Heallh Staus
Time : 2018-06-28 12 e

SW Version : 5.8.0 EX 5. Biago
Camera Count : 4 7. Camera Status

Internal PoE : 4

Security

Storage

Self-Diagnosis

About

Close

Once you have run failover on the camera, the camera
will reboot automatically. By selecting System,
Network, Device Health Status, Storage Status or
Camera Status, you can see the brief results of the self-
diagnosis for the target device.

V The NVR self-diagnostic report can only be viewed in
text form.

This feature is also supported when connected to the
NVR from a remote program.

We recommend clicking the Export button at the
bottom of the list, which allows you to view the reports
on a PC web browser. We also recommend scanning
the self-diagnostic report on a remote program, which
allows you to view the reports in HTML format as shown
below.

System Information:

+ Device Name : NVR_WAN_00032238960¢
« Time : 2018 06 28 12:00:5

)

evice Health Status:

o [ + T = [ 3 : [ [ [ ]
Cmnsg |00 ] o I I I |
Reotgtl | 0|0 ] o0 [N I I T |
Recoring S
Recorded Video 20180628 1111320180628 120199
Recwd Kol o
Record> Sl o
oD a1 aUie
Disk Bad. Good (0%)
'HDD Temperature Good (31.0°C)
SMART Gt
Camer Staes
% T Pt VG A T = o T
T it DCERIVRT 9542658 100 | G v
B o TR | Wnmsekn 655465 100 | Geila) 0w
3 s Yo 5 T | God(i) W
] o DEtios | 00 nisES 211 | God) R
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V Once Run the failover have made to the camera, the AbOUt

DrectnT s RO NI

and playhack e o nawork amaras o vido ncodars).

st CAUTON STATEMENT

O OPERATE THE EQUPHENT.

coprght

Apply oK Cancel

Legal Notices
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Camera Setup

Refer to the Menu Use on page 29 for basic
information on using the Setup menus.

Registration

You can register cameras at remote locales. By selecting
a number from the list, you can move the camera up

or down the list using the mouse wheel to reorder its
position. The remaining cameras will move down the list
automatically.

Device Scan

Scan the device under Registration - Scan.

Device Scan

Protocol
Mode Stop

Scanning Devices... Found 25 devices Filter |All 2 x

MNo. | MAC Address Address. Model Protocol | Name | Saws |

e [ o Tt | MAC Address Adiress

Registrtion l caML ] 1002502468 | DC-ESRIZWRX M
2 camz

General 3 cams
4 AW

169.254.84.65 DC-53283X M
169254234240 | DC-Y1514 M
169.254.147.200 DE-1108 M

Advanced Setup

Stream |
Stream 1!

Upgrade

o Title: Edit the camera’s name.

e MAC Address: Displays the camera’s MAC address
registered to the NVR.

e Address: Displays the camera’s IP address registered
to the NVR.

e Model: Indicates the camera’s model.
e Bitrate: Changes the bitrate allocated to the channel.

e Scan: Select to scan and register the device
connected to the NVR.

This feature is supported only when connected to the

NVR from a remote program.
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® Protocol: Select the protocol you wish to search for
that was used by the camera (or encoder).

e Even if the network device uses a protocol
supported by the NVR, the device itself may not be
visible for scanning and registration by the NVR. For

more information about supported network devices

and models, contact your retailer.

® The supported scan modes may vary depending on
protocol selected.

o Mode: Select the scan mode.

— Auto Scan(LAN): Lists any cameras in a LAN
environment. If Auto scan (LAN) fails to recognize
the camera, try using IP Address scan instead.

- IP Address: Enter the IP address of a camera.

The NVR scans for the camera that matches the
specified address. If you enter an IP address

range, the NVR scans for cameras falling under

the specified address range. By specifying an IP
address, you can also specify which port to use
with the Remote Admin feature. It is recommended
that you do not network the camera via DHCP
(Dynamic Host Configuration Protocol). If the
camera is networked via DHCP, the camera may
not be connected properly depending on changes
in the external network environment.

If Auto Scan (LAN) fails to recognize a camera, try using

the IP Address scan instead.

o Filter: Enter a keyword in the MAC Address / Address
/ Model / Name / Status fields for the selected camera.
This allows the user to scan this camera easily.

When configuring a port, the device may fail to scan
V if the port selected for the NVR and the port selected

for the camera differ. In this case, you must register the
camera to change its IP address.
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o No.: Select the registered camera number and click General
the Add Camera button to register the camera.

e MAC Address: Displays the scanned camera’s MAC
address. Enable/disable the covert view and rename cameras.

e Address: Displays the scanned camera’s IP address.
o THoma

o Model: Indicates the camera model. coneal can T —— e

Advanced Setup cams _ Normal .| owos2zzFiaTe2

e Protocol: Indiscates the scanned camera’s protocol. e ) P e o2 2

Stream Il

o Name: Displays the scanned camera’s IP name. wiie

e Status: The “Registered” indicates the camera is
registered to the NVR and “Not registered” indicates
the camera is not registered to the NVR.

Default oK Cancel

Login

. . . o Title: Edit the camera’s name.
If the password is set or you want to register third party

cameras, registering a device requires an authorized
user login. Live images and video recordings from cameras that
have been set as Covert 1 or Covert 2 will not be
available to users who do not have covert camera
access. Setting a camera as Covert 1 hides its images
but does display OSD information about the camera.

o Use: Set the camera as Normal, Covert 1, or Covert 2.

Select the desired deivce from the list and click the
Add Camera button, then the login window will

appear.
PP Setting a camera as Covert 2 hides its images as well
as ODS information about the camera as if it has been
Select a user, enter the password, and then select deactivated completely.
OK.
Login

Index: 1/1
MAC Address 00:03:22:1A:EC:27
IP Address  10.0.130.156
Model CRIB000VS
Name
User
Password

["] Apply to All Devices

® By selecting Apply to All Devices, you can
\/ apply the same authentication information to
all of the network devices in the list.

* When you select multiple network devices
from the list and click the Add camera button,
a window for the network device will appear.
Select Skip to skip the authentication settings
for the current network device and to display
the Authentication window of the next network
device.

® For IDIS cameras, a user and password may not
be required.
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Advanced Setup

Configure security and other advanced camera settings.

oanoral 1 g Off (None) il Unavailable | Reset _
| 2 ] Off (None) J on _ Unavailable | Resst _
* Advanced Setup 3 | Off (None) ] Unavailable | Reset
4 Off (None) J off _ Unavailable | Reset 720 _
Upgrade
0K Cancel

@ Preset
Preset - Setup
No. | Name |
1 1 J
2
3
4
5
6
7
8
VE- = =52
»aa zom || O Goto
RIS Foous @) O Edit Remove
"8 B Speed 8
[ carel ]

e Video: Adjust the camera image sensor settings such
as white balance and exposure. Configuration options
may differ depending on the camera model.

e Privacy Masking: Enable/disable and configure
privacy masking for the camera.

® SSL: Set the camera’s security level as Unavailable,
Standard, High, or Very High. Standard, High and
Very High settings apply SSL (Secure Sockets Layer)
protection to the camera.

e Reset: Resets the port or cameras.

- Factory Reset : Control the PoE Switch'’s port. This
option is available when connecting to Video In/
PoE port or using a DirectIP™ PoE Switch (optional).
Select PoE Reset to reboot the camera. It is not
supported by video encoders.

- Soft Reset : Reboots the camera.

- Factory Reset : Resets the NVR to all its initial
factory settings. It is supported by DirectIP™
cameras only.

e Mode: Select a resolution mode. This is supported by
video encoders only.

(1] (2] (3] (4]
| Preset | scan | _Patem | __tour |
0 0 _ 0 .
© PTZReset  Reset

(Drome Position  Default

@ AutoRun None Time(sec) = 10 %
© AuoPan Clockwise

0 Auto Flip  Digital

() TitRange 90~

m Restore [] Last Position & Function

Cancel

V Numbers shown below Preset, Scan, Pattern, and
Tour indicate the numbers of configured functions.
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Use the buttons below to choose a preset position.

- Directional Buttons (% & # @ » @ ¥ &):
Used to tilt and pan the camera.

- Zoom ((® ©): Zoom in and out.
~ Focus ({® (©)): Adjust camera focus to far or near.

- Speed: Specify the camera’s panning and tilting
speed.

e Set: Choose a preset number and then enter a name.
This saves the current preset under the specified
preset number and name.

® Go to: Select a preset from the list and then click Go
to to move the camera to the selected preset position.

e Edit: Used to change the selected preset’s name.

o Remove: Used to remove the selected preset.



@ Scan

Used to set up a profile for moving the camera between
two points. At least two presets must be available in
order to use the scan feature.

o B e S st st
1 scant. L2
scan2 l 23
scand 18 [a

o|~|ooslwn

A B i

Test
Edit Remove

Cangel

Set: Used to set up a scan profile.

Name
Start (Preset) 1:jj v Stop (Preset) 2: ffff
Dwell Time (sec.) {= Speed |16

Direction  Clockwise v

- Name: Enter a name for the scan profile.

— Start/Stop: Specify which presets to use as start
and stop points.

- Dwell Time (sec.): Specify how long the camera will
dwell at start and stop positions.

- Speed/Direction: Specify scanning speed and
direction.

e Test: Select a scan profile and then click Test to test it.
e Edit: Used to edit the selected scan profile.

e Remove: Used to remove the selected scan profile.

® Pattern
Used to set up a pattern profile for the camera to follow
along.

[No. | Namo |
1 g
2
3
4
5
[
7
8 o)
Wi Sk
»aa Zoom @@ Start recording
e Fos ©O
| § &  speed B

Start recording: Select a pattern number, enter a name
for the pattern, and then click OK to save the pattern.
Move the camera using directional, zoom, and focus
buttons and then click Stop recording to save the
pattern profile. You can record up to two minutes of
movement.

Part 2 - Configuration

Directional Buttons (% & # @ » @ ¥ %)
Used to tilt and pan the camera.

Zoom ((® ©): Zoom in and out.
Focus (@ Q): Adjust camera focus to far or near.

- Speed: Specify the camera’s panning and tilting
speed.
e Test: Select a pattern profile and then click Test to test
it.
e Edit: Used to edit the selected pattern profile.
o Remove: Used to remove the selected pattern profile.

@ Tour
Used to set up a tour profile of multiple functions in a
designated sequence.

tourl
tour2
tour3

PNEIEEY e

171 — -~

Edit Remove

C o e

Set: Used to set up a tour profile.

No.1

Name

Mol Functon | DwellTime sec)

1. |None d 1716

Ll bl Ead El B Eod

.1

Name

T hor ool iness) | pen |
None
None
None
None
None
None
None

BBk Rk R

oo o de ek

OK Cancel

- Name: Enter a name for the tour profile.

- Function: Indicates the order of the function in the
tour sequence.

- Dwell Time (sec.): Specify how long to perform the
selected function for.
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- Speed: Specify the preset speed.
e Test: Select a tour profile and then click Test to test it.
e Edit: Used to edit the selected tour profile.

e Remove: Used to remove the selected tour profile.

Select Apply after setting up a preset, scan,

V pattern, or tour profile to see images from the
concerned camera on the left side of the screen.
Selecting Apply or OK displays a popup screen
that indicates whether the profile has been set up
successfully.

(® PTZ Reset: Reboots the camera’s panning / tilting
and zoom settings.

(® Home Position: Specify the camera’s home position.
o Default: Uses the factory-default position as the
camera’s home position.
e Custom: Uses the user-defined position as the
home position.
e Select Set to change the home position.

@ Auto Run: Specify which action to take if the camera
has not been controlled for the specified duration of
time.

Auto Pan: Specify the camera’s panning direction.
When Auto Pan is selected from a remote program,
the camera pans in the direction selected here.

(@ Auto Flip: Automatically flips the image when the
camera tilts past 90° to prevent the objects from
appearing upside down.

e Digital: Flips the image left to right or top to
bottom.

e Mechanical: Automatically pans or tilts the
camera.

e Off: Disables Auto Flip.

Tilt-Range: Specify the camera’s tilting range.

@ Restore: Specify whether to restore the camera to
its last position or function. Enabling this option
restores the camera to its last position or function
after being restarted.
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Privacy Masking Options

10. CAM10

Privacy Masking

Select Name to rename the privacy masking area. Select
the X icon to delete the existing privacy masking area.
Select Privacy Masking Setup to display additional
privacy masking area options. You can drag on the area
with the mouse to resize it or add up to 16 different
areas.

Edit »
Delete »|

Save
Cancel

e Edit: Rename the selected privacy masking area.
o Delete: Delete the selected privacy masking area.

e Save: Save the changes and exit the privacy masking
area options screen.

e Cancel: Exit the privacy masking area options screen
without saving the changes.



Image Sensor Options

Product : DC-E3212WRX

Image Sensor Firmware Version : 1.4.0

Video Style
Backlight Compensation  Off
AutoAdjust  On
Sharpness
Noise Filter
3DNR
IRMode Auto
Refocus Mode
White LED Mode
Black & White Mode  Auto
Pivot Off
Defog Off
IR Strength  100%
Smart IR
Advanced AE Mode
Switching Level
Daytime >> Nighttime s se— 2
Nighttime >> Daytime
Mirror (I Horizontal
Vertical

e Product, Firmware Version: Displays the camera
model name and firmware version.

Video Style: Select TV1 Color or PC Color.

e Backlight Compensation: Enable/disable Backlight
Compensation. If enabled, objects are exposed
brighter in backlit situations.

Auto Adjust: Selecting Auto allows the system to
assess the lighting conditions and adjust the setting
automatically. Selecting Manual allows the user to
adjust the setting manually.

e Sharpness: Adjust the sharpness level. Adjust the
contours to make the images look sharper. Increasing
the value raises the sharpness level, but using too
high a value can result in unwanted noise.

o Noise Filter: Select the noise filter level. Noise filter
can reduce the noise in images taken under low-
lighting conditions. Increasing the value reduces the
noise, but using too high a value can result in blurry
images.

e 3DNR: Enable/disable 3DNR (3D Noise Removal).
3DNR reduces background noise in images taken
under low-lighting conditions. 3DNR does not
produce blurry images like Noise Filter but can result
in ghosting.
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o IR Mode: IR Mode blocks out the infrared spectrum.

You can ensure clear images at all times by blocking

out the infrared spectrum in high-lighting conditions

and allowing the infrared spectrum to pass through in

low-lighting conditions.

- Daytime Mode/Nighttime Mode: Enable/disable
IR Mode.

- Auto: Allow the system to enable/disable IR Mode
automatically.

- Schedule: Set up the IR Mode schedule. IR
Mode is disabled for all days and times that are
designated as Daytime in the schedule and is
enabled at all other times.

\/ Some camera models may not support the
Schedule function.

o White LED Mode: Clicking on/off enables or disables

White LED lighting when motion is detected by the
PIR sensor. Also clicking auto allows the system to
enable/disable White LED mode automatically.

o Black & White Mode: Display the images in greyscale

for greater clarity in low-lighting conditions.

- On/Off: Enable/disable Black & White Mode.

- Auto: Allow the system to enable/disable Black &
White Mode automatically.

- Schedule: Set up the Black & White Mode
schedule. Black & White Mode is disabled for all
days and times that are designated as Daytime in
the schedule and is enabled at all other times.

Pivot: Enable this option and choose the direction of
the pivot. You can turn the image by 90 degress in the
clockwise or counterclockwise direction. This feature
is particularly effective when monitoring hallways,
passages, and other confined spaces.

Defog: Disables or enables the Defog feature. When it
is enabled, image with a fog is adjusted.

IR Strength: Adjust the IR LED’s brightness level.
Select a brightness level manually between 0%
(darkest) and 100% (brightest). Selecting Auto(Smart
IR) allows the system to control the IR LEd's brigtness
level automatically.

Smart IR: Help solve the problem of infrared LEDs
whiting out images, such as people's faces, when they
are too close to the IR LEDs of a night vision camera.
In this case, the image is adjusted through AE control.
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e Advanced AE Mode: Select desired setup mode
between Normal and Number-ldentification. In
Number-Identification mode, when a certain area
of images is too bright due to backlight under low
lighting conditions and it causes the other area to
be too dark, this function provides the other area of
images brightly and clearly by blocking the backlight
in the certain area. Dark parking lot entrances and
gas station entrances at night, for example (Local
Exposure compensates for the bright light coming
from incoming vehicle headlights and makes it
possible to see the license plates). When setting to
the Number-ldentification mode, some option
settings will be adjusted automatically, and you
cannot change them as long as the Setup Mode is not
changed.

e Switching Level : Controls the changing time
of daytime / nighttime mode, depending on the
Switching Level between 1 to 10. The higher the
value is, day / nighttime mode is changed under
high-lighting conditions. Also the lower the value is,
day / nighttime mode is changed under low-lighting
conditions.

e Mirror: Select Horizontal or Vertical to flip the image
horizontally and/or vertically.

Select Apply after setting up a camera to see images
\/ from the concerned camera on the left side of the
screen. Selecting Apply or OK displays a popup screen
that indicates whether the camera has been set up

successfully or not.
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White Balance Options

Product : DC-D1122FR
Firmware Version : 1.2.4

Preset
Auto -

Manual
Red Gain = s—

Blue Gain = s—

Cancel

® Preset: Use preconfigured white balance settings.

- Auto: Allow the system to adjust the white
balance automatically. The system will assess the
lighting conditions and adjust the white balance
automatically.

- Incandescent - Fluorescent Cold: Select a lighting
type to apply the appropriate white balance.

o Manual: Adjust the white balance manually. Adjust
Red and Blue gain values. Greater the value, greater
the intensity of the corresponding color.

Select Apply after setting up a camera to see images
from the concerned camera on the left side of the
screen. Selecting Apply or OK displays a popup screen
that indicates whether the camera has been set up
successfully or not.



Exposure Options

Product: NIA
Firmware Vorsion : NIA

Exposure Control

Shttor Speed msee % - 100 see. 2

Gancel

e AE Target Gain: Specify exposure compensation’s
target gain. Exposure is compensated automatically
based on the specified target gain. Higher the gain,
brighter the images.

e Local Exposure: Activate Local Exposure. Use Local
Exposure on images that appear too dark due to
backlighting conditions and on images containing
over-exposed sections. Greater the value, clearer the
image. e.g.) Dark parking lot entrances and gas station
entrances at night (Local Exposure compensates
for the bright light coming from incoming vehicle
headlights and makes it possible to see the license
plates).

o Anti-Flicker: If the lights in the area where the
camera is located use alternating current, specify
the frequency of the lights to minimize flickering.
Matching the frequencies can eliminate flickering
completely. (NTSC: 60Hz, PAL: 50Hz).

o Slow Shutter: Activate Slow Shutter. The slow shutter
mode functions only under low lighting conditions.
When the slow shutter mode is enabled, images
are displayed bright even under the low-lighting
conditions. There may be a difference in the way it
functions depending on the camera model. See the
camera user’s manual for details.

e Focus Mode: Used to change the focus movement
format as Auto/Manual/Semi-Automatic. It may not
be supported depending on the device.

e WDR: Disables or enables the WDR (Wide Dynamic
Range). When the very dark and very bright areas
exist simultaneously on the screen, WDR allows you to
recognize the both areas.
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o IRIS: Depending on the camera type, the user can
select DC-IRIS or P-IRIS.

- DCIRIS
— OFF : Select this if a manual IRIS lens is mounted
on the camera.

— DC-IRIS (Auto) : Select THIS IF A DC-type auto
IRIS lens is mounted.

- P-IRIS
— P-IRIS (Auto) : The system will assess the lighting
conditions and adjust the openness of IRIS
automatically.

— P-IRIS (Fix) : Use the slider to select the desired
openness of IRIS. Select the most suitable value
for the lighting conditions in the area where the
camera is located.

o Shutter Speed Control: Adjust Shutter Speed. This
option is available only when Anti-Flicker and Slow
Shutter are both set to Off.

— Auto: The system will assess the lighting conditions
and adjust the shutter speed automatically.

- Manual: Use txhe slider to select the desired
shutter speed. Select the most suitable minimum
and maximum shutter speeds for the lighting
conditions in the area where the camera is located.
(1/30 to 1/8000)

Select Apply after setting up a camera to see images
from the concerned camera on the left side of the
screen. Selecting Apply or OK displays a popup screen
that indicates whether the camera has been set up
successfully or not.
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View Options

Product : DC-Y1513W
Firmware Version : 1.1.0

Type Ceiling

Mode  Original

Cancel

o Type: Selects the camera view.

e Mode: Selects the screen layout in live mode.

* Dewarping feature is not supported when mode is
v set to the original.

® When changing the view mode, the resolution will
be applied automatically.

Miscellaneous

1.CAM1

Product : DC-E3212WRX
Firmware Version : 14.0

Image Stabilizer
Video Out  NTSC

Cancel

o Image Stabilizer: Activate Image Stabilizer. The
Image Stabilizer reduces blurring caused by camera
shake that results from external conditions such as
the wind.

e Video Out: Select NTSC or PAL as the method of
camera analog video output.
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Stream |

Camera
Camera Channels : 1. CAML g » =0
General

Advanced Setup
Bitrate Status : 41Mbps (Allocation : SMbps) Setup

I LivelRemote Video Profle
Stroam I

| ___Quliy | VBRICBR | ips | _Biato |
Stream 1 H.285 . 1920x1080 _ High _/VBR .30 41Mbps
Stream 2 H.265. _ 640x360 | Very High _VveR J30 | 1smbps
Stweams |H285  Ba0x80  Very High JVBR 5 ombps

Upgrade

Record Video Profile
|| vidsoProfie | Codec | Resolution | Qualiy | VBR/C8R |ips._Birato |
Profile 1 Custom |H265 10201080 _ Very High . veR 15 3embps
Profile2 Custom 265 |1920x1080 _ Very High - VBR 10 | 30mbps
Profile3 Custom  |H265 19201080 _ High . VBR .5 . Lembps
Profile 4 Custom  |[H265 19201080 _ Standard _VBR 21 oembps

oK Cancel

Configure the camera’s live and recording resolution,

codec, picture quality, transfer speed, and ips speed

settings.

e Camera Channels: It’s possible to configure a unique
video profile for each camera.

o Bitrate Status: Display the highest value of stream.
Click the Setup button to change the allocation for
each channel. For more information on bitrate, refer
to Camera View Buttons on page 17.

B0 : Apply the video profile settings of the camera
selected under Camera Channel to a different camera.

o Live/Remote Video Profile: Check the current Live
video picture quality and edit remote video profile
settings.

Record Video Profile: Set up 4 recording quality
profiles.

e Video Profile: Select Stream 1, Stream 2, Stream 3,
or Custom (available from Record Video Profile only).

- Codec: Supports H.264 and H.265.

- Resolution: Select a resolution supported by the
camera. Maximum available resolution is chosen
automatically based on the selected video profile.

- Quality: Select Very High, High, Standard, Basic,
or Manual. You can assign different Quality settings
to different cameras.

- VBR/CBR: Select VBR or CBR. Transmitted data size

varies depending on the amount of movements in
the images with VBR but is fixed with CBR.

— ips: Select a value between 1 and 30. Maximum ips
is determined automatically based on the selected
video profile.

- Bitrate: Displays the bitrate value of each stream.

The bitrate is determined by the codec, resolution,
‘/ quality, and IPS settings. Settings beyond the

channel's assigned bitrate are limited.



Stream Il

Lo FaiovrPofls | nolgecoms T—
1 off A off J

2 | Profile1 ] off | off
3

[

Advanced Setup

4
Stream |

Stream I

Upgrade

oK Cancel

Configure the camera’s failover profile, intelligent codec

and MAT settings.

o Failover Profile: Select a video profile for the smart
failover recording.

o Intelligent Codec: Lower bitrate by using the
intelligent codec.

® Some camera models may not support the
v Intelligent Codec function.
® When using intelligent codec function, the
start of some functions, such as clip copy or clip

attachment can be changed to an earlier point
than the selected point.
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o MAT Setup : Select the MAP Setup option to use the
MAT (Motion Adaptive Transmission) function during
video transmission and recording.

+ When the MAT (Motion Adaptive Transmission)
\/ function is active, the associated VA device may
not work properly.

+ Itis recommended that you do not use the MAT
function of the associated camera to increase the
accuracy of the image analysis.

+ Some camera models may not support the MAT
function.

* MAT function(Motion Adaptive Transmission)
reduces bandwidth overload and saves storage
capacity by reducing the frame rate of the video
during periods of inactivity. The user can select the
period of sustained inactivity which triggers this
function by adjusting Inactivity Period.

MAT

MAT

Sensitivity
Inactivity Period e —
Frame Rate Stream 1
Stream 2
Stream 3
Stream 4

e Sensitivity : Set the motion detection sensitivity.

Higher values will result in more sensitive motion
detection.

o Inactivity Period : Set the Inactivity Period. If motion

is not detected for the duration of time specified,
video is transmitted and recorded using the frame
rate designated below until movement is detected
again.
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Upgrade Record Setup

Refer to the Menu Use on page 29 for basic

Select the corresponding upgrade package from the . . -
information on using the Setup menus.

storage device connected to the NVR's USB port in the
USB search window.

camera Lo P rion e bogmie x|
o 2 oo 100 ]
S e u., . General
4 DE-1108 211 d
svant
srvmt
Configure general recording settings.
ecord
4  Recycle
General
Event Record Dwell 5 sec.
Schedul
i Auto Deletion — 0 < Never
e cvent Limit Time-L i 0% Never
+ Recording Failover Service
+ Use Panic Recording.
oK Cancel Panic Recording Duration o Limit

Video Profile  Profile 1

¢ If an upgrade attempt fails, an upgrade failure
\/ message will be displayed. Refer to Error Code

Types in the installation manual for more details.

Defauit oK Cancel

® The camera will reboot after the upgrade and then

reconnect automatically. e Recycle: When the recording disks become full,

the system overwrites existing data with new data,
starting with the oldest first. If Recycle is disabled,
recording will simply stop when the recording disks
reach their maximum capacity.

Event Record Dwell: If linked recording is designated
as an event-triggered action, recording takes place for
the duration specified under this setting.

Auto Deletion: Configure this option to delete
recording data automatically after the specified
number of days has elapsed. Select between 1 day
and 999 days.

To disable Auto Deletion, select Never. If enabled,
A recording data will be stored on the NVR for
the specified number of days and then deleted
automatically. Expired recording data are deleted
automatically at midnight and will be deleted even if
the system reboots or the Auto Deletion setting has
been changed.

o Limit Time-Lapse Recording: You can store event
recording data for longer. If you do not wish to use
Limit Time-Lapse Recording, select Never. This
function is activated when data has been stored for
longer than as configured because the recording
disk has sufficient capacity and saves new data by
overwriting Time Lapse Recording data that are
older than as specified under Recycle mode.
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e [f the recording stored on the disk is shorter than
the duration specified under Limit Time-Lapse
Recording, the older of Event Recording or Time
Recording data is deleted first.

The system's recording time may change depending
on recording quality, resolution, motion, and other
configurations made by the user. The duration
specified under Limit Time-Lapse Recording may
not be guaranteed in certain situations.

e Recording Failover Service: When the network
error has recovered, images temporarily stored in the
camera's buffer memory can be recorded to NVR.

e Use Panic Recording: Enable/disable Panic
Recording.

e Panic Recording Duration: Disable Panic Recording
automatically. Select between 5 mins and 1 hr. If you
do not wish to disable the feature automatically,
select No Limit.

e Video Profile: Select a recording profile value for
Panic Recording.

Schedule

Record

General

‘Schedule

Pre-Event

ecord
General
Schedule

Pre-Event
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1Al

¥ Schedule On

‘Simple Mode

| vode | Chamnels | settngs ___| x |
Jes [ 14 | X

00:00 ~ 24:00

Default...

oK Cancel

<Simple Mode>

1A

Default

 Schedule On

Advanced Mode

00:00~24:00 Camera: 1-4 % e

Default.

[ o Y ca

<Advanced Mode>

Disabling Schedule On suspends schedule recording
regardless of the schedule and displays the @ icon on
the upper left corner of each camera screen. Pressing
the Panic Record button displays the q icon and
commences panic recording.

Set Record Schedule mode as Simple Mode or
Advanced Mode. Advanced Mode allows you to
configure a unique recording schedule for each event.

Select the X icon to delete a schedule.

® Changing the recording schedule mode suspends
all active event-linked actions.

e Select the + button on the bottom left of the screen
to add a schedule. Select Day to specify the Day
setting or select All. Select Scope to specify the
time frame.
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Simple Mode Options

o Mode: Select No Record, Time, Event, or Time &
Event.

No
Record

Unless the Panic Record button is
pressed, no recording will take place
during the scheduled time frames on the
scheduled days.

Time

The @ icon appears on the upper

left corner of the screen. The @ icon
appears at scheduled times to indicate
recording is in progress.

Event

The (&) icon appears on the upper

left corner of the screen. The @ icon
appears when the specified event occurs
to indicate recording is in progress.

If Pre-Event is enabled, the €)) and

@ icons appear when recording is
not in progress, or the &@) and @
icons appear when an event occurs
and recording is in progress.

Time &
Event

The @ icon appears on the upper left
corner of the screen and recording
commences as per the video profile
selected for time under Setup. When
an event occurs, the icon changes into
&%) icon and recording commences as
per the video profile selected for events
under Setup.

e Channel: Select which cameras to apply the schedule

e Settings: Select to configure default recording profile

to.

values for Time Lapse and Event Recording modes.

Schedule 1 - Settings

T o | vidso rofie

Time Profile 1

I =T TR profile 1

o TN

50

Advanced Mode Options

Select to configure event types and video profiles.
o Type: Event-specific and time recording icons are as
follows:

Time Lapse .
® (Time) gn Trip Zone
Motion .
* Detection B Tampering
bead Video Loss (<) Recording Fail

o Video Profile: Configure the profile to use for
recording.

o Dwell: Specify how long to record for after a
corresponding event occurs.

® Upper-tier schedule's settings apply to
unconfigured channels.
e |f multiple events take place on a specific channel
and different Video Profile and Dwell Time settings

apply, highest settings apply to all event-linked
recordings.
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Pre-Event Event Setup
When an event occurs, enabling this option includes Refer to the Menu Use on page 29 for basic
the specified duration prior to the event in the event- information on using the Setup menus.

triggered recording.

e e L o]
General L CAN
Schedule 3.CAM3
= System_Event
Use this option to configure system event settings.
i |
m Event System Never i a8 B
Boot Up a8
Video-Analytics - Shutdown a
Panic Record
Check Recording off o
Disk Almost Full 90% [ ]
Default Apply 0K Cancel Disk Full =]
: o e e a
® No.: Select which cameras to apply Pre-Event to. (LI s
No Storage Found 5]
e Video Profile: Select a video profile for the recording. Conesal i N
o Dwell: Specify the duration of pre-event recording
data.
Default 0K Cancel
¢ If no event mode schedule exists in the schedule, a e Settings: Configure when and what the system
warning message prompting you to add an event should monitor for.

mode schedule will be displayed. e Actions: Configure notification (email, LAN1 through

® The warning message will appear even in Time & 5, push, alert window) settings.

Event mode.
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Monitoring Options

Define monitoring times. If self-
diagnosis is not performed on a

Monitors disks that support

System . .
4 regular basis, the system will assume
an error.
Bootup, Define bootup, restart and
Restart, shutdown actions.
Shutdown

Panic Record

Define panic recording actions.

The system will assume an error if
the system has been scheduled to
record normally but recording does
not take place during scheduled
intervals.

Select Schedule On and then
\/ configure the days of the week,
times, and monitoring interval.

Select the + button on the
bottom left of the screen to add

2L S.M.A.RT. and notifies the user if a
S.M.A.R.T. . .
disk error is detected.

q It will be highlighted when the NVR
B (EiiE] reboots after the hard disk drive has
Change

been replaced.
No Storage It will be highlighted when no hard
Found disk drive has been connected.
Invalid PW y 9 9P

for consecutive attempts.

;hede, a schedule. Select| X icon to
ecording delete the schedule.
Check Recording
[ISchedule On
always report
| —
| [ |
| [ |
| [ |
| | |
[ __cancel |
Disk Almost Generates an eve.nt if the dI.Sk
Full reaches the specified capacity (80%
t0 99%).
Generates an event when all disks
Disk Full reach their maximum capacity.
Generates an event when the
Disk Bad specified percentage of the disk
becomes damaged. Set to between
10% and 90% in 10% intervals.
. Specify the threshold temperature.
Disk . .
Once any disk reaches this threshold,
Temperature

the system will issue an alert.
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® For system events, only an e-mail notification of
v actions can be selected.

® In order to use the Notify(Callback) feature, the
NVR must be registered to the remote program on
the receiving PC's end.

Camera System

Use this option to configure camera event settings.

Video Loss

Camera System
s ofevents that ccur i came

ra except video analysis,

Recoring Fil

oK Cancel




System Event

Camera System B

Camera System_Video Loss

1 20sec.
2 20500
3 |20sec.
4 |20sec.

Video Loss

Recording Fail

Video-Analytics

Analog
Ignoring Interval 017 sec.

Use Ignoring Time

Part 2 - Configuration

Camera System_Recording Fail

Event
System Event
Camera System
Video Loss

Recording Fail

Video-Analytics.

faro " acivaiontine s ]
S e i )
e
—

Default oK Cancel Dofault oK Cancel

e Activation Time: Specify how long video loss has
to last in order for it to be considered as an event.
When the video loss is not detected for the specified
duration of time, it will not be considered as an event.

e Activation Time: Specify how long recording fail has
to last in order for it to be considered as an event.
When the recording fail is not detected for the

® anevent.
e Actions: Specify which actions to take when a Video

e Actions: Specify which actions to take when a
Loss event occurs.

Recording Fail event occurs.

Record: Specify which cameras to begin linked
recording on when an event occurs. If the schedule
is set to Event or Time & Event mode, the selected

- Record: Specify which cameras to begin linked

recording on when an event occurs. If the schedule
is set to Event or Time & Event mode, the selected

cameras will begin linked recording when an event
occurs.

cameras will begin linked recording when an event

occurs.

- Notify: Configure to be notified of events by Mail,
LAN1 through 5, Push, and/or Alert Window.

- PTZ: Moves the PTZ camera to a specific preset
position when an event occurs.

- Notify: Configure to be notified of events by Mail,
LAN1 through 5, Push, and/or Alert Window.

- PTZ: Moves the PTZ camera to a specific preset
position when an event occurs.

- Event Monitoring: Selects the cameras to monitor
when an event occurs.

e Ignoring Interval: The system does not produce
event log entries or issue remote notifications for
video loss detected for the time specified after the
initial video loss was detected. Set the value between
0.1 and 15 seconds or choose Never. This is supported
only when video encoders are connected.

- Event Monitoring: Selects the cameras to monitor
when an event occurs.

In order to use the Callback feature, the NVR must be
registered on the remote program.

In order to use the Callback feature, the NVR must
be registered on the remote program.

e Use Ignoring Time: Select Time Setup to specify
the time to ignore video loss detection. Video loss
detection will be disabled for a specified time period.
This is supported only when video encoders are
connected.
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Video-Analytics

Itis a list of events that occur video analysis. Video-
Analytics methods are Motion, TripZone, and Tampering.

Event Video-Analytics
i cccur duting video ar

list o events tha

System Event

Camera System -

E@W” A Eventhat osurs donis deece ‘-

Tipzona
TripZone

Tampering =

Tampering

- You can use the mouse to drag the zone and then select,
clear, or reverse the selection.
From the zone selection screen, right-click on the mouse
to open up the Zone Setup menu.

Select

Clear

Reverse

lect All
Video-Analytics_Motion ETEZ:ZEI]

Dofault oK Cancel

Reverse All

OK
Cancel
vwmy.m 2 - Select: Confirm the block selection in the selection

Ignoring Interval 2 sec. o Daytime Setup...

ot window.

TripZone

Tanpwing — Clear: Clear the block selection in the selection
window.

Exont Jmo_ | sensiivity | zone | Wi Blocks | Ete_ | Acons __]
v1 313 @0 YR Bo. [} J

Systom Event

— Reverse: Clear the blocks selected within the
selection window and select all unselected blocks
within the selection window.

Default Apply oK Cancel

- Select All: Select all blocks.rmn
e No.: Select which cameras to apply Motion Detection

to.

— Clear All: Clear all block selections.

- Reverse All: Clear all selected blocks within the
screen and select all unselected blocks within the
screen.

e Sensitivity: Set daytime and nighttime sensitivity
settings between 1 (Low) and 5 (High).

Motion Detection 1- Sensitivity - OK: Save the changes and exit the menu.
Daytime 3 . - Cancel: Exit the menu without saving the changes.
Nighttime 3 v
[ cancel |

e Zone: Define the motion detection block.
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e Min. Blocks: Motion needs to be detected in more
than the specified number of blocks in order to
trigger a Motion Detection event. You may select a
value between 1 and the number of blocks selected
under Zone for daytime and nighttime, each.

Motion Detection 1 - Min. Blocks

Daytime 15
Nighttime =

e Etc: Select Etc to detect an event on PTZ movement.

Motion Detection - Etc.

¥ Detecting motion in PTZ movement

e Actions: Specify which actions to take when motion
is detected.

- Record: Specify which cameras to begin linked
recording on when an event occurs. If the schedule
is set to Event or Time & Event mode, the selected
cameras will begin linked recording when an event
occurs.

- Notify: Configure to be notified of events by Mail,
LAN1 through 5, Push, and/or Alert Window.

- PTZ: Moves the PTZ camera to a specific preset
position when an event occurs.

- Event Monitoring: Selects the cameras to monitor
when an event occurs.

In order to use the Callback feature, the NVR must be

registered on the remote program.

Part 2 - Configuration

e Ignoring Interval: The system does not produce

event log entries or issue remote notifications
regarding motion detected for the time specified
after the initial motion was detected. Set the value
between 1 sec and 5 secs or choose Never.

- Ignoring Interval does not affect motion detection
recording.

e Daytime Setup: Specify when daytime starts and

ends. Adjust the time frame in 15-minute increments.

Times outside the specified range will be assumed as

nighttime by the system.

Daytime Setup

Daytime 09:00 ~ 18:00
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Video-Analytics_Trip Zone

Event o

i a3 i 330
:

e :

System Event

Video-Analytics
Ignoring Interval 2 sec.
Motion

TripZone

Tampering

Default Apply 0K Cancel

Daytime Setup...

| actons |
] 53 ,

e No.: Select which cameras to apply Trip Zone to.

e Sensitivity: Set daytime and nighttime sensitivity
settings between 1 (Low) and 5 (High).

e Zone: Define the motion detection block.

[= = = = = = = =]

You can use the mouse to drag the zone and then select,

clear, or reverse the selection.

From the zone selection screen, right-click on the mouse

to open up the Zone Setup menu.
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Select
Clear
Reverse
Select All
Clear All

Reverse All
Trip Direction »
OK
Cancel
- Select: Confirm the block selection in the selection
window.

— Clear: Clear the block selection in the selection
window.

- Reverse: Clear the blocks selected within the
selection window and select all unselected blocks
within the selection window.

- Select All: Select all blocks.

— Clear All: Clear all block selections.

- Reverse All: Clear all selected blocks within the
screen and select all unselected blocks within the
screen.

— Trip Direction: Define in which direction the
motion has to occur in order for it to be considered
an event. Select In for movements from outside the
selection area in or Out for movements from inside
the selection area out.

- OK: Save the changes and exit the menu.

- Cancel: Exit the menu without saving the changes.



e Actions: Specify which actions to take when Trip Zone
is detected.

- Record: Specify which cameras to begin linked
recording on when an event occurs. If the schedule
is set to Event or Time & Event mode, the selected
cameras will begin linked recording when an event
occurs.

- Notify: Configure to be notified of events by Mail,
LAN1 through 5, Push, and/or Alert Window.

- PTZ: Moves the PTZ camera to a specific preset
position when an event occurs.

- Event Monitoring: Selects the cameras to monitor
when an event occurs.

In order to use the Callback feature, the NVR must be
registered on the remote program.

o Trip Zone Ignoring Interval: The system does
not produce event log entries or issues remote
notifications regarding Trip Zone events detected
during the specified time following the initial Trip
Zone event. Set a value between 1 sec and 5 secs or
choose Never.

Trip Zone Ignoring Time does not affect Trip Zone
recording.

e Daytime Setup: Specify when daytime starts and
ends. Adjust the time frame in 15-minute increments.
Times outside the specified range will be assumed as
nighttime by the system.

Part 2 - Configuration

Video-Analytics_Tampering

= B | sensitvty ] ActvationTime L Actons

System Event 1 3 1see ) 3 0
2

Camerasystem ~ 3

4
Video-Analytics

Use Ignoring Time
Motion

Tripzone

Tampering

Default Apply oK Gancal

® No.: Select which cameras to apply Tampering to.
e Sensitivity: Set to between 1 (Low) and 5 (High).

o Activation Time: Specify how long tampering
detection needs to last in order for it to be considered
an event. Tampering detections that do not last for
the specified duration of time will not be considered
as events.

e Actions: Specify which actions to take when
Tampering is detected.

- Record: Specify which cameras to begin linked
recording on when an event occurs. If the schedule
is set to Event or Time & Event mode, the selected
cameras will begin linked recording when an event
occurs.

- Notify: Configure to be notified of events by Mail,
LAN1 through 5, Push, and/or Alert Window.

- PTZ: Moves the PTZ camera to a specific preset
position when an event occurs.

- Event Monitoring: Selects the cameras to monitor
when an event occurs.

- In order to use the Callback feature, the NVR must be
registered on the remote program.

e Use Ignoring Time: Select Time Setup to specify
the tampering detection ignore time. Tampering
detection will be disabled during the specified time
frame.
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Network Setup

Refer to the Menu Use on page 29 for basic
information on using the Setup menus.

General

Enable SSL for Transferring Data

Network Bandwidth Limit 20.0Mbps © (Max 20.0 Mbps)

Firewall

oK Cancel

e Enable SSL for Transferring Data: Applies SSL
(Secure Sockets Layer) protection on remote viewing
and recording data transmissions.

o [f using the SSL feature, it will not be possible to
v connect to the NVR from a remote program or a
network keyboard that does not support SSL.

® Changing the SSL setting temporarily severs all
remote connections to the NVR in order to apply the
change.

¢ This product contains content developed by
OpenSSL Project for use in Open SSL Toolkit (http://
www.openssl.org/).

e Network Bandwidth Limit: Configure the bandwidth

limit.

If you configured Network Bandwidth Limit, the live
video may not display smoothly in a remote program.
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Designate the IP address type as Manual or DHCP.

Manual

Network

General Type  Manual

1P Address 1621681120
MAC Address 00:03:22:38:9B:9C

wan
EEN Gateway 1921681254
Firewall ‘Subnet Mask 255.255.255.0

DNS Server 8888

Remote Port 8016 © B (1024 ~ 65535)

Use UPIP

Ping Test

oK Cancel

e Set Type to Manual.

Manual lets you configure related settings manually.

Configure IP Address, Gateway, and Subnet Mask
settings manually using virtual keyboard's arrow
buttons.

o DNS Server: Enter the DNS server’s IP address. The
IP address can also be entered using the virtual
keyboard.

o Remote Port: The port used by the remote program
to connect to the NVR. Choose a value between 1024
and 65535. The port number can also be entered
using the virtual keyboard.



e Ping Test: Select to test the current WAN settings you
made.

Network Test
Network Address | 192.168.1.254 J Default

Test Count B Run
Test Result

See More

Transmission Status
Round-Trip Status

Enter the IP address of the NVR.

Adjust the frequency of the ping test.

Select Run to do the test. The test result is displayed.

Select Close to exit.

e |f using a firewall, select Change Port to change the

port number to one that is permitted by the firewall.

® Changing the port temporarily severs the NVR's
remote connection.

Remote point IP and port settings on the remote
program must also be changed in order for it to
connect to the NVR.

® To use the UPnP (Universal Plug and Play) feature,
select Use UPnP. If using an IP router (or NAT), UPnP
service allows the device to automatically forward the
port to the NVR.

e This port is used to access a port that has a private
IP address.

® In order to use the UPnP service, the IP router (or
NAT) must support UPnP port forwarding and have
the relevant options enabled.

® Port number cannot be changed with Use UPnP
selected.

e Status: Indicates the number of the port forwarded
by the IP router (or NAT) to the NVR via UPnP service.

Part 2 - Configuration

Type DHCP

Not ready
Firewall

Test v Auto

Remote Port 8016 ° B (1024 ~ 65535)

Use UPNP

Ping Test

Apply oK Cancel

Select DHCP and then Save to retrieve IP address and
other network settings automatically from the DHCP
server. Once the network settings have been retrieved,
the NVR’s current IP address is displayed in the IP
Address field.

® It may not be possible to retrieve the IP address if
\/ there is no DHCP server. If this is the case, contact
your network administrator.

® With DHCP, the NVR's IP address might change with
each startup.

There is a limit to the number of users allowed to
A connect remotely at the same time. Contact the
service center for more information.

When registering nvr with the Idis mobile application,
\/ you can easily enter the IP address by using the QR

code
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FEN

If using a dynamic IP address, FEN service makes it easy
to connect to the NVR from a remote program without
having to configure dynamic IP or router settings.

Network

¥ Use FEN
[

FENName | 0056-156-156 _ Check
WAN

FEN FEN Sorver  fonidisglobal.com
Port 10088 B (1024 - 65535)

Firewall
Help Desk support@idisglobal.com

Status

Please wait until the FEN service status is updated.
- This work may take up to several minutes.

Apply oK Cancel

e Use FEN: Check if you wish to use FEN service.

o FEN Name: After entering the NVR name you wish
to register on the FEN server, check and register the
entered name. This is a unique NVR name that will be
registered on the FEN server.

® You will not be able to save FEN settings unless you

click on the Check button next to the NVR Name
field and check the entered name's availability.

® You will be prompted with an error message if you
do not enter NVR name or enter a name already
registered to the FEN Server.

® If you leave the FEN name blank, it automatically
changes to the default name.

o FEN Server: Enter the FEN server’s IP address or
domain name.

If you have configured the DNS Server setting under

Network - WAN, you can enter the FEN server's
domain name instead of its IP address in the FEN
Server field.

e Port: Specify the FEN server’s port number.
If using an IP router (or NAT), port configuration and
\/ other network functions will depend on the usage
method of the IP router (or NAT).

e Status: Used to check the status of the device being
registered to the FEN server.

Select Save after making changes to register the NVR'’s
name to the FEN server.
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If FEN has been configured correctly, the FEN server's
help desk information will be displayed in the Help
Desk field the next time you access the FEN Setup
screen.

When registering nvr with the Idis mobile application,
you can easily enter the IP address by using the QR
code.



Firewall

Setting up a customized firewall rule set, it allows or
denies access such as specific MAC address, IP address
and receiving network port of the NVR.

 Use Firewall

¥1 | DROPINIPVA10.0.1(@ etho | RULE 1

Apply oK Cancel

Select Use Firewall to activate firewall function. Click
the + icon at the bottom of the list to set up a firewall
rule.

New Rule

Title RULE1
Type  IPv4
Action  DROP
Interface ~ eth0 : WAN (NETWORK CLIENT)

)

P 1001

o«

o Title: Edit the name of the rule.

e Type: Set the IP adddress, the MAC address or the
network port.

e Action: Select which actions to apply this firewall rule
to.

- Drop: Discard the packet that matches all the
specified conditions.

- Reject: Deny the packet that matches all the
specified conditions and send back an ACK packet
telling it that the "packet was dropped" to the
sender.

— Accept: Allow the packet that matches all the
specified conditions.

o Interface: Specify the ethernet interface. It refersto a
WAN (Network Client) or VIN (Video-In).

e Mac Address: If the rule is set to MAC address, enter
the sending MAC address

o IP: If the type of the rule is set to IPv4 or within the
IPv4 scope, enter the sending IP address.

e Port: If the type of the rule is set to port or within the
port scope, enter the receiving network port number
of NVR.
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Notification Setup

Schedule

Select the + icon at the lower left corner of the screen to
add a notification schedule.

Schadule [ho. | bay | Range
1 Al 00:00~24:00

[ | x |
(111, %159, & IET"
Callback

Mail

Push

+ ‘Summary Email Interval - Never

Defaut oK Cancel

e Day: Add different schedules for different days of the
week.

e Range: Change the event notification time frame.

o Notify: Select which notifications to generate when
an event occurs. Select Mail, LAN 1 through 5, Push,
and/or Summary.

® |n order to use the Notification (Callback) feature,
\/ the NVR must be registered on the remote program.
e Select the X icon to delete the existing schedule.

o Summary Email Interval: Transmit event summary
emails to a remote destination at specified intervals.
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Callback

Configure Callback settings.

 No. Address Port

Schedule 1

2
Callback

3
Mail 4

5
Push ]

Default oK Gancel

Enter the IP address of the receiving server and set
Retry to between 1 and 10 in case of connection failure.

Mail

Configure Mail settings.

Schedule - || Recipient Attach Type |
Default Group - None a

Callback

Mail

Push

+Group. +Mail SMTP Setup.

Default oK Cancel

e +Group: Add a recipient group and select the image
file format attached to an email.

New Group - mail group_1

aroup

Attach Type None -

Cancel

A virtual keyboard appears allowing you to enter the
Group name. When selecting MP4, the NVR will attach
the event detected image file (MP4 format) to an email.
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o +Mail: Add a mail recipient

Select the group name and then assign the Group to
Recipient. Enter the the recipient's e-mail address and
mail server provider. Select the # icon to select the mail
server provider from a list ot registered SMTP mail server
providers.

Recipient 1
Group  Default Group

Name

Address e _*

The recipient's mail address must be in the correct

email format and contain the @ symbol.

Select the Attach Type to attach event recordings
to outgoing mails to an account that belongs to that

group.
Select the [X]icon to remove the account and added
group.



SMTP Setup

Select SMTP Setup at the bottom right corner of the
screen to configure an SMTP server.

Select the SMTP server Type.

Enter the SMTP Server’s IP address or domain name
and then configure the Port and Sender settings.

SMTP Setup

e Manual
SMTP Server

Port =3
UseSSLTLS  None

Authentication <None>.

Sender o Test

Default SMTP server port number is 25. Select Test to
send out a test mail using the current settings.

Select SS/TLS or STARTTLS, depending a method of
supporting a secure connection.

¢ |f you have configured the DNS Server setting under
Network - WAN, you can enter the STMP server's

domain name instead of its IP address in the SMTP
Server field.
® Address entered under Sender must be in the
correct email format and include the @ symbol.
If user authentication is required by the SMTP server,
select Use and then enter the User and Password
information.

Authentication

[Cuse

oc . ICIEI

Select OK to apply and exit.

- This product contains content developed by OpenSSL
‘/ Project for use in Open SSL Toolkit (http://www.
openssl.org/).

Part 2 - Configuration

Push

Configure Push settings.

Schedule push
Callback s
Push Server  push.disglobal.com

Mail Port 8201 0 (1024 ~ 65535)

Ignoring Time 30 sec.

Default oK Cancel

Select Push to use Push feature.
The Push feature sends out event-related messages to
mobile phone.

- Enable to receive the event occured in NVR on the
\/ mobile phone(Android, iOS). The NVR must be
registered and set in mobile phone.
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Display Setup

Refer to the Menu Use on page 29 for basic
information on using the Setup menus.

OosD

Show OSD (On Screen Display) information on the
bottom of the screen.

Display

osp No. =
DTite ¥ Record

Main Monitor < Date ¥ PTZ Zoom

¥ Time

¥ Resolution (Search)

¥ Codec (Search)

Default oK Cancel

Status

e Date and Time: Displays the date and time.

Camera

e No.: Displays the camera number on the upper left
corner of the camera screen.

e Title: Displays the camera name on the upper left
corner of the camera screen.

e Record: Displays recording and schedule icons.
e PTZ: Displays the @ icon on PTZ cameras.

e PTZ Zoom: Displays the zoom magnification (e.g. x2,
X3, etc.)

o Resolution (Search): Displays the recording
resolution in Placyback mode.

e Codec (Search): Displays the codec information in
Placyback mode.
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Main Monitor

Configure monitor-related settings.

Sequence
Mode  Full Sequence

Interval 5 sec.
Resolution
Manual Configuration

Resolution 1920 X 1080

Event Monitoring
Event Monitoring On

Event Alert
Uss BRP(Boost Remots Performance) Mode

Priority  Resolution

Defauit oK Ccancel

Mode: Select Full Sequence or Cameo Sequence.

Interval: Select between 3 secs and 2 mins. For more
information on Sequence, refer to the 7 Sequence on
page 23.

Manual Configuration: Set the resolution manually
regardless of the resolution supported by the monitor.

Resolution: Select from 1920 x 1200, 1920 x 1080,
1680 x 1050 and 1600 x 1200.

Event Monitoring On: With Event Monitoring
enabled, the camera screen linking event monitoring
is shown. For more information on Event Monitoring,
refer to the Event Monitoring on page 27.

Event Alert: With Event Alert selected, the red line

appears on the top of the camera screen linking event
monitoring when an event occurs.

+ Supported resolutions may be restricted
depending on the monitor.

+ We recommend using 1920 x 1080 resolution.

- If you use a VGA monitor as the main display, we
recommend that you use a resolution of 1920 x
1080 or below.

- HDMI deep color feature is not supported.

Use BRP(Boost Remote Performance) mode : With
BRP mode on, the camera full screen does not display
in live mode and the network bandwidth can limit to
50Mbps.

Priority : Select the camera's live stream priority,
either resolution or frame rate.
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Status Setup Device

Refer to the Menu Use on page 29 for basic
information on using the Setup menus.

This screen displays an overview of device events.

When an event occurs, the corresponding channel
flashes for 5 seconds.

Camera @ 1[2[3)s

Camera "

system

Storage

Network

This screen displays an overview of camera events.

When an event occurs, the corresponding channel
flashes for 5 seconds.

Device a
Storage ~EEE o
Event Types
() Recording Fail
Event Types
jﬁg Motion ﬁ S—
oA ] Tampering e Video Loss
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System

This screen displays an overview of system events.

When an event occurs, the corresponding channel
flashes for 5 seconds.

Panic Record

Disk Config Change No Storage Found

e Panic Record: Displays event status based on current
Panic Record status.

e Check Recording: Displays event status based on
System Monitoring settings. For more information,
refer to the Self-Diagnosis on page 36.

o Disk Almost Full/Disk Full: If the storage device is
not in Recycle status, event status is displayed when
the amount of disk space specified under System
Monitoring is reached and when the disk becomes
100% full. For more information, refer to the Self-
Diagnosis on page 36.

e Disk Config Change: It will be highlighted when
the NVR reboots after the hard disk drive has been
replaced.

o No Storage Found: It will be highlighted when no
recordable storage device has been found.
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Storage

Indicates each disk's status.

Internal 1 Good (0%) (Good (33°C) Good

Recorded Data

From 06282018 AM 11:11:13
T 06-26-2018 PM 12:14:24

Close

Configure Disk Bad and Disk Temperature settings under
Setup > System > Monitoring.



Not A disk that has never
Formatted been used before.

e Disk performing
normally.

e |f the HDD is partially
damaged, indicates
the bad sector
percentage.

Good

Disk Bad

e |f the HDD's bad
sector ratio is higher
than as designated

Error by the user.

e Generates a system
event.

Unable to detect the

N/A disk's temperature.

Operating within
Good normal temperature
range.

TP e Disk temperature

higher than as
designated by the

Bad user.

e Generates a system
event.

A disk that does not

N/A support SSM.AR.T.

A disk with normal

Good S.M.ART. status.

S.M.AR.T.

A disk with abnormal
S.M.AR.T. status.
Possibility of damage
within 24 hours.

Bad

® Check each disk's data storage time information

under Recording Data.
e (Clicking the temperature, S.M.A.R.T can check the

each HDD information.
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Network

This page provides a complete overview of the network
status in real-time.

TotalPoE Power Consumpton: 139 (Max 30.0W)
Camera

yson - ==
s I
Network
LN ]
w oo
e
o ©

Close

Information shown include camera connection status,
LAN port link status, power consumption, number of
connected clients, and network connection info.
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@ indicates the camera is
connected. g indicates the

Indicates whether there are clients
connected to the NVR via an
external network and how many
clients are connected.

M | indicates at least one client
is connected. indicates no
client is connected.

camera is not connected. Clicking Number of
Camera the image displays the camera's C(fnnected
Connection channel number. Clicking the Clients

image displays status information

of the device connected to the

NVR.

@R indicates a network switch

is connected to the LAN port and Network

shows how many cameras are Connection
Network Switch connected. Clicking the image Info

displays the camera’s channel
number. Clicking the image displays
status information of the device

Indicates network connection
statuses (connected, connecting,
disconnected, and connection

error) using following lines:
—— CONNECTED
=== CONNECTING
DISCONNECTED
— ERROR

connected to the NVR.

Video Encoder

- indicates a video encoder

is connected to the LAN port and
shows how many cameras are
connected. Clicking the image
displays the camera’s channel
number. Clicking the image displays
status information of the device
connected to the NVR.

LAN Port Link

ﬂ indicates a camera or a
network switch is connected.
indicates neither is connected.

Power
Consumption

If receiving power from the NVR,
the actual amount of power
consumed by each camera is
indicated under each camera icon.
Total power consumption is shown
at the top of the screen in the
following format:

[Total PoE Power Consumption:
13.9W (Max 30.0W)]

Ports 1 through 4 in PoE-enabled
products support PoE.

(NETWORK CLIENT) ports
do not support PoE.
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Time-Lapse Search

While in Live mode, select the Search Mode . icon
and select Time-Lapse Search, or Event Log Search.-

Search Menu

@ Layout
Used to change the screen layout to single screen,
1x2, corridor format, 2x2,1+5, 1+7 or 3x3.

@ Previous/Next Group
Loads the previous/next screen group.

® Display
o Full: Displays the video in full screen mode.
e OSD On/Off: Enables/disables the OSD feature.

e Original Ratio On/Off: Setting On displays video
on the camera screen in its original ratio.

® Panic Record
Use the Panic Record feature.

(® Camera
Select a camera channel and display it as a single
screen.

(® Live Mode
Activates Live mode.

@ Search Mode

Search by changing Time-Lapse Search and Event
Log Search.

Bookmark

toouiee0 [

@Ii«{l}lb»}l

|
Slow Play Option

208 6 i3

s M T W T F s

@ Bookmark

Select the F icon to add a bookmark to the current
playback position.

Select a bookmark from the Bookmark setup window on
the right side of the Time-Lapse Search mode screen to
move to the registered playback position.

Select Bookmark list and then the P icon to delete the
corresponding bookmark.

The maximum number of bookmarks that can be
saved is 12.

@ Playback Controls

Play and scan through video recordings.

e Jog Shuttle
Adjust the playback method and speed.
Jog shuttle’s vertical indicator indicates the current
playback direction and speed. Vertical indicator
placement to the right of the center means the
video is being played back in the forward direction.
Placement to the left means the opposite. Farther
away the vertical indicator from the center, faster the
playback speed. Click and drag the vertical indicator
to adjust the playback speed. Releasing the mouse
button returns the vertical indicator to the center and
stops video playback.
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e Slow Play
Search the playback screen at low speeds. Select the
desired playback speed (x1/2, x1/3, x1/4, x1/6, x1/8)
and then select Play.

® Calendar Search

Use the calendar to search for video recordings by
specific dates.

Dates containing video recordings are highlighted in
light blue. Selecting a date containing video recording
data loads the earliest recording from that date (paused
state). Selected date is highlighted in orange.

@ Event Search

Selecting Event Search provides Motion Search and

Text-In Search options.

e Motion Search: Perform Motion Search. (This
function supports only in single screen.)

® Move

Search video recordings based on date and time. Specify
the date and time and then select Go to jump to the
corresponding video recording.

Go to the Date/Time

Enter Date/Time to go to

06-28-2018 : PM 12:14:53 ]

Go Cancel

Select a |2t |(bookmark) button on the right side to move
to the saved bookmark position.

® Clip-Copy
e A-B Clip Copy: Designate a start point and an end
point and copy the data in between.

e Clip Copy: Opens up the Clip Copy Setup window for
designating points A and B.

@ Zoom
Zoom in.

Record Table
Display the current channel’s recording information.
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Recording date and time are shown on the top of the
search window. The gray indicator line on Record Table
indicates the current playback position.-Alternatively,
use the mouse to jump to the desired playback position.

e Farther back the data is on the record table, the

more recent it is.

o [f the system's clock is changed to a previous date
and time, it is possible for multiple recordings
with the identical time stamp to exist. Overlapped
segments are highlighted in yellow.

Selecting A or ¥ on the upper right portion of the
Time-Lapse search window changes the size of search
window and displays all or minimum channels.

Using the scroll, the information of other channels
which is not shown can be checked in the minimum size
of Time-Lapse search window.

Select @ (zoom-in) to compose recording data

in 1-minute segments and select ) (zoom-out)

to compose recording data in 3-minute segments.
Selecting zoom-out displays more time in one screen
than zoom-in screen.

If recording from points in time prior or after the time
frame displayed on the screen is available, scrolls appear
on both ends of the date and time information line. With
amouse, click and drag the vertical scroll bar to check
recording data.

Display the latest update recording information when
selecting O (Refresh).

Recording Data Bar Colors
°

Blue  mmmm | Time Lapse Recording
Purple @ | Event Recording
Yellow Pre-Event Recording

Red mmm | Panic Recording

- Faulty recording due to a
temporary disruption in device
connection

Green




Context Menu

Right-click on the Camera screen to access the context
menu.

e Zoom: Zoom in.

o Edit Group: Rearrange the split screen layout.

Motion Search

Select Motion Search from the Search menu to bring
up the Motion Search Setup window.

T e e ]

2013-04-24 PM 03:52:28 Option... |

Close

Motion Search cannot be performed while using a split
screen layout. Select Single Screen mode.

Select Option... to configure Motion Search options.

Part 3 - Search

From [ First

To ) Last

Type  Motion Search
Zone 192 Block(s)...
Sensitivity | 3
Min. Blocks 1

swen [T

o Select First under From and Last under To to search
the recording from start to finish. Alternatively, you
can uncheck the First and Last options and specify
the search time frame manually.

o Type: Motion Search looks for motion in the selected
area by comparing individual frames against their
preceding frames. This means slow and gradual
movements, no matter how long they persist, will not
be recognized. In contrast, Museum Search looks
for changes in the specified area by using the From
frame as a reference. Museum Search, therefore,
recognizes even minute deviations from the original
From frame.

e The Zone setting can be configured in the identical
manner as the Zone setting under System Setup -
Motion Detection. For more information, refer to the
Video-Analytics Motion on page 54.

Museum Search may not function properly if the

edge of the object is included in the Zone. For more
accurate search results, set the inside of the object's
edge as the detection zone.

e Sensitivity: Set to between 1 (Low) and 5 (High).

e Min. Blocks: The Min. Blocks option is available with
Motion Search only.

Once all the options have been configured, select
Search. Select search results entry to display the video
recording on the left. To play the recording, exit the
setup window by selecting Close.
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Clip Copy

Clip Copy

Select Clip-Copy - Clip Copy from the Search menu
while in Live or Playback mode to open up the Clip
Copy setup window. Specify the From and To settings.

A-B Clip Copy

Designate a start point and an end point and copy the
data in between. Select Clip-Copy - A-B Clip Copy from
the Search menu to set point A. The P icon will appear
on the status indicator area on the upper right corner

of the screen. Select Clip-Copy - A-B Clip Copy once
again to set point B. The Clip Copy Setup window will
appear. Select A and B points are automatically applied
as From and To values.

Data Source Record
From  VIFirst
To “Last

Channels 1~4
Password <None>

Dest. | 1. SMI USB DISK [4.03 GB]
File name 20180628.exe

# Include ClipPlayer
Use Site Info

Progress

Export ClipPlayer Start

e Channels: Specify which channel to save the
recording to.

e Password: Enable password protection for the saved
video clip and assign a password.

e Dest.: Select which storage media to use.

o File name: Designate a name for the file. The name
may be up to 63 characters in length.
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Special characters such as\, /,:,;, * 2,1, <, >, and | are
not permitted.

e Use Site Info: Adds Site info to the Clip Copy file's
name.

Special characters contained in the location info (such
\/ as\,/, 5% 72" < > and|) will be replaced with _
when the information is added to the file name.

Selecting Start displays a calculation on the size of the
data to be copied. Check the calculation and then select
Continue to proceed. While Clip Copy is in progress, you
can select Cancel to cancel the process or select Close
to allow the window to run in the background. Selecting
Close does not cancel Clip Copy. Once the process is
complete, you will be prompted with a confirmation
window.

Click Export ClipPlayer button to save the clipplayer.exe
file playing CBF files to USB.

* One-Touch Clip Copy configures the storage range
\/ automatically based on the storage drive's capacity.

If there is insufficient space available on the selected
storage device, you will only be able to Clip Copy

an amount of data equaling the remaining space
available on the storage device.

* The NVR displays the volume as 30GB regardless of
the actual disk volume and the maximum size limit
on Clip Copy files is 30GB. Clip Copying a segment
that is more than 2GB in size produces multiple files
that are up to 2GB in size, each.

® Clip Copy files can be played back on Windows
systems. For more information, refer to the IDIS
Center operation manual.

® For USB flash memory devices, the NVR supports the
FAT32 file format only.

Do not disconnect the USB cable or power off the USB
E device while USB Clip Copy is in progress. Doing so
can cause the NVR to malfunction or critically damage
the external USB device's file system. You may be
prompted with an error message when trying to back
up on the device. If so, you will need to restart the NVR.
If the USB hard disk's file system has been damaged,
restarting the NVR will not solve the problem and
the aforementioned error message will continue to
be displayed each time you attempt a backup. If this
is the case, you will need to format the HDD or use a
recovery program to repair the damage to the drive's
file system.




Event Log Search

Select Search Mode > Event Log Search to bring up
the Event Log Search window.

525
PuLz1823
Pu1z15

Select an eent to display the recording made on the

selected time and date (paused state). Select the Play

button in the middle of the screen to start playing back

the recording. Use the drop-down menu above to load

recordings from other cameras.

e Selecting the specific event displays the screen to be
stationary. By clicking the [k button on the camera
right, you can copy the event.

e You can uncheck the First and Last options at the
top of the Event Log Search window and specify the
search time frame manually.

Select First for From and Last for To to select the entire
recording from start to end.

e If designating From or To settings manually, you will
be able to enable/disable the Check Time Overlap
option.

o Exceed the People Limit: Select which channels to
search Exceed the People Limit events in.

e Exceed the Time Limit: Select which channels to
search Exceed the Time Limit events in.

If the system's clock has been changed and the

designated From or To point exists at more than one
location, you will have to choose one. Only the events
that took place between the selected From and To
points will be searched. If Check Time Overlap has
not been selected, events from the entire From and To
range will be searched.

Part 3 - Search

o Use event filters to include/exclude specific system
events such as Panic Record, Check Recording,
Disk Almost Full, Disk Bad, Disk Temperature, Disk
S.M.A.R.T., and Disk Config Change from the search.

Device Filter

o Motion: Select which channels to search motion
detection events in.

e Video Loss: Select which channels to search video
loss events in.

o Trip Zone: Select which channels to search trip zone
events in.

e Tampering: Select which channels to search
tampering events in.

o Record Channel: Select which record channels to
search events in.

e Recording Fail: Select which channels to search
recording fail events in.

Selected record channels are searched for events with

at least one linked recording. If no camera is selected,
only the events with no linked recording camera are
searched.
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Overlapped Recording Search

If the system’s clock is changed to a point in the past,
overlapping recordings may be produced. Overlapped
recordings have to be searched in segments.

For example, making a recording from 1 o'clock to 5
o'clock, changing the system’s clock at 5 o'clock to 3
o'clock, and then continuing to record until 6 o'clock
produces two recordings that overlap between 3 o'clock
and 5 o'clock. This results in two segments for the period
between 3 and 5.

1:00 2:00 3:00 4:00 5:00
S 1t t t

Segment 2 f t t 1

When searching overlapped video recordings, you

can choose a specific point in time or a time frame. If
you use the Go to the Date/Time option and select a
point within the overlapped time period (4 o’clock, for
example), you must specify 4 o’clock in which of the
two existing segments.

1: Segment 20
2: Segment 21

If you use the Event Log Search or Motion Detection
option and select a time frame within the overlapped
time period (4 o’clock to 5 o'clock, for example), you
must choose between the two redundant sets of From
and To values. Selectable search ranges are as follows:

e 4 o'clockin segment 1 to 5 o'clock in segment 1
e 4 o'clock in segment 1 to 5 o'clock in segment 2

® 4 o'clock in segment 2 to 5 o'clock in segment 2

1: Scope 1~ 3

2:Scope 1~ 2
3: Scope 2~ 2
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