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2.8-inch Series Product User Manual

This manual introduces the operations of 2.8-inch Series Product.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products.

Features and parameters with % are not available in all devices.
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Safety Measures

The following precautions are to keep the user’s safety and prevent any damage. Please read carefully

before installation.

Read, follow, and retain instructions - All safety and operational instructions must be properly
read and followed before bringing the device into service.

Do not ignore warnings - Adhere to all warnings on the unit and in the operating instructions.

Accessories - Use only manufacturer-recommended or product-sold accessories. Please do not use
any other components other than manufacturer suggested materials.

Precautions for the installation — Do not place this device on an unstable stand or frame. It may
fall and cause serious injury to persons and damage to the device.

Service - Do not try to service this unit yourself. Opening or removing covers may expose you to

hazardous voltages or other hazards.

Damage requiring service - Disconnect the system from the main AC or DC power source and
refer service personnel under the following conditions:

When cord or connection control is affected.

When the liquid was spilled, or an item dropped into the system.

If the system is exposed to water and/or inclement weather conditions (rain, snow, and more).
If the system is not operating normally under operating instructions.

Just change controls defined in operating instructions. Improper adjustment of other controls may
result in damage and involve a qualified technician to return the device to normal operation.

Replacement parts - When replacement parts are required, service technicians must only use
replacement parts provided by the supplier. Unauthorized substitutes can lead to the risk of burns,

electric shock, or other hazards.

Safety check - On completion of service or repair work on the unit, ask the service technician to
perform safety checks to ensure proper operation of the unit.

Power sources - Operate the system only from the label's power source form. If the sort of power

supply to use is unclear, call your dealer.

Lightning — Can install external lightning conductors to protect against electrical storms. It stops

power-ups destroying the system.

The devices should be installed in areas with limited access.
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Instruction for Use

Before getting into the Device features and functions, it is recommended to be familiar with the below
fundamentals.

Finger Positioning

Recommended fingers: The index, middle, or ring fingers are recommended fingers to use, and avoid
using the thumb or pinky, as they are difficult to position correctly onto the fingerprint reader.

n n r

Too low Too close to the edge

Vertical
— (a—

Note: Please use the correct method when pressing your fingers onto the fingerprint reader for registration
and identification. Our company will assume no liability for recognition issues that may result from incorrect
usage of the product. We reserve the right of final interpretation and modification concerning this point.

Standing Position, Posture and Facial Expression
(NOTE: Only for the deivice with camera.)

The recommended distance

N\

The distance between the device and a user whose height is
in a range of 1.55 m to 1.85 m is recommended to be 0.3 m
to 2m. Users may slightly move forward or backward to
improve the quality of facial images captured.

5m
\\\\\\\\\L\\\

0.3-2m
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Recommended Standing Posture and Facial Expression:

<
W20
®)
<8
D)
D)
R A
9)

- =
o of | " 5% a4 =
Standing Posture Facial Expression

Note: During enrollment and verification, please remain natural facial expression and standing posture.

Face Template Registrationk
(NOTE: Only for the deivice with camera.)

Please make sure that the face template in the centre of the screen during registration. Please face
towards the camera and stay still during face template registration. The screen should look like the
image below:

Enroll Face

Envollad successhuly

Recommendation for Registering a Face Template

When registering a face template, maintain a distance of 40 cm to 80 cm space between the
device and the face template.

Be careful not to change your facial expression. (Smiling face template, drawn face template,
wink, etc.)

If you do not follow the instructions on the screen, the face template registration may take
longer or may fail.

Page |7



2.8-inch Series Product User Manual

Be careful not to cover the eyes or eyebrows.
Do not wear hats, masks, sunglasses, or eyeglasses.
Ensure only one person is visible in the camera's frame during face template registration.

It is recommended for a user wearing glasses to register both face templates with and without
glasses.

Recommendation for Authenticating a Face Template
Ensure that the face template appears inside the guideline displayed on the screen of the

device.

If the glasses have been changed, authentication may fail. If the face template without glasses
has been registered, authenticate the face template without glasses further. If the face template
with glasses has been registered, authenticate the face template with the previously worn
glasses.

If a part of the face template is covered with a hat, a mask, an eye patch, or sunglasses,
authentication may fail. Do not cover the face template, allow the device to recognize both the
eyebrows and the face template.

Standby Interface

The device uses a 2.8-inch color screen, which all operations are performed through the keypad. After
connecting the power supply, the following standby interface is displayed:

2024-12-03 08:17 A=W &

2024-12-03 Tuesdayx
- Welcome

Enter any number to access the User ID input interface.

2024-12-02 12:05 ADZ RS 2024-12-02 12:06 AR E
User ID User ID
1 1
FPassword Fingerprint
Face Card

23

When there is no Super Administrator set in the device, press M/OK to go to the menu.
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2024-12-03 0618 A= L& Main Menu

o 6

UserMgt. UserRole  COMM. System

£y

J24-17-03

~aldelrnm
To ensure system security, please create an admin a E]
ccount.

Personalize Data Mgt. Work Code Access Co

*I ntrol

e After adding a Super Administrator on the device, it requires the Super Administrator’s
verification before opening the menu functions.

2024-12-02 12:07 ATZHE
L:\' Please verify.

(@)

Note: For the security of the device, it is recommended to register super administrator the first time

you use the device.

* On the standby interface, the punch state options can also be shown and used directly. The
shortcut key mappings will be displayed on the screen if you press the relevant shortcut key on
the keypad, as shown in the picture below. For the specific operation method, please see

"Shortcut Key Mappings."

2024-12-03 08:19 ATZEE

1.5 T9 Mode

T9 mode allows you to enter the Uppercase, Lowercase, and Special characters in the text input fields.
You can enter the alphabets and special characters by pressing one keystroke per letter. Press the < >
key in the text box to activate T9 mode.

1. Navigate to the required text field and press <M/OK>.
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Name

Flease input

Jarda

Right key to switch input method, Left key to
back space

[Aa]
mhn o

2. Each key on the keypad has a few letters printed above them. For example, pressing 3 can enter D,
E, and F. To enter "F", press 3 thrice. This is accomplished by comparing the number of keystrokes
with the internal syntactical dictionary to determine the letter.

3. Press< > to switch between Uppercase, Lowercase, and Special characters.

4. To add the special character, press the corresponding key once. For example, to enter "@" press 2

once.

5. After the inputis complete, press the <M/OK> key twice to save.

Verification Mode

Fingerprint Verification
1: N Fingerprint Verification Mode

The device compares the current fingerprint with the available fingerprint data stored in its database.

Fingerprint authentication mode is activated when a user places their finger onto the fingerprint

scanner.

Please follow the recommended way to place your finger onto the sensor. For details, please refer to
section Finger Positioning.

Verification is successful: Verification is failed:

2024-12-02 12:28 ATEHS gza1z-0z 123 ATZES

Failed to verify.
UserID 1 Werify : Fingerprint
Mame : bike lllegal Fingerprint
Werify © Fingerprint

1: 1 Fingerprint Verification Mode

The device compares the current fingerprint with the fingerprints linked to the entered User ID through
the keyboard.

In case users are unable to gain access using the 1:N authentication method, they can attempt to verify
their identity using the 1:1 verification mode.
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Enter the user ID and press M/OK to enter the 1:1 fingerprint verification mode.

If the user has registered card, face, and password in addition to the fingerprint, and the verification
method is set to Password/Fingerprint/Card/Face %, the following screen will appear. Select

Fingerprint to enter the fingerprint verification mode.

2024-12-02 12:05 ADZ RS

User ID

1

[123]

Press the fingerprint to verify.

Verification is successful:

2024-12-02 12:28 AR S

User D : 1
Mame : Mike
Werify © Fingerprint

2024-12-02 12:32 A= E
User ID
1
Password Fingerprint
Face Card

Verification is failed:

2024-12-02 12:33 AR E

Failed to verify.
User D1

Werify : Fingerprint
lllegal Fingerprint

Card Verification

1:N card verification
The 1:N card verification mode compares the card number in the card induction area with all the card

number data registered in the device; The following screen displays on the card verification:

2024-12-02 12:34 ADZE S

User D1
Mame : Mike
Werify ¢ Card

1:1 Card Verification
The 1:1 card verification mode compares the card number in the card induction area with the number

associated with the employee's User ID registered in the device.

Enter the user ID and press M/OK to enter the 1:1 card verification mode.
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2024-12-02 12:05 AR S 2024-12-02 12:37 ADZ RS
User ID User ID
1 1
Password Fingerprint
Face Card

23

If the user has registered fingerprint, face, and password in addition to the card, and the verification
method is set to Password/Fingerprint/Card/Facex, the following screen will appear. Select Card to

enter the card verification mode.

After successful verification, the prompt box displays "Successfully verified", as shown below:

2024-12-02 12:38 ADEUES 2024-12-02 12:34 AZHE
User ID:1
Werify:Card User D - 1
) Please swipe Mame : Mike
" card ... Werify © Card
-

Facial Verification

(NOTE: Only for the deivice with camera.)

1:N Facial Verification

Device compares the currently acquired facial images with all the registered face template data stored
in its database. The following is the pop-up prompt box displaying the result of the comparison.

2024-12-02 12:40 AT E

User D1
Mame : Mike
Werify © Face

1:1 Facial Verification

In this verification mode, the device compares the face captured by the camera with the facial template
related to the entered user ID. Enter the user ID and press M/OK to enter the 1:1 facial verification mode.
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2024-12-02 12:05 AR S

User ID

1

123

If the user has registered fingerprint, card and password in addition to the face, and the verification
method is set to Password/Fingerprint/Card/Face, the following screen will appear. Select Face to enter
the face verification mode.

2024-12-02 12:41 AR E
User ID
1
Password Fingerprint
Face Card

After successful verification, the prompt box displays "Successfully verified", as shown below:
2024-12-02 12:40 A= E
User D1

Mame : Mike
Werify © Face

Password Verification

The device compares the entered password with the registered password and User ID.

Enter the user ID and press M/OK to enter the 1:1 password verification mode. Then, input the user ID
and press M/OK.

2024-12-02 12:05 AR S 2024-12-02 12:06 ADZ RS
User ID User ID
1 1
Passward Fingerprint
Face Card

[123]
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If the user has registered fingerprint, card and face in addition to the password, and the verification
method is set to Password/Fingerprint/Card/Facex, the following screen will appear. Select Password

to enter the password verification mode.

=

2024-12-02 12:44 AZEE 2024-12-02 12:44 ADZHE

UserID :1

Yerify : Password Successiully verified.
User 1D : 1

\\ - Mame : Mike
Werify © Password

The following screen displays, after inputting a correct password and a wrong password respectively.

Verification is successful: Verification is failed:

2024-12-02 12:44 AZHE 2024-12-02 12:45 AZ S

Failed to verify.

User D :1

Werify : Password
Errar! Invalid password

Successfully verified.

User D :1
Mame : Mike
Werify © Password

1.6.5 Combined Verification

To increase security, this device offers the option of using multiple forms of verification methods. A

total of 21 different verification combinations can be used, as shown below:

Combined Verification Symbol Definition:

Symbol Definition Explanation

This method compares the entered verification of a person with the related
/ or e . . .
verification template previously stored to that Personnel ID in the Device.

+ and This method compares the entered verification of a person with all the
verification template previously stored to that Personnel ID in the Device.
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Verification Mode

(® Password/Fingerprint/Card/Face
(O Fingerprint Only

() UserID Only

() Password

(O Card Only

Procedure to set for Combined Verification Mode:

Combined verification requires personnel to register all the different verification method.
Otherwise, employees will not be able to successfully verify the combined verification process.

For instance, when an employee has registered only the data, but the Device verification mode
is set as “Face + Password”, the employee will not be able to complete the verification process
successfully.

This is because the Device compares the scanned face template of the person with registered
verification template (both the Face template and the Password) previously stored to that
Personnel ID in the Device.

But as the employee has registered only the Face template but not the Password, the
verification will not get completed and the Device displays “Verification Failed”.

Page |15



2.8-inch Series Product User Manual

2 Main Menu

Press M/OK to enter the Main Menu, the following screen will be displayed:

Main Menu Main Menu
User Mgt. UserRole  COMM. System Personalize Data Mgt. Work Code Access Co

@

Personalize Data Mgt. Work Code Access Co

ntrol

Q00 O G

USE Manag Attendance Autotest System Inf
ntrol er Search o

User Mgt. To add, edit, view, and delete basic information of a User.
User Role To set the permission scope of the custom role for the users, that is, the rights to
operate the system.
COMM To set the relevant parameters of network, pc connection, wireless network,
cloud server and network diagnosis.
To set the parameters related to the system, including date time, attendance,
System face templatek & fingerprint parameters, device type settings, security setting,
update firmware online, USB upgrade, and reset to factory.
. This includes user interface, voice, bell schedules, punch state options and
Personalize . .
shortcut key mappings settings.
Data Mgt. To delete all relevant data in the device.
Work Code Set different type of work.
Access Control | To set the parameters of the lock and the relevant access control device.
USB Manager | To upload or download the specific data by a USB drive.
Attendance To query the specified event logs, check attendance photosk and blocklist
Search attendance photosx.
To automatically test whether each module functions properly, including the
Autotest . . . .
LCD screen, audio, keyboard, camerax, fingerprint sensor and real-time clock.
To view data capacity, device and firmware information and privacy policy of the
System Info device pactty P y pollcy
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Note: When users use the product for the first time, they should operate it after setting administrator
privileges. Press User Mgt. to add an administrator or edit user permissions as a super administrator. If the
product does not have an administrator setting, the system will show an administrator setting command

prompt every time you enter the device menu.

2024-12-03 08:18 ATZWE

08 18

2024-12-03 Tuesdayx k
A elrnme b 4
To ensure system security, please create an admin a
ccount.

QK
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User Management

User Registration

When the device is on the initial interface, press M/OK and enter User Mgt. > New User.

Main Menu

User Mgt. UserRole  COMM. System

00

Personalize Data Mgt. Work Code Access Co

User ID and Name

Enter the User ID and Name.

Notes:

ntrol

User ID

Mame

User Role

Werification Mode

Fingerprint

User Mgt.

New User

e Al Users

Display Style

New User

Mormal User
Password/Fingerp...

0

A username can contain a maximum of 34 characters.

The user ID may contain 1 to 14 digits by default, supporting both numbers and alphabetic

characters.

During the initial registration, you can modify your ID, which cannot be modified after registration.

If a message "Duplicated!" pops up, you must choose another ID as the enter User ID already exists.

User Role

On the New User interface, select User Role to set the user’s role as either Normal User or Super

Admin.

Super Admin: The Super Administrator owns all management privileges in the Device.

Normal User: If the Super Admin is already registered in the Device, then the Normal Users will

not have the privileges to manage the system and can only access authentication verifications.

User Defined Roles: The Normal User can also be set with User Defined Role which are the
custom roles that can be set to the Normal User.
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User Role

(® Nommal User

(O Super Admin

Note: If the selected user role is the Super Admin, the user must pass the identity authentication to access the
main menu. The authentication is based on the authentication method(s) that the super administrator has
registered. Please refer to Verification Mode.

Verification Mode

Select the mode of verification for the user, a total of 21 different verification combinations can be used.
Please refer to 1.6.5 combined verification for details.

Verification Mode

(® Password/Fingerprint/Card/Face
() Fingerprint Only
(O UserID Only
() Password
() Card Only
Register Fingerprint

Select Fingerprint in the New User interface to enter the fingerprint registration page.
Select the finger to be enrolled.
Press the same finger on the fingerprint reader three times.

Green indicates that the fingerprint was enrolled successfully.

Enroll Fingerprint Enroll Fingerprint(2-6)
lf"“-l Iff_\ll ||/_\". |’"‘|I Enrolled successfully
- | — | —
Ak | 2 /) 7 ‘8 o
L /3 L) U
— < N I{ }I,n s =
T T

AR N
a4 s ~.5 y
S S~/

Flease select the finger to be enrolled

(=1
I

Register Face Templatex

Select Face in the New User interface to enter the face registration page.

Please face towards the camera and position your face template inside the white guiding box
and stay still during face template registration.
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A progress bar shows up while registering the face template and a “Enrolled successfully” is
displayed as the progress bar completes.

If the face template is registered already then, the “Duplicated Face” message shows up. The
registration interface is as follows:

Enroll Face

 Enrolled successiuly

Card

Select Card in the New User interface to enter the card registration page.

On the Card interface, swiping card underneath the card reading area. The card registration will
be successful.

If the card is registered already then, the “Duplicate Card” message shows up. The registration
interface is as follows:

Enroll Card Mumber Enroll Card Mumber

Flease swipe card Card Mumber:30.3709

Password

Select Password in the New User interface to enter the password registration page.

On the Password interface, enter the required password and re-enter to confirm it and press
M/OK.

If the re-entered password is different from the initially entered password, then the device
prompts the message as "Password not match!", where the user needs to re-confirm the
password again.

The password may contain 6 to 8 digits by default.
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Password Passward
Flease input Flease re-type the password.
| seobeeobopeectk
Confirm (OK) Cancel (ESC) Confirm (O] Cancel (ESC)
Profile Photox

Select Profile Photo in the New User interface to go to the Profile Photo registration page.

Profile Photo

When a user registered with a photo passes the authentication, the registered photo will be
displayed (enter [System] > [Attendance] to enable Display User Photo).

Press Profile Photo, the device’s camera will open, then press M/OK to take a photo. The
captured photo is displayed on the top left corner of the screen. The camera remains active to

allow for additional photos if needed.

Note: While registering a face template, the system automatically captures a photo as the user profile photo.
If you do not register a profile photo, the system automatically sets the photo captured while registration as
the default photo.

Search for Users

When the device is on the initial interface, press M/OK and enter User Mgt. > All Users.

On the All Users interface, select the search bar on the user’s list to enter the required retrieval
keyword (where the keyword may be the user ID, surname or full name) and the system will

search for the related user information.

Iser gt All Users

1

Mew User o
4

e Allllsers 3

3 83

Display Style
4 83
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Edit User

On the All Users interface, select the required user from the list and press M/OK and select Edit to edit
the user information.

User: 1 Edit: 1
User ICr
Edit
1
Mame
Delete Mike
User Role
Formal User
Werification kode
Password/Fingerp...

Fingerprint

1

Note: The process of editing a user is the same as that of adding a user, except that the user ID cannot be
modified when editing a user’s detail. The process in detail refers to "User Management".

Delete User

On the All Users interface, select on the required user from the list and press M/OK and select Delete
to delete the user or specific user information from the device. On the Delete interface, select on the
required operation, and then press M/OK to confirm the deletion.

Delete operations:

Delete User: All information of the user will be deleted (deletes the selected User as a whole) from the
Device.

Delete Fingerprint Only: Deletes the fingerprint information of the selected user.
Delete Face Onlyx: Deletes the face template information of the selected user.

Delete Password Only: Deletes the password information of the selected user.

Delete Card Number Only: Deletes the card information of the selected user.

Delete Profile Photo Only: Deletes the profile photo of the selected user.

ser:1 Delete - 1
. Celete User
Edit

Celete Fingerprint Cnl
Delete s !
Delete Face Only

Celete Passwoard Cnly

Celete Card Mumber Only

Page |22



2.8-inch Series Product User Manual

3.5 Display Style
When the device is on the initial interface, press M/OK and enter User Mgt. > Display Style.

User Mgt, Display Style
Mew Lser (O Multiple Line

Different display styles are shown as below:

Multiple Line: Mixed Line:
Allllsers All Users
H z né
n
3 3 3
&
4 4 &
&
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User Role

User Role facilitates to assign some specific permissions to specific users, based on the requirement.

When the device is on the initial interface, press M/OK and enter User Role > User Defined
Role to set the user defined permissions.

The permission scope of the custom role can be set up into 3 roles, that is, the custom
operating scope of the menu functions of the user.

User Role
User Defined Role 1
User Defined Role 2

User Defined Role 3

Then, by selecting on Define User Role, select the required privileges for the new role, and then
press the M/OK key.

First select the required Main Menu function name, then press M/OK and select its required
sub-menus from the list.

User Defined Role 1 User Mgt.
[+] User Mgt [ Mew User
CObAR. &l Users
System Display Style

[] Personalize

[] Data dgt.

Note: If the User Role is enabled for the Device, press User Mgt. > New User > User Role to assign the
created roles to the required users. But if there is no super administrator registered in the Device, then the
device will prompt "Please enroll super admin first!” when enabling the User Role function.
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5 Communication Settings

Communication Settings are used to set the parameters of the Network, PC Connection, Wi-Fix, Cloud
Server, and Network Diagnosis.

When the device is on the initial interface, press M/OK and select COMM.

COMM.

@ Ethemet
e PC Connection

Wi-Fi Settings
B Cloud Server Settings

MNetwork Diagnosis

5.1 Network Settings

When the device needs to communicate with a PC over the Ethernet, you need to configure network
settings and ensure that the device and the PC are connecting to the same network segment.

Select Ethernet on the COMM. Settings interface to configure the settings.

Ethemet
Display in Status Bar
«
1Py
IP Address
192.168.163.129
Subnet Mask
255.255.255.0
Gateway
192.168.163.1
nNe

Function Name Descriptions

Display in Status Bar | Toggle to set whether to display the network icon on the status bar.
The default IP address is 192.168.1.201. It can be modified according to the
IP Address o
network availability.
The default Subnet Mask is 255.255.255.0. It can be modified according to
Subnet Mask I
the network availability.
The default Gateway address is 0.0.0.0. It can be modified according to the
Gateway —
network availability.
The default DNS address is 0.0.0.0. It can be modified according to the
DNS i
network availability.
DHCP Dynamic Host Configuration Protocol is to dynamically allocate IP addresses
for clients via server.
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PC Connection
Select PC Connection on the COMM. Settings interface to configure the communication settings.

PC Connection

Device D

TCF COMM.PoOrt
4370
HTTPS

Device ID The identity number of the device, which ranges between 1 and 254.

The default TCP COMM Port value is 4370. It can be modified according to the

TCP COMM. Port network availability.

To increase the security of software access, users can enable the HTTPS protocol
to create a secure and encrypted network transmission and assure the security of

HTTPS sent data through identity authentication and encrypted communication.

This function is enabled by default. This function can be enabled or disabled
through the menu interface, and when changing the HTTPS status, the device
will pop up a security prompt, and restart after confirmation.

Wireless Networkx

The device provides a Wi-Fi module, which can be built-in within the device mould or can be externally
connected.

The Wi-Fi module enables data transmission via Wi-Fi (Wireless Fidelity) and establishes a wireless
network environment. Wi-Fi is enabled by default in the device. If you don't need to use the Wi-Fi
network, you can toggle the Wi-Fi to disable button.

Select Wi-Fi Settings on the COMM. Settings interface to configure the Wi-Fi settings.

Wi-Fi Settings

WIFI

Search the WIFI Network
WIFl is enabled in the Device by default. Toggle on button to enable or disable WIFI.

Once the Wi-Fi is turned on, the device will search for the available WIFI within the network
range.
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Choose the appropriate Wi-Fi name from the available list, and input the correct password in
the password interface, and then press M/OK.

Wii-Fi Settings zkcs
WIFI .
Security: WPAPSKMAMPAZPSK
ChW-BP Connected Signal Strength: Wery Strang
Password
zkos ”:?\
Tenda_test] "'-o.:'\
o=
ZYPT-HW4 '3}“ Connect to Wi-Fi (Ok) Cancel (ESC)
WIFI Enabled: Press on the Press on the password field to enter
required network from the the password, and then press on
searched network list. M/OK.

When the WIFI is connected successfully, the initial interface will display the Wi-Fi = logo.
Add WIFI Network Manually

The Wi-Fi can also be added manually if the required Wi-Fi does not show on the list.

WWi-Fi Settings Add Wi-Fi Metwark
PLtest-1 - S510
HUAWEN-10GB03 = Network Mode
INFR&
I Auth. bode
. OPEN
ZKfufu -
Add Wi-Fi Metwark
Press on Add WIFI Network to On this interface template, enter the
add the WIFI manually. WIFI network parameters. (The added

network must exist.)

Note: After successfully adding the WIFI manually, follow the same process to search for the added WIFI
name.

Advanced Setting

On the Wireless Network interface, press on Advanced to set the relevant parameters as required.

Wi-Fi Settings Ethernet

HUAWEI-10GED9 - DHCP
I - IP Address

0.0.00
ZKfufu - Subnet hask

0.0.0.0
Add Wi-Fi Netwark Gateway

0.0.0.0
Advanced OME

0.0.00
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Function Name Description

DHCP Dynamic Host Configuration Protocol (DHCP) dynamically allocates IP addresses to
network clients. If the DHCP is enabled, then the IP cannot be set manually.
IP address for the WIFI network, the default is 0.0.0.0. It can be modified according
IP Address I
to the network availability.
The default Subnet Mask of the WIFI network is 255.255.255.0. It can be modified
Subnet Mask . o
according to the network availability.
The default Gateway address is 0.0.0.0. Can be modified according to the network
Gateway L
availability.
DNS The default DNS address is 0.0.0.0. It can be modified according to the network
availability.

5.4 Cloud Server Setting

Press Cloud Server Setting on the Comm. Settings interface to connect with the ADMS server.

Cloud Server Setfings

Enahle Domain Mame
Server Address
58.23.12.88

Server Port
fafatad

Enahle Proxy Server

Function Name Description

Enable Once this function is enabled, the domain name mode “https://...”
Domain Server Address | will be used, such as https://www.XYZ.com, while “XYZ" denotes
Name the domain name (when this mode is turned ON).
Disable Server Address | IP address of the ADMS server.
Domain
Name Server Port Port used by the ADMS server.
Enable Proxy Server When you choose to enable the proxy, you need to set the IP
address and port number of the proxy server.

Note: When the Communication Protocol of the device is switched to BEST Protocol, you don’ t need
to configure the cloud sever settings.
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Network Diagnosis

It helps to set the network diagnosis parameters.

Select Network Diagnosis on the COMM. Settings interface. Enter the IP address that needs to be
diagnosed and press Start the Diagnostic Test to check whether the network can connect to the
device.

MNetwork Diaghosis

IP Address Diagnostic Test
110.80.38.74
Start the Diagnostic Test
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System Settings

Set related system parameters to optimize the performance of the device.

When the device is on the initial interface, press M/OK and select System.

System

Date Time

0 Attendance
Fingerprint
e Device Type Settings

Security Settings

Date and Time

System
e Device Type Settings
Security Settings

USE Upgrade

Update Firmware Online

@ Reset

Select Date Time on the System interface to set the date and time.

[Date Time

MTP Server

Zet the MTP Server Address

0.cn.poolntp.org

Select Time Zone

UTC+E:00

Z4-Hour Time

Date Format

Y -hAlA-0D0

Date Time
Z4-Hour Time

Date Format

SYYY-IAR-DD

Daylight Saving Time

Daylight Saving hMode

By Date/Time

Daylight Saving Setup

Press NTP Server to enable automatic time synchronization based on the service address you

enter.

Press Manual Date and Time to manually set the date and time and then press M/OK and

save.

Press Select Time Zone to manually select the time zone where the device is located.

Enable or disable this format by select 24-Hour Time. If enabled, then press Date Format to set

the date.

Press Daylight Saving Time to enable or disable the function. If enabled, press Daylight
Saving Mode to select a daylight-saving mode and then press Daylight Saving Setup to set

the switch time.

Daylight Saving Setup

Start Month
Start Week
Start Day
Start Time

End konth

Week Mode
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Daylight Saving Setup

Start Date
Start Time
End Date

End Time
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When restoring the factory settings, the time (24-hour) and date format (YYYY-MM-DD) can be
restored, but the device date and time cannot be restored.

Note: For example, the user sets the time of the device (18:35 on March 15, 2019) to 18:30 on January 1, 2020.
After restoring the factory settings, the time of the equipment will remain 18:30 on January 1, 2020.

Attendance

Select Attendance on the System interface.

Attendance
Duplicate Punch Periodim)

Camera Mode
Dizplay User Photo
Alphanumeric User D

Aftendance Log &lert

Duplicate Punch
Period(m)

Camera Modex

Display User Photo

Alphanumeric User ID

Attendance Log Alert

Periodic Del of T&A
Data

Periodic Del of T&A
Photok
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Attendance

Feriodic Del of T&A Data
1 Dizahled
Feriodic Del of T&A Photo
Mo photo 93
Feriodic Del of Blocklist Photo

99
Authentication Timeout(s)

Recognition Interval(s)
93 1

Within a set time period (unit: minutes), the duplicated attendance record
will not be reserved (value ranges from 1 to 999999 minutes).

This function is disabled by default. When enabled, a security prompt will
pop-up and the sound of shutter in the camera will turn on mandatorily.
There are 5 modes:

No photo: No photo is taken during user verification.
Take photo, no save: Photo is taken but not saved during verification.
Take photo and save: All the photos taken during verification is saved.

Save on successful verification: Photo is taken and saved for each
successful verification.

Save on failed verification: Photo is taken and saved only for each failed
verification.

This function is disabled by default. When enabled, a security prompt will
pop-up.

Enable/Disable the alphanumeric as User ID.

When the record space of the attendance reaches the maximum threshold
value, the device automatically displays the memory space warning.

Users may disable the function or set a valid value between 1 and 9999.
When attendance records reach its maximum storage capacity, the device
automatically deletes a set of old attendance records.

Users may disable the function or set a valid value between 1 and 999.

When attendance photos reach its maximum storage capacity, the device
automatically deletes a set of old attendance photos.

Users may disable the function or set a valid value between 1 and 99.
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Periodic Del of

Blocklist Photok

Authentication

Timeout(s)

Recognition

Interval(s) %

When blocklisted photos reach its maximum storage capacity, the device
automatically deletes a set of old block listed photos.

Users may disable the function or set a valid value between 1 and 99.

The amount of time taken to display a successful verification message.
Valid value: 1~9 seconds.

After the interval identifying is clicked (selected), for example, if the
comparison interval is set to 5 seconds, then the face recognition will verify
the face every 5 seconds. Valid value: 0 to 9 seconds. 0 means continuous
identifying, 1 to 9 means identifying at intervals.

Face Template Parametersx

Select Face on the System interface to go to the face template parameter settings.

Face Face
1:M Threshold LED Light Trigger Walue
40 o
1:1 Threshold Live Detection
a0
Face Enroliment Threshold Live Detection Threshold
7 7
Image Guality Anti-spoofing Using MIR
40
Facial Recognition Distance Binocular Live Detection Threshold
Far a0
Face
Binocular Live Detection Threshold
a0
Face &AE
WDOR
Anti-flicker Mode
Dizahle
Face Algorithm
Under 1:N verification mode, the verification will only be successful when the
similarity between the acquired facial image and all registered facial
templates is greater than the set value.
1:N Threshold P 9

1:1 Threshold
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The valid value ranges from 0 to 100. The higher the thresholds, the lower the
misjudgement rate, the higher the rejection rate, and vice versa. It is
recommended to set the default value of 40.

Under 1:1 verification mode, the verification will only be successful when the
similarity between the acquired facial image and the user’s facial templates
enrolled in the device is greater than the set value.

The valid value ranges from 0 to 100. The higher the thresholds, the lower the
misjudgement rate, the higher the rejection rate, and vice versa. It is
recommended to set the default value of 30.
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Face Enroliment
Threshold

Image Quality

Facial Recognition
Distance

LED Light Trigger
Value

Live Detection

Live Detection
Threshold

Anti-spoofing Using
NIR

Binocular Live
Detection Threshold

Face AE

WDR

Anti-flicker Mode

Face Algorithm

During face template enrollment, 1:N comparison is used to determine
whether the user has already registered before.

When the similarity between the acquired facial image and all registered facial
templates is greater than this threshold, it indicates that the face template has
already been registered.

Image quality for facial registration and comparison. The higher the value, the
clearer the image requires.

The farther the individual is, the smaller the face, and the smaller number of
pixels of the face obtained by the algorithm. Therefore, adjusting this
parameter can adjust the farthest comparison distance of faces.

This value controls the turning on and off of the LED light. The larger the
value, the LED light will turn on or off more frequently.

It detects the spoof attempt using visible light images to determine if the
provided biometric source sample is of a real person (a live human being) or a
false representation.

It facilitates judging whether the captured visible image is a real person (a live
human being). The larger the value, the better the anti-spoofing performance
using visible light.

Using near-infrared spectra imaging to identify and prevent fake photos and

videos attack.

It is convenient to judge whether the near-infrared spectral imaging is fake
photo and video. The larger the value, the better the anti-spoofing
performance of near-infrared spectral imaging.

When the face is in front of the camera in Face AE mode, the brightness of the
face area increases, while the other areas become darker.

Wide Dynamic Range (WDR) balances light and extends image visibility for
surveillance videos under high contrast lighting scenes and improves object
identification under bright and dark environments.

Used when WDR is turned off. This helps reduce flicker when the device's
screen flashes at the same frequency as the light.

Facial algorithm related information and pause facial template update.

Note: Improper adjustment of the exposure and quality parameters may severely affect the performance of

the device. Please adjust the exposure parameter only under the guidance of the after-sales service personnel

of our company.

Process to modify the Face Recognition Accuracy

On the System interface, press on Face and then toggle to enable Anti-Spoofing using NIR to

set the anti-spoofing.

Then, on the Main Menu, press Autotest > Test Face and perform the face test.

Press three times for the scores on the right upper corner of the screen, and the red rectangular

box appears to start adjusting the mode.
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Keep one arm distance between the device and the face. It is recommended not to move the

face in a wide range.

Fingerprint Parameters

Select Fingerprint on the System interface to go to the Fingerprint parameter settings.

1:1 Threshold

1:N Threshold

FP Sensor
Sensitivity

1:1 Retry
Attempts

Fingerprint
Algorithm

Fingerprint Image
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Fingerprint
1:1 Threshold

1:M Threshold
39
FP Sensor Sensitivity
Lo
1:1 Retry Attempts
3
Fingerprint &lgarithm

Finger ¥x13.0

Under 1:1 verification method, the verification will only be successful when the
similarity between the acquired fingerprint data and the fingerprint template
associated with the entered user ID enrolled in the device is greater than the set
value.

Under 1:N verification method, the verification will only be successful when the
similarity between the acquired fingerprint data and the fingerprint templates
enrolled in the device is greater than the set value.

To set the sensibility of fingerprint acquisition. It is recommended to use the
default level "Medium". When the environment is dry, resulting in slow fingerprint
detection, you can set the level to "High" to raise the sensibility; when the
environment is humid, making it hard to identify the fingerprint, you can set the
level to "Low".

In 1:1 Verification, users might forget the registered fingerprint, or press the finger
improperly. To reduce the process of re-entering user ID, retry is allowed.

Fingerprint algorithm version. Default support ZKFinger VX13.0, can change to
ZKFinger VX10.0.

This function is disabled by default. After disabling it, the fingerprint image will
not be displayed when registering and verifying fingerprints. The menu interface
allows to enable or disable this function, and there are security prompts when
switching. Four choices are available:

Show for Enroll: to display the fingerprint image on the screen only during
enrollment.

Show for Match: to display the fingerprint image on the screen only during
verification.

Always Show: to display the fingerprint image on screen during enrollment and
verification.

None: not to display the fingerprint image.
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6.5 Device Type Settings
Select Device Type Settings on the System interface to go to the device type settings.

Device Type Settings
Communication Protocol
FUSH Protocol

Function Name Description

Set the device communication protocol, PUSH Protocol or BEST Protocol. (BEST
protocol is suitable for ZKBio Zlink, please refer to 16 Connecting to ZKBio Zlink
App and 17 Connecting to ZKBio Zlink Web.)

Communication
Protocol

Device Type It is T&A PUSH by default, and cannot be modified.

Note: After changing the device type, the device will delete all the data and restart, and some functions
will be adjusted accordingly.

6.6 Security Settings
Select Security Settings on the System interface to go to the Security settings.

Security Settings

3E5H
User IO kMasking
Dizplay Yerification Mame
«©
Dizplay Yerification kode

Function Name Description

By default, this function is disabled. This function can be enabled or disabled via
the menu interface. When it is switched on, a security prompt appears, and the
device will restart after you confirm.

Standalone
Communication

The device does not support the Telnet feature, hence SSH is typically used for
remote debugging. By default, SSH is enabled. The menu interface allows you
to enable and disable SSH. When enabled, there will be a security prompt, but
the device will not need to be restarted after confirmation.

SSH

After enabled, the User ID will be partially displayed after the personnel
User ID Masking | verification result (only the User ID with more than 2 digits supports the
masking display), and it is enabled by default.
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Display After enabled, the user's name will be displayed after the personnel verification
Verification Name | result. The verification result will not show the name after disabling it.

After enabled, the personnel verification result will show the user's verification

Displa e . I
play mode. The verification result will not show the verification mode after you

Verification Mode

disable it.
Save Photo as After disabling this function, face template re-registration is required after an
Template algorithm upgrade.
USB Upgrade

Select USB Upgrade on the System interface.

The device's firmware program can be upgraded with the upgrade file in a USB drive. Before
conducting this operation, please ensure that the USB drive contains the correct upgrade file and is
properly inserted into the device.

If no USB disk is inserted in, the system gives the following prompt after you press USB Upgrade on the
System interface.

USB Upgrade

Errorl Failed to read USE disk.

Note: If upgrade file is needed, please contact our technical support. Firmware upgrade is not recommenced
under normal circumstances.

Update Firmware Online
Press Update Firmware Online on the System interface.

Press Enable Firmware Update Online function, the device will prompt that the update may bring
some data security risks, which requires manual confirmation by the user.

Update Firmware Online

Enable Firmware Update Online

Check for Updates

Press Check for Updates it may have the following 3 scenarios:

If the query fails, the interface will prompt "Query Failed".

If the firmware version of the device is latest, it will prompt “Already the Latest Version”.

If the firmware version of the device is not the latest, the version number and change log
of the latest version will be displayed. Users can choose whether to update to the latest
firmware version.
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Factory Reset

The Factory Reset function restores the device settings such as communication settings and system
settings, to the default factory settings (This function does not clear registered user data).

Select Reset on the System interface and then press M/OK to restore the default factory settings.

System
e Device Type Settings

Security Settings

Reset?Restart

QK

Cancel
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Personalize Settings

When the device is on the initial interface, press M/OK and select Personalize to customize the

interface settings, voice, bell, punch state options, and shortcut key mappings.

Personalize

User Interface
g Yoice
Bell Schedules
E Punch State Options

12} Shortout Key Mappings

User Interface Settings

Select User Interface on the Personalize interface to customize the display style of the main interface.

Wallpaper

Language

User Interface

User Interface
kdenu Timeout(s)
240
Idle Time to Slide Showis)

English
henu Timeout(s)
95999
|dle Time to Slide Show(s)
B0
Zlide Show Interval(s)
30

G0
Slide Show Intervalis)
a0
Idle Time to Sleep(m)
a0
hain Screen Style
Style 1

Wallpaper

Language

Menu Timeout (s)

Idle Time to Slide
Show (s)

Slide Show Interval
(s)

Idle Time to Sleep
(m)

Main Screen Style
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The main screen wallpaper can be selected according to the user preference.
Select the language of the device.

When there is no operation, and the time exceeds the set value, the device
will automatically go back to the initial interface.

The function either can be disabled or set the required value between 60 and
99999 seconds.

When there is no operation, and the time exceeds the set value, a slide show
will be played. The function can be disabled, or you may set the value
between 3 and 999 seconds.

It is the time interval in switching between different slide show photos. The
function can be disabled, or you may set the interval between 3 and 999
seconds.

If the sleep mode is activated, and when there is no operation in the device,
then the device will enter standby mode.

This function can be disabled or set a value within 1-999 minutes.

The main screen style can be selected according to the user preference.
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7.2 Voice Settings

Select Voice on the Personalize interface to configure the voice settings.

Yoice
Keyboard Prompt
“Yolume
70
Function Name Description
Voice Prompt Toggle to enable or disable the voice prompts during function operations.

Touch Prompt Toggle to enable or disable the keypad sounds.

Volume Adjust the volume of the device which can be set between 0 to 100.

7.3 Bell Schedules

Select Bell Schedules on the Personalize interface to configure the Bell settings.
Bell Schedules
All Bell Schedules

Options

» New Bell Schedule

Select New Bell Schedule on the Bell Schedule interface to add a new bell schedule.

Bell Schedules New Bell Schedule
All Bell Schedules Bell Time
Cptions Repeat
Mever
Eell Type
Internal Bell
Ring Tone
hell0l way
Function Name Description
Bell Status Toggle to enable or disable the bell status.
. Once the required time is set, the device will automatically trigger to ring
Bell Time . .
the bell during that time.
Repeat Set the required number of counts to repeat the scheduled bell.
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Bell Type Select the bell type: Internal Bell, External Bell or Internal and External Bell.
Ring Tone Select a ring tone.

Set the replay time of the internal bell. Valid values range from 1 to 999

Internal Bell Delay(s) seconds.

All Bell Schedules:

Once the bell is scheduled, on the Bell Schedules interface, press All Bell Schedules to view the newly
scheduled bell.

Edit the Scheduled Bell:

On the All Bell Schedules interface, select on the required bell schedule, and select Edit to edit the
selected bell schedule. The editing method is the same as the operations of adding a new bell schedule.

Delete a Bell:

On the All Bell Schedules interface, select the required bell schedule, and select Delete, and then
press M/OK to delete the selected bell.

Options:

Select Options on the Bell Schedule interface to set the external bell output terminal NC1/NO1, which
is disabled by default.

Note: The external bell and the lock are mutually exclusive options. When the external bell function is
enabled, be careful not to connect the wrong wire.

Punch States Options

Select Punch States Options on the Personalize interface to configure the punch state settings.

Punch State Options Punch State hode
Punch State Mode O of
tanual and Auto Mode
Punch State Timeout(s) O Manual Mode
B
Punch State Required O Auto Mode

kdanual and Auto Mode

(O Manual Fixed Mode

Off: Disable the punch state function. Therefore, the punch state key set
under Shortcut Key Mappings menu will become invalid.

Manual Mode: Switch the punch state key manually, and the punch state key
Punch State Mode | will disappear after Punch State Timeout.

Auto Mode: The punch state key will automatically switch to a specific punch
status according to the predefined time schedule which can be set in the
Shortcut Key Mappings.
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Manual and Auto Mode: The main interface will display the auto-switch
punch state key. However, the users will still be able to select alternative that
is the manual attendance status. After timeout, the manual switching punch
state key will become auto-switch punch state key.

Manual Fixed Mode: After the punch state key is set manually to a particular
punch status, the function will remain unchanged until being manually
switched again.

Fixed Mode: Only the manually fixed punch state key will be shown. Users
cannot change the status by pressing any other keys.

Punch State It is the time for which the punch state displays. The value ranges from 5 to
Timeout(s) 999 seconds.
Select whether an attendance state needs to be selected after verification.
Punch State
Required ON: Attendance state needs to be selected after verification.
OFF: Attendance state need not requires to be selected after verification.
Shortcut Key Mappings

Users may define shortcut keys for attendance status and for functional keys which will be defined on

the main interface. So, on the main interface, when the shortcut keys are pressed, the corresponding

attendance status or the function interface will be displayed directly.

Select Shortcut Key Mappings on the Personalize interface to set the required shortcut keys.

Shortcut Key Mappings
Up Key
Check-In
Diowen Key
Check-Out
Lett Key
Cvertime-In
Right Key
Cvertime-Cut

On the Shortcut Key Mappings interface, select the required shortcut key to configure the

shortcut key settings.

On the Shortcut Key interface, press Function to set the functional process of the shortcut key

either as punch state key or function key.

If the Shortcut key is defined as a function key (such as New user, All users, etc.), the

configuration is completed as shown in the image below.
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Up Key
Punch State Walue
]

Function
Punch State Options
Mame
Check-In
Set Switch Time

Function

U Key

Mew |ser

If the Shortcut key is set as a punch state key (such as check in, check out, etc.), then it is

required to set the punch state value (valid value 0~250), name.

Set the Switch Time

The switch time is set in accordance with the punch state options.

When the Punch State Mode is set to Auto Mode, the switch time should be set.

On the Shortcut Key interface, press Set Switch Time to set the switch time.

On the Switch Cycle interface, select the switch cycle (Monday, Tuesday, etc.) as shown in the
image below.

Switch Cycle

[] Monday

[ Tuesday

[] Wadnesday

[] Thursday

[] Friday

Switch Cycle
hionday
Tuesday
Wednesday

Thursday

Set Switch Time

Diaily

Once the Switch cycle is selected, set the switch time for each day, and press M/OK to confirm,
as shown in the image below.

hdanday
13:57
+ 4+
57
HH futd
Canfirm (0K} Cancel (ESC)

Switch Cycle
Monday
Tuesday
YWednesday

Thursday

Set Switch Time

Daily

1357

Note: When the function is set to Undefined, the device will not enable the punch state key.
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Data Management

When the device is on the initial interface, press M/OK and select Data Mgt. to manage the relevant

data in the device.

Data hgr.

a Delete Data

Select Delete Data on the Data Mgt. interface to delete the required data.

Delete Data

Celete Attendance Data
Celete Attendance Photo
Delete Blocklist Phota
DCelete &l Data

Celete &dmin Role

Delete Attendance Data

Delete Attendance Photokx

Delete Blocklist PhotoX

Delete All Data

Delete Admin Role

Delete User Photo
Templatesx

Delete Profile Photo
Delete Wallpaper

Delete Screen Savers
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Delete Data
Celete &dmin Raole

Delete User Photo Templates

Delete Profile Phota

Celete Wallpaper

Celete Screen Savers

To delete attendance data conditionally.

To delete attendance photos of designated personnel.

To delete the photos taken during failed verifications.

To delete information and attendance logs of all registered users.
To remove all administrator privileges.

To delete user photo templates in the device. When deleting template
photos, there is a risk reminder: “Face re-registration is required
after an algorithm upgrade.”

To delete all user photos in the device.
To delete all wallpapers in the device.

To delete the screen savers in the device.
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The user may select Delete All or Delete by Time Range when deleting the attendance data,
attendance photosx or block listed photoxs. Selecting Delete by Time Range, you need to set a

specific time range to delete all data within a specific period.

Delete Attendance Data Start Time

Delete All 2024-03-14 00:00

Delete by Time Range

03 14 Juli] Juli]

YYYY MM DD HH MM

Confirm (OK) Cancel (ESC)

Select Delete by Time Range. Set the time range and press M/OK.
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9 Work Code

Employees’ salaries are subject to their attendance records. An employee can be engaged in more than
one type of work which may vary with time. As the pay varies according to the work types, the FFR
terminal provides a parameter to indicate the corresponding work type for every attendance record to
facilitate rapid understanding of different attendance situations during the handling of attendance
data.

Select Work Code on the main menu interface.
Work Code
e All Work Codes

Work Code Options

9.1 Add aWork Code

MNew Work Code

Mame

Menu Description

D It is the digital code of the work code. Users may set a valid value between
1 and 99999999.
Name It is the naming of the work code.

9.2 All Work Codes

You can view, edit and delete work codes in All Work Codes. The process of editing a work code is the
same as adding a work code, except that the ID is not allowed to be modified.
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All Work Codes

Test

Work Code Options

To set whether entering the work code is a must and whether the entered work code must exist during
authentication.

Work Code Options
Waork Code Required

Input Screen Timeout(s)

Work Code Must Defined

In 1: N or 1:1 verification, the system will automatically pop up the following window. Select the
corresponding Word Code manually to verify successfully.

Work Code 2074-12-02 12:28 A= =

Test

User D : 1
Mame : Mike
Werify ¢ Fingerprint

Enter Work Code :
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Access Control

When the device is on the initial interface, press M/OK and select Access Control to set the locks
control and to configure other parameters settings related to access control.

Access Control

Access Control Options

Access Control Options

Select Access Control Options on the Access Control interface to set the parameters of the control

lock of the terminal and related equipment.

Access Control Options

Daar Lock Delay(s)
10

Dioor Sensor Delay(s)
10

Dioor Sensar Type
Mormal Close(MC)

Door &larm Delayis)
30

Speaker &larm

DoorLock | The length of time that the device controls the electric lock to be in unlock state.
Delay (s) Valid value: 1~10 seconds; 0 seconds represents disabling the function.
If the door is not locked and is left open for a certain duration (Door Sensor Delay), an alarm
will be triggered.
The valid value of Door Sensor Delay ranges from 1 to 255 seconds.

Door Sensor
Delay (s)

There are three Sensor types: None, Normal Open(NO), and Normal Closed(NC).

Door Sensor = None: [t means the door sensor is not in use.
Type Normally Open(NO): It means the door is always left open when electric power is on.
Normally Closed(NC): It means the door is always left closed when electric power is on.

When the state of the door sensor is inconsistent with that of the door sensor type,

Door Alarm . . . . - s
alarm will be triggered after a time period; this time period is the Door Alarm Delay (the
Delay(s)
value ranges from 0 to 999 seconds).
Speaker It transmits a sound alarm or disassembly alarm from the local. When the door is closed
Alarm or the verification is successful, the system cancels the alarm from the local.
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117 USB Manager

You can import the user information, and attendance data in the machine to matching attendance
software for processing by using a USB disk, or import the user information to other devices for backup.

Before uploading/downloading data from/to the USB disk, insert the USB disk into the USB slot first.
Select USB Manager on the main menu interface.

USB Manager

e Download Options

Note: Only FAT32 format is supported when downloading data using USB disk.

11.1 USB Download
On the USB Manager interface, press Download.

Download

Attendance Data
User Data

User Portrait
Attendance Photo

Elocklist Photo

Function Name Description

Attendance Data To download all attendance data in specified time period into USB disk.

User Data To download all user information from the device into USB disk.

User Portrait To download all user portraits from the device into USB disk.

Attendance Photokx | To download all attendance photos from the device into USB disk.

To download all blocklisted photos (photos taken after failed verifications)

Blocklist Photok from the device into USB disk.

Work Code To download all work code from the device into USB disk.
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11.2 USB Upload
On the USB Manager interface, press Download.

Upload
Wallpaper
User Data

User Portrait

Upload ¥Wark Code

Function Name Description

To upload all screen savers from USB disk into the device. You can choose
Screen Saver Upload selected photo or upload all photos. The images will be displayed on
the device’s main interface after upload.

To upload all wallpapers from USB disk into the device. You can choose
Wallpaper Upload selected photo or upload all photos. The images will be displayed on
the screen after upload.

User Data To upload all the user information from USB disk into the device.

User Portrait To upload all user portraits from USB disk into the device.

Upload Work Code | To upload all work code from USB disk into the device.

11.3 Download Options

On the USB Manager interface, press Download Options.

Download Options

Delete TéA Data

Function Name Description

E t
neryp I;\at::ndance The attendance data is encrypted during the uploading and downloading.
Delete T&A Data After successful downloading, the attendance data on the device is deleted.
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Attendance Search

Once the identity of a user is verified, the Event Logs will be saved in the device. This function enables
users to check their attendance records.

When the device is on the initial interface, press M/OK and select Attendance Search to search for the
required attendance record.

Attendance Search

Attendance Record
@ Attendance Photo

Blocklist T&A Photo

The process of searching for attendance and blocklist photosy is similar to that of searching for event
logs. The following is an example of searching for attendance record.

On the Attendance Search interface, press Attendance Record to search for the required record.

User D Time Range
(® Today
(O Yesterday
() This Week
Right key to switch input method, Left key to
back space (O Last Week
Confirm (OK) Cancel (ESC) (O This Month
1. Enter the wuser ID to be 2. Select the time range in
searched and press M/OK. If which the records need to
you want to search for records be searched.
of all users, press M/OK without
entering any user ID.
Personal Record Search Personal Record Search
Date . User D Time User D Time
07-31 Number of Rec....1 1 07-3115:19
1 15:19
MName:
Punch State: 255
Prev: Left Key Next:Right Key Details: OK Verification Mode : Face
3. Once the record search 4. The figure shows the details
completes. Press the record of the selected record.
highlighted in green to view its
details.
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Autotest

When the device is on the initial interface, press M/OK and select Autotest, it enables the system to
automatically test whether the functions of various modules are working normally, including the LCD,

Voice, Keyboard, Fingerprint, Camera and Real-Time Clock (RTC).

Autotest

Test All
) restieo
Test Voice

Test Keyboard

Test Fingerprint Sensor

Test All To automatically test whether the LCD, Audio, Camera and RTC are normal.
To automatically test the display effect of LCD screen by displaying full-
TestLCD color, pure white, and pure black to check whether the screen displays

colors normally.

To automatically test whether the audio files stored in the device are

Test Voice complete and the voice quality is good.
The terminal tests whether every key on the keyboard works normally. Press
Test Keyboard any key on the Test Keyboard interface to check whether the pressed key

matches the key displayed on the screen. The keys are displayed as dark
grey before and turn green after pressed. Press ESC to exit the test.

To test the fingerprint sensor by pressing a finger on the scanner to check if
the acquired fingerprint image is clear. When you are pressing a finger on
the scanner, the fingerprint image will display on the screen.

Test Fingerprint
Sensor

To test if the camera functions properly by checking the photos taken to see

Cam Testx if they are clear enough. (Same as "Test Face".)

To test the RTC. The device tests whether the clock works normally and
Test Clock RTC accurately with a stopwatch. Press M/OK to start counting and press it again
to stop counting.

Page |51



2.8-inch Series Product User Manual

14 System Information

When the device is on the initial interface, press M/OK and select System Info to view the storage
status, version information of the device, firmware information and privacy policy.

System Info

a Device Capacity
E Device Info

Firmware Info

m Privacy Policy

Function Name Description

Displays the current device's user storage, password, face template, fingerprint

Device Capacity = 3nd card storage, T&A records, attendance and blocklist photosx, and profile

photos.

Displays the device's name, serial number, MAC address, fingerprint algorithm,
Device Info face template algorithmy, platform information, MCU Version, BAT MCU and

manufacturer.

Firmware Info Displays the firmware version and other version information of the device.

The privacy policy control will appear when the gadget turns on for the first time.
After clicking "I have read it," the customer can use the product regularly. Click
System Info > Privacy Policy to view the content of the privacy policy. The
Privacy Policy privacy policy's content does not allow for U disc export.

Note: The current privacy policy's text is only available in Simplified Chinese/ English.
However, translation of other multi-language content is underway, with more
iterations.
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Connect to ZKBio Time Software

Add Device on the Software

Press COMM. > Ethernet in the main menu to set the IP address and gateway of the device. (Note:
The IP address should be able to communicate with the ZKBio Time server.)

Ethemet
Display in Status Bar
1Py
IP Address
192.168.163.129

Subnet Mask

255.255.255.0
Gateway

192.168.163.1
S

In the main menu, press COMM. > Cloud Server Settings to set the server address and server port.
Server Address: Set the IP address as of ZKBio Time server.

Server Port: Set the server port as of ZKBio Time server.

Cloud Server Setfings

Server hode
ADMS
Enahle Domain Mame
Server Address
58.23.12.88
Server Port
8881
Enahle Proxy Server

After setting on the device, the device will be automatically added to the software. Open ZKBio
Time software, click Device > Device > Device, select the device in the list, change the Device
Name and Area.

Note: The devices added automatically must be assigned to custom areas to communicate with
the software.
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15.2 Add Personnel on the Software

1. Click Personnel > Employee > Employee > Add:

Add

Profile

Employee ID "

Employment Type Hired Date  2024-12-03

Superior  Department Manager v Workflow Role  —-----

Private Information  Device Access Settings  Attendance Settings ~ App Settings  Payroll Settings ~ Custom Attribute  Leave Group

Birthday

@
e Cancel

2. Fillin all the required fields and click Confirm to register a new user.

3. Click Device > Device > Device, select the device in the list, click Data Transfer > Sync Data to the
Device to synchronize all the data to the device including the new users.
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Device

Device

& Bookmarks~ Y Filter +

@
Add Delete New Area Clear Pending Command Data Clean Device Menu Maintain /2 D O A =
Device Name + Serial Number & Area ¢ Device IP Real IP S Upload User Data ceModel  Time Zone Firmware Version Push Version Push Protocol State Last Activity UserQty. + Fi
BRHA182660070 zkteco 120.88.117.126 120.88.117.126 0 Upload Transaction ©) Etc/GMT-6 - - 2214 ©  2024-12-03 142454 - -
FQQ2244800006 zkteco 192.168.163.129 58.252.13.241 1 ,R Etc/GMT-6 ZAM70-NF28HA-Ver3.1.4  Ver 3.0.45-20240809 2.4.1 ©  2024-12-03 17:02:53 2 1
Device SVZ8242600194 zkteco 1921688266 - 0 - EtC/GMT-6 - - o - - -

0 v - Total 3Records | 1 Poge [
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Connecting to ZKBio Zlink App

The App pages may vary depending on the version, and the document is for reference only.

Change the device communication protocol to BEST protocol, then the device can be managed by
ZKBio Zlink, please refer to 6.5 Device Type Setting.

Download the ZKBio Zlink App

Search for the "ZKBio Zlink" App in the iOS App Store or Google Play Store. Or scan the QR code below
to install the app.

# Download on the

S App Store

GET ITON
® Google Play

A
L] I u o
IR,

- = H

Apple App Store GooglePlay Store

Login to the App

Enter your registered account and password, check “I have read and agree to User Agreement, Privacy
Policy and Data Processing Agreement” and click Sign In to log in to the App.

\

Login to ZKBio Zlink

Welcome

Note: For more operations, refer to the ZKBio Zlink App's user manual.
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16.2 Add Device on the App

o Access the ZKBio Zlink App and click on [Device] > + icon > [Add Device] > [Access Control] >
[M2-LR/M2F PRO-LR]. (1,2,3,4,5)

r A

« Click = 7 icon to scan the QR code on the device. The serial number of the device will be displayed
in the bar. Then click [Search Device]. (6,7,8)

o  Enter the device name and specify the device to a site and zone. Click [Added Successfully] to
complete the addition. At the same time, the device voice prompts “Device is added successfully”

indicating that the addition is complete. (9,10,11)

o Once successfully added, the device is displayed in the list of the device interface.

£ Add Device

£ Add Device Admin

£l Site

SpeedFace V3L Series

SpeedFace VAL / MiniAC

s FroSeies  Sp / SmarACt
\. e J

Add Device

Y

Search Device -

UFS2245100066

w5 ]

1. Ensure tha device network connection is normal
before adding:

Ao ¥
tion- 910 &

2. Ensure the device is properly connected to the
sarver:

k . .I.C -

J

[«

Add Device 1

E MZ2F PRO-LR

Add Device

»

Search Device |

1. Ensure the devica network connection is normal
before adding

tion ¥

tior B0 A

Device Name

. 5

Bind Site *

Default site (UTC+0B:00)

Bnd Zane

Default zone
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r( Add Device Y My Device Q +
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E M2
M2
aN §2245100066
More Device
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Go to Access Level
N verice
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16.3 Add Person

Adding a New User Account

In the main menu, click [Contacts] > [Add New Person] to open the Add Person profile interface.

(1,2,3)

Enter the required personnel information, such as user ID, name, and contact details. Ensure you

provide a valid mobile number or email address, as this will be used to send the account activation

link. Once you've completed the user profile, click the [Add] button to save the new person. (4)

The system will confirm the addition was successful, and the new user will appear in the personnel

list.

Activating the New User Account

Locate the newly added person in the personnel list. Click the [Go >>] button, then select

[Activate] to send the account activation link. (5,6,7)

The selected user will receive an email with instructions to activate their new account. They must

complete the activation process before they can start using the system.

A Contacts N Add Person Add New Person ‘ 2 Contacts 1
l Mannually Add E J First Name *
P Add New Person 9 0 Add New Person
as1 Marm
© oo O crmisin (5}
zZhteco1 234560rganization 1 persons not activated Fmal Zkteco1 234560mganization 1 persons not act \D
& julia huang - Mike
Mabile Mumber
& stellaxia & julia huang
- stellaxia
Facsal Photo
Department *

Activation Confirmation
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({)ZKBio Zlink

Hello ,

Welcome,

We are happy to get you started. You are almost there.

Click the button below to confirm that you are a zkteco123456

company user.

Activate your account

or
Paste this link into the browser

hitps//zlink minerveiot com/link /EZ0f98iing

If this email is not relevant to you, kindly ignore it.
Thanks,
The ZKBio Zlink Team

For any support or inquiries, please email us at platformsupport@zkteco.in

© Copyright 2024 Armatura designed by ZKTeco. All rights reserved.
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16.4 Set Access Levels

Click [Applications] > [Access Control] > [Time Slot] > [Add Time Slot] to add a time slot. (1,2,3,4)

Set the name and time intervals, and click [Save]. Then the time slot will be displayed in the list.

(5.6)

Note: There is a default timeslot named 24-hour Access in the system.

Click [Access Level] > [Add Access Level] to add an access level. (7,8)

Set the name, select the time slot, device, and persons, and click [Save] to synchronize the access
level to the device. (9,10)

A ™

ZKBioZlink ™ ‘¢

Agcess Control 1

i
Al Applications
] Remote Opening
¢ ¢
Approval Center P [\Ih Time Slot 9 |
© Access Level
Transcations
| =] .
Access Level
r( Access Control ‘ r( ‘
123
o
test
l Remote Opening N
Tirne Shot I
( AccessLewe 0 I
Transcations
[

<

24-hour Access
L
24-Hours General

L]

Time Shot

ﬂ

¢ [ |@ )

Add Access Level

nvica

Assigning Persan

Mike, stella xia, julia

huang

Permanently Valid

Save

16.5 Register Verification Mode on the App

Add Time Slot

(o

MON. TUE, WED. THU., FRI

09-00 - 18:30

Once you have added persons to the device, you can register verification modes to them.

Note: It must be based on the functions actually supported by the device.

Click [Contacts] > [Organization] > [Credential] to enter the Credential screen. (1,2,3)
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Register Password

- Contacts . :
’ T < Organization Management 1 4 Credential
fh Organization Name zZkteco123456
e Add Mew Person
[ Organization Code  5aB383208e4396E...
Organizetion At Mike
g B More Information | ]
- smeon
2kteco] 234560rganization 1 persans ot actiated Coniwcts
okl =] Ao @o [
& julia huang B Job Title Py Fimern
- stellaxia &, Person & Department @ v tuang
- e
£, Add Person .
- - B Bo & ®o o
[5) (D CT
Farmission
e elave
£ Role -
1 1 Ho 1 [
NCode  Cant Face Faim

In the Credential interface, click on the [% icon and enter the password in the pop-up window. Click

[Submit] to confirm. (1,2)

Register Card

< Credential

Face
o v huang
-
00z
Ga BHa A @0 [
PIN Cod FIngErpen iy
e stella xla
-
a07
1 1 i 1 o
1N Code rd # Faim

PIN Code Registration

9

In the Credential interface, click on the = icon. You can select Register on Device or Manually

Enter Card Number. If you want to register on device, then click Register on Device. (1,2)

Select the registration device, at the same time, the device displays the Enroll Card Number

interface. Place the card in the swipe area, when the display shows “Card registered successfully”,

it means the card is successfully registered. (3)
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< Select Device N

Go to the device to register cards

Enter Card Murnber

Register Facex

ran
In the Credential interface, click on the '-&J icon. You can select Register via App or Invite to
Register. If you want to register via App, then click Register via App > Start to Register to take a
shot.

You can also click Invite to Register > Send Registration Notification to send a notification to
the person to register. (Note: The person should be activated.)

4 Register Face ‘ < Credential

& julia huan_

o= stelaxia

Register viz App

i el a
@ ! have read and agree o and

) | )

Invite 1o Register

Register Fingerprint

A
In the Credential interface, click on the Q icon > Register on Device > Register on Device. (1,2,3)

Select the registration device, at the same time, the device displays the fingerprint registration
screen. According to the prompts, place your finger on the fingerprint sensor and press 3 times.
When the interface prompts “Enrolled successfully”, it means the fingerprint registration is
successful. (4)
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r( Select Device -‘

Please read and agree to the agreement
before registering fingerprint

Go to the device to register cards

| hawe road and agree o
sna

Registes on Device
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Connecting to ZKBio Zlink Web

The web pages may vary depending on the version, and the document is for reference only.

Change the device communication protocol to BEST protocol, then the device can be managed by
ZKBio Zlink, please refer to 6.5 Device Type Setting.

Users can use the created account to access ZKBio Zlink Web to connect devices, add new personnel,

register the verification method of registered personnel, synchronize personnel to devices and query
records.

Login to the Web

1. Please open the recommended browser and enter the IP address to access the ZKBio Zlink Web:
http://zlink.minervaiot.com.

2. Enter your Email ID and password on the login screen, check “I have read and agree to User
Agreement and Privacy Policy and Data Processing Agreement” and click [Sign In] to login.

ZK Zlink English

N
) 1) Mobile Login

Add Device on the Web

oo
1. Clickthe %% icon on the top left corner, and click [Device Center] > [Device] to enter the device

setting interface.
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S [(JZKBio zlink

.
A Home

< Appiications
® ¢ Organization

| &S Device Center | 1

D sem

Total Number of Devices

| Device Center

2 Device Administrators Site

Access Control Time Attendance Approval Center
Enabled Enabled Enabled

Total Number of Persons

Active

1

Inactive

1

Person ()

2. Then click [Add Device] to enter the Add Device interface.

82 (JZKBio Zlink

Device Center

o ¢

Device

10}

Device Administrators

=]

3. Enter the Serial Number and click [Search].

Site

Device Center / Device

Device Device Model Device Type

Contact Us:

Location:

o 0769-82109991  English v g zktecol23456 v () v

Operation & Maintenance

Service Provider:  ZKTeco

Status: Normal

techsupport@zkteco.in

No. 32, Pingshan Industrial Avenue, Tangxia Town, Do...

Download the ZKBio Zlink App

Scan the QR code to download the App to your smartphone

[=1E;

Apple App Store

Google Play Store

& 0769-82100991  English vy zktecol23456 () v

Status

Note

adding:

X Add Device

Actions

1. Ensure the device network connection is normal before

The device status bar should display as follows for Wi-Fi
network connection:
The device status bar should display as follows for wired
network connection: Il B &8

2. Ensure the device is properly connected to the server:
The device status bar should display as follows for normal
connection: B8 B 8§

4. Then enter the device name and specify the device to a site. Select Site from the drop- down menu.

Click [Save] to complete the addition.
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X Add Device
UF$2245100066
Search Results
Device Name
M2 °
* Site

1

Device Model

Serial Number

Device Type

5. After the device is added, it will pop up the following prompt. Click Confirm, it will directly enter
the access level setting interface. Click Cancel, the device will be displayed in the device list.

(1) The device has been added successfully.
Would you like to set up the access

levels now?

82 (JZKBio Ziink 9 076982109991 Engish v 4 zktecot234s6 v () v

Device Center / Device

Device

& Device Administrators

& Device Center
=)

Device Device Model Device Type Status Actions

M2
: M2F PRO-LR Access Control Online
UFS2245100066

2 site

Note: Wait a moment for the device status to change from “Offline” to “Online”.

17.3 Add Person

f=Ta]
1. Click the ““ icon on the top left corner, and click [Organization] > [Person] to enter the person

list interface.

& [ZKBio Zlink & 0760-82100091  English v g zktecol23456~ () v

’~] Home | Organization

JobTitle  Role Credential  Resignation

N applications

5 Device Center

D sem

2. Then click [Add] to add a new person.
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82 (JZKBio zlink
¢ Organization

3 Job Title

© Role

& Person

@ Credential

A Resignation

3. Enter the person's information, and then click [Save].

Organization / Person

Department

Default department

7 +

Department Head: Sct Department Head

Person Name
julia huang

stellaxia

Mobile Number

Email

Person ID

002

001

Gender

o 0769-82109991  English v

Department Name

Default department  Default job title

Default department  Default job title

Job Title

b zkeco2zass v (@) v

Inactive person list; go fo activate

Activation Status Actions
Inactive

Active

Note: The mobile number or Email needs to be entered so that the person can receive the activation
link.

4, Once the addition is complete, the new person is displayed in the person list. Click the
Activate to send the activation link to the person.

82 (JZKBio Zlink
« e Organization

& Job Title

© Role

& Person

%@} Credential

A Resignation

5. Then the

Organization / Person

Department

Default department

2

+

Department Head: Set Depariment Head

Person Name: Mobile Number
Mike.

julia huang

stellaxia

activation status will become Active.
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Email

Person ID

452313

002

001

Gender

X

Select Gend

Add

Mobile Number

Email

Person ID

Facial Photo

el
Upload

* Department

Default department

* Job Title

Default job title

Gender

g

Date of Joining

2024-12-28

Reset Save

icon >

& 0769-82100991  English v g zktecol23456 v () v

Department Name

Default department

Default department

Default department

Job Title

Default job title

Default job title

Default job title

Inactive person list; go to activate

S0 C
Activation Status Actions
Inactive m
Inactive i
Delete
Active
Resign

person will receive an activation email. After the person activating the account, the
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82 (JZKBio zlink
«_e Organization

& Job Title

© Role

A Person

@) Credential

A Resignation

(1) ZKBio Zlink

Hello ,
Welcome,

We are happy to get you started. You are almost there.

Click the button below to confirm that you are a zkteco123456
company user.

Activate your account

or
Paste this link into the browser

https//zlink minervaiot com/link/E70f98k1ng

If this email is not relevant to you, kindly ignore it.

Thanks,
The ZKBio Zlink Team

For any support or inquiries, please email us at platformsupport@zkteco.in

© Copyright 2024 Armatura designed by ZKTeco. All rights reserved.

o 0769-82109991  English v

Organization / Person

Department 2 + Department Head: Set Department Head
Default department
Person Name Mobile Number Email PersonID  Gender  Department Name
Mike 452313 - Default department
julia huang - 002 Default department
stella xia - 001

Default department

Job Title

Default job title

Default job title

Default job title

b zkecor2aase v @ v

Inactive person list; go fo activate

Activation Status Actions

Inactive

Active

Note: You can also add person in batch (only support importing up to 200 persons data at one time).

82 (JZKBio zlink
« ¢ Organization

& Job Title

© Role

& Person

%@, Credential

A Resignation

82 (JZKBio ziink
«, Organization

B Job Title

© Role

& Person

7@ Credential

A Resignation
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Organization / Person

Department Zz + Department Head: et Department Head
Default department
Person Name Mobile Number Email PersonD  Gender  Department Name
Mike 452313 - Default department
julia huang - 002 Default department
stella xia - 001

Default department

Job Title

Default job title

Default job title

Default job title

o 0769-82109991  English v

Organization / Batch Add

< Back

| Download Template

Note: Please fill in the personnel information according to the template rules. The platform only supports importing up to 200 persons data at one time.

Download Template

| AddFile

Please add the file that has been edited and saved.
Add File

| Starttoimport

Start to import the persons,

Start to import

Inactive person list; go to activate

c
Activation Status  Actions
Active
Inactive
Active
b zkecor2sass v @ v
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17.4 Set Access Levels

oo
1. Clickthe 2% icon on the top left corner, and click [Applications] > [Access Control] to enter the

access control settings interface.

® @ oz & 0769-82109991  English v g zktecol23456 v () .
’h] Home | Applications

Access Control | - Time Attendance  Approval Center
| D Appiications

e e Organization

& Device Center

D sustem

2. Click [Time Slot] > [Add] to add a time slot.

82 (JZKBio Zlink 9 076982109091 English v 4y zktecot23456 v () v

Y Access Control Access Control / Time Slot

Remote Openi
@ Remote Opening | @Add C

O Access Level

Time Slot Name Time Slot Actions

Monday: 00:00-23:59
Access Records Tuesday: 00:00-23:59
Wednesday: 00:00-23:59
24-hour Access Thursday: 00:00-23:59
Friday: 00:00-23:59
Saturday: 00:00-23:59
Sunday: 00:00-23:59

£\ Exception Events

Access Level Log

Monday: 00:00-23:59
Tuesday: 00:00-23:59
Wednesday: 00:00-23:59
24-Hours General Thursday: 00:00-23:59 Edit  Delete
Friday: 00:00-23:59
Saturday: 00:00-23:59
Sunday: 00:00-23:59

3. Set the name and time slot, and click [Save]. Then the time lot will be displayed in the list. (Note:
There is a default timeslot named 24-hour Access in the system.)

X Add

| Details

* Time Slot Name

* Time Slot

Monday + a8
Tuesday + @

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Wednesday + a8

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Thursday 4+ 8
Friday + @
Saturday +a
Sunday + a8
Reset Save

4. C(lick [Access Level] > [Add] to add an access level.

g2 @ZKB]O Zlink & 076982100991 English v g zktecot2z4ss v () v

¥ Access Control Access Control / Access Level

@ Remote Opening + Add C

@ Time Slot

Access Records

Access Level Name Time Slot Actions

test 24-Hours General Edit  Delete

£\ Exception Events

Access Level Log
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5. Set the access level name, select the time slot, device, and persons, then click Save to synchronize
the access level to the device.

X Add

| Details
* Access Level Name

123 °

* Time Slot

24-hour Access

Device

M2 %

Assigning Person

Mike % stella xia #

Effective Period &

authorised persons will be able to

restricted by access levels and can be

Reset Save

17.5 Register Verification Mode on the Web

oo
1. Click the P icon on the top left corner, and click [Organization] > [Credential] to enter the

credentials setting interface.

S ((JZKBio Zlink

& 0769-82100991  English v g zktecol23456 v () v

’\] Home | Organization

JobTitle  Role  Person [ Credential| Resignation
Y appications

& Device Center

D sustem

2. Select the person and click Details that follows, check “I have read and agree to User Agreement
and Privacy Policy and Data Processing Agreement” and click Fingerprint/Face % /Card/PIN Code
to remotely register the personnel biometric verification mode.

82 (JZKBio zlink

& 0769-82109991  English v g zktecoi234s6 v () v

o Organization Organization / Credential

Job Title
® PP
© Role
Person ID Person Name Person Credentials Actions
& Person
452313 Mike Invite
@, Credential
& Resignation 002 julia huang Details  Invite
001 stella xia ® =) & Details  Invite
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X Details

| Basic Information
Person ID 452313
Person Name ~ Mike

| Credential

I have read and agree to User Agreement and Privacy Policy and
Data Processing Agreement

» Register Fingerprint

1. Click Fingerprint in the Details page. Choose the hand and finger to be enrolled in the pop-up
prompt window.

Fingerprint Registration

2. Select the registration device, the device will display the fingerprint registration screen. According
to the prompts, place your finger on the fingerprint sensor and press 3 times. When the interface
prompts “Enrolled Successfully”, it means the fingerprint registration is successful.

Select Device X

© Please perform registration on the device assigned to the person

: o
UFS2245100066

Total 1 items 10/ page
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Fingerprint Registration X

&

The fingerprint has been registered successfully,
waiting for syncing data ...

3. Andyou can repeat the above operation to register other fingers.

+ Register Facex

Click Face in the Details page. Select the person facial photo to upload.

X Details

| Basic Information
Person ID 452313
Person Name ~ Mike

| Credential

I have read and agree to User Agreement and Privacy Policy and
Data Processing Agreement

foe
(7o

» Register Card

1. Click Card in the Details page. You can select Register on Device or Manually Enter Card Number. If
you want to register on device, then click Card Registration.

Card Registration

@® Register on Device
Manually Enter Card Number

2. Select the registration device, the device will display the Enroll Card Number interface. Place the
card in the swipe area, when the display shows green /, it means the card is successfully

registered.
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Select Device X

Please perform registration on the device assigned to the person

: e
UFS2245100066

Total 1 items EI 10/ page

Card Registration X

The card has been registered successfully, waiting
for syncing data ...

Register Password

Click PIN Code in the Details page. Set the password in the pop-up prompt window, and then click
[Confirm].

PIN Code Registration

Please enter the pin code to complete the
registration

For more information, please refer to the relevant User Manual.

Page |72



2.8-inch Series Product User Manual

Appendix 1

Requirements of Live Collection and Registration of Visible Light

Face Templatesk

It is recommended to perform registration in an indoor environment with appropriate lighting
to avoid underexposure or overexposure.

Do not place the device towards outdoor light sources like door or window or other harsh light
sources.

Dark-color apparels, different from the background color is recommended for registration.
Please expose your face template and forehead properly and do not cover your face template
and eyebrows with your hair.

It is recommended to show a plain facial expression. (A smile is acceptable, but do not close
your eyes, or tilt your head to any direction).

Two templates are required for a person with eyeglasses, one template with eyeglasses and the
other without the eyeglasses.

Do not wear accessories like a scarf or mask that may cover your mouth or chin.

Please face template right towards the capturing device, and locate your face template in the
template capturing area as shown in the example below.

Do not include more than one face template in the capturing area.

A distance of 50cm to 80cm is recommended for capturing the template. (The distance is

adjustable, subject to body height).

Enroll face

Please move and adjust your face on the register area
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Requirements for Visible Light Digital Face Template Data

The digital photo should be straight-edged, colored, half-portrayed with only one person, and the person
should be uncharted and in casuals. Persons who wear eyeglasses should remain to put on eyeglasses for
getting photo captured.

Eye distance

200 pixels or above are recommended with no less than 115 pixels of distance.

Facial expression

Neutral face template or smile with eyes naturally open are recommended.

Gesture and angle

Horizontal rotating angle should not exceed +10° elevation should not exceed +10° and depression
angle should not exceed +10°.

Accessories

Masks or colored eyeglasses are not allowed. The frame of the eyeglasses should not cover eyes and
should not reflect light. For persons with thick eyeglasses frame, it is recommended to capture two
templates, one with eyeglasses and the other one without the eyeglasses.

Face template

Complete face template with clear contour, real scale, evenly distributed light, and no shadow.

Template format

Should be in BMP, JPG or JPEG.
Data requirement
Should comply with the following requirements:
White background with dark-colored apparel.
24bit true color mode.
JPG format compressed template with not more than 20kb size.
Resolution should be between 358 x 441 to 1080 x 1920.
The vertical scale of head and body should be in a ratio of 2:1.
The photo should include the captured person’s shoulders at the same horizontal level.
The captured person’s eyes should be open and with clearly seen iris.
A neutral facial expression or a slight smile is preferred, but showing teeth is not recommended.

The captured person should be clearly visible, natural in color, no harsh shadow or light spot or
reflection in face template or background. The contrast and lightness level should be

appropriate.
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Eco-friendly Operation

@ The product's "eco-friendly operational period" refers to the time during which this
product will not discharge any toxic or hazardous substances when used in accordance
with the prerequisites in this manual.

The eco-friendly operational period specified for this product does not include batteries or
other components that are easily worn down and must be periodically replaced. The
battery's eco-friendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element
Component Mercur Cadmiu Hexavalent | Polybrominate | Polybrominated
Name Lead (Pb) (Ha) y m (Cd) chromium d Biphenyls Diphenyl Ethers
9 (Cré+) (PBB) (PBDE)
Chip Resistor X O O O O O
Chip Capacitor X O O O O O
Chip Inductor X O O O O O
Diode X O @) O O @)
ESD X O O O O O
component
Buzzer X O
Adapter X O
Screws O O O X

This table is prepared in accordance with the provisions of SJ/T 11364.

o indicates that the total amount of toxic content in all the homogeneous materials is below the
limit as specified in GB/T 26572.

X indicates that the total amount of toxic content in all the homogeneous materials exceeds the limit
as specified in GB/T 26572.

Note: 80% of this product’s components are manufactured using non-toxic and eco-friendly
materials. The components which contain toxins or harmful elements are included due to the
current economic or technical limitations which prevent their replacement with non-toxic materials
or elements.
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